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JSR168 portlets

1.1. Introduction

The JSR 168 specification aims at defining porlets that can be used by any JSR168 portlet container also called
portals. There are different portals out there with commercia and non-commercial licences. In this chapter we will
briefly describe such portlets but for more details you should read the specifications available on the web.

As of today, JBoss portal is fully JSR168 1.0 compliant, that means that any JSR168 portlet will behave as it
should inside the portal.

1.2. The basics

What is really important to know about such portletsis that when a pageis displayed it is divided into two distincts
parts, an action part on one portlet followed by rendering parts for every porlets displayed on a page. A portal just
aggregates all the chunks of HTML rendered by the different portlets of a page.

1.2.1. Portal

Before we even talk about portlets, let's talk about the container called portal.

A portal is basically a web application in which modules can be easily added or removed. We call those modules
‘portlets. A module can be as complex as a forum, a news management system or as simple as a text or text with
images with no possible interaction.

On a single web page different portlets can appear at the same time, even though only one at a time can be dis-
played in its maximized mode (explained later).
1.2.2. Page composition

A portal can be seen as pages with different areas and inside areas, different windows and each window having one
portlet.

JBoss 0.1 1



JSR168 portlets

|___——Decorations and controls

[@ <Title> I [m] [E] (4]

AT

|__——Portlet fragment

<Portlet content> | _—Portlet window

|6 <Title> M [EIH || [[E <Title> M [m] [E] [H] | — Portal page

<Portlet content> <Portlet content>

|[8] <Title> M ] [E] (] |

<Portlet content>

1.2.3. Rendering modes

A porlet can have different view modes, three modes are defined by the specification but a portal can extends those
modes.
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XML descriptors

Thomas Heute <t heut e@ boss. or g>

2.1. Introduction

To define your portals, you need to create few XML files in order to declare your portlet, portlet instances, win-

dows, pages and then your portals.

2.2. \WEB-INF/portlet.xml

Thisfile is used to declare the portlets of your application, following is an example of such afile

<?xm version="1.0" encodi ng="UTF-8""?>
<portl et-app
xm ns="http://java.sun.com xm /ns/portlet/portlet-app_1_0.xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schere- i nst ance"
xsi : schemaLocati on="http://java. sun. comi xm /ns/ portlet/portlet-app_1_0.xsd
/opt/ SUNWps/ dt d/ portl et.xsd" version="1.0">
<portlet>
<portl et-nane>UserPortl et</portlet-name>
<portlet-class>org.jboss. nukes. core. portlet.user.UserPortlet</portlet-class>
<support ed-| ocal e>en</ support ed-| ocal e>
<support ed- | ocal e>fr </ support ed- | ocal e>
<r esour ce- bundl e>Resour ce</r esour ce- bundl e>
<support s>
<m me-type>text/htm </ m nme-type>
<portl et - mode>VI EW./ port| et - rode>
</ support s>
<portlet-info>
<title>User portlet</title>
</portlet-info>
</portlet>
<portlet>
<portl et-name>CMsPort| et </ portl et-nane>
<portlet-class>org.jboss. nukes. core. portlet.cns. CMSPortl et</portlet-class>
<i ni t - paranp
<descri pti on>Content Repository Type: (webdav|http)</description>
<name>r eposi t or y</ name>
<val ue>webdav</ val ue>
</init-paranr
<init-paranp
<descri pti on>WebDAV server usernane</description>
<nane>user nane</ nane>
<val ue>r oot </ val ue>
</init-paranr
<i ni t-paranp
<descri pti on>WebDAV server password</descri ption>
<name>passwor d</ name>
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<val ue>r oot </ val ue>
</init-paranr
<support ed- | ocal e>en</ support ed- | ocal e>
<r esour ce- bundl e>Resour ce</r esour ce- bundl e>
<support s>
<m me-type>text/htm </ m me-type>
<portl et - mode>VlI EW./ port| et - nrode>
<portl et - mode>HELP</ port| et - nrode>
</ support s>
<portlet-info>
<title>CMS portlet</title>
</portlet-info>
</portlet>
<portl et-app>

Asyou can seefor any portlet you need to add aport | et tag, then you need to give extrainformation as follow:

e portlet-name amandatory entry to give aname to this portlet

e portlet-class amandatory entry to specify the class of the portlet

e supported-1ocal e optional entries to specify the supported languages (two letter country code)
* resource-bundl e an optional entry to specify the name of the resource bundle file (.properties)
e init-paramoptional entriesto give parametersto the portlet

e supports/nime-type optional entriesto specify al the supported mime-types

* supports/portlet-nmode optional entries to specify al the supported modes, VIEW, HELP, EDIT and/or cus-
tom modes

* portlet-info/title optional entry to define atitle to the portlet

2.3. portlet-instances.xml|

After you defined all the portlets you need, you will need to define the instances that you will use.

<?xm version="1.0" standal one="yes"?>
<i nst ances>
<i nst ance>
<i nst ance- nane>User Por t | et | nst ance</i nst ance- nane>
<conponent - name>User Por t | et </ conponent - nanme>
<security>
<rul es>
<rul e group="Adm ns" patterns=".*:.*: *" |evel ="adm n"/>
<rul e group="Users" patterns=".*:.*:.*" |evel ="read"/>
</rul es>
</security>
</i nstance>
<i nst ance>
<i nst ance- nane>CMVSPor t | et | nst ance</ i nst ance- nane>
<conponent - name>CMSPor t | et </ conponent - nane>
</i nstance>
</i nst ances>
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Againthefileis pretty simple, thei nst ancestag includesi nst ance elements with:

e instance-name required to specify the name of the instance
e conponent - name required and has to be defined in the port 1 et . xm

e security that's where you define the security rules for this instance of portlet, please refer to the security
chapter for more information

2.4. *-page.xml

Y ou defined your portlets then your instances of portlet, now let's put them together on a page, to do so you can
create fileswith - page. xni and put them either in the WeB- | NF of awar file or in the depl oy directory of JBoss.

Hereis the page for the forums module as example:

<pages>
<portal - name>def aul t </ port al - name>
<page>
<page- nanme>f or uns</ page- nane>
<wi hdow>
<wi ndow nane>For unsPort| et W ndow</ wi ndow nane>
<i nstance-ref >/ portal -foruns. ForunsPortl| et. ForunsPortl etl nstance</instance-ref>
<def aul t >t rue</ def aul t >
<regi on>| eft </ regi on>
<hei ght >0</ hei ght >
</ wi ndow>
</ page>
</ pages>

Again thisis pretty straightforward. At first you need to defin in which portal this page should belongs to (we will
see later how to define a portal). Then you define the pages, you can define as many page as you want, thisis how a
page is define:

* page- nane required element to define the name of a page

* wi ndow required element to define awindow

* wi ndow nane required element to define the name of awindow

e instance-ref required element, it must refers to an existing portlet instance. Notice how the name is de-
composed, first you have the name of the web application context followed by a dot, the name of the portlet
(as defined in port! et . xn ) another dot and finally the name of the portlet instance (as defined in portlet-
instances.xml.

e defaul t optional element, it definesif this window should be the default window (and will occupy most of
the space on the screen.

* region required element, it defines where on the theme, the window should be displayed, only the docu-
mentation of the theme can define what region exists for this specific theme.
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e height required element, this integer defines where the window should be displayed compare to the others
in a same region. The higher the number is the higher in the theme it will be displayed. If two windows
have the same height value then the windows will be randomly placed.

2.5. *-portal.xml

Those files are used to define different portals. The files *-portal . xni can be include into a war file (WEB-INF
directory) or directly in the depl oy directory of JBoss.

<?xm version="1.0" encodi ng="UTF-8""?>
<portal >
<port al - name>def aul t </ port al - name>
<support ed- nodes>
<node>VI EW/ node>
<nbde>EDI T</ node>
<node>HELP</ node>
</ support ed- nndes>
<support ed- wi ndow- st at es>
<wi ndow st at e>NORMAL</ wi ndow- st at e>
<wi ndow st at e>M NI M ZED</ wi ndow- st at e>
<wi ndow st at e>MAXI M ZED</ wi ndow- st at e>
</ support ed-w ndow- st at es>
<pages>
<def aul t - page>def aul t </ def aul t - page>
<page>
<page- nane>def aul t </ page- nane>
<wi ndow>
<wi ndow nane>CMsPor t | et W ndow</ wi ndow nane>
<i nstance-ref >/ nukes. CMSPort | et. CMSPort| et | nst ance</i nst ance-ref >
<def aul t >t rue</ def aul t >
<regi on>| eft </ regi on>
<hei ght >0</ hei ght >
</ wi ndow>
<wi ndow>
<wi ndow nane>User Port | et W ndowl</ wi ndow nane>
<i nstance-ref >/ nukes. User Portl et. UserPortl etlnstance</instance-ref>
<regi on>| ef t </ r egi on>
<hei ght >0</ hei ght >
</ w ndow>
</ page>

<page>

<page- nanme>adni n</ page- nane>

<wi ndow>
<wi ndow nane>User Port | et W ndow2</ wi ndow nane>
<i nst ance-ref >/ nukes. User Port| et. User Port| etl nstance</i nstance-ref>
<def aul t >t rue</ def aul t >
<regi on>| ef t </ r egi on>
<hei ght >0</ hei ght >

</ w ndow>

<wi ndow>
<wi ndow nanme>G oupPort | et W ndow</ wi ndow nanme>
<i nstance-ref >/ nukes. G oupPort| et. G oupPortl etlnstance</instance-ref>
<regi on>ri ght </ regi on>
<hei ght >1</ hei ght >

</ w ndow>

<wi ndow>
<wi ndow nane>Adm nCVSPort | et W ndow</ wi ndow nane>
<i nst ance-r ef >/ nukes. Adm nCMSPor t | et . Adm nCMSPor t | et | nst ance</ i nst ance-ref >
<regi on>| eft </ regi on>
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<hei ght >4</ hei ght >
</ wi ndow>
</ page>

<page>

<page- nanme>t est </ page- nane>

<wi ndow>
<wi ndow nane>Def aul t Port | et W ndow</ wi ndow nane>
<i nstance-ref >/ nukes. Def aul t Port| et. Defaul t Porl tetl| nstance</instance-ref>
<def aul t >t rue</ def aul t >
<r egi on>| ef t </ r egi on>
<hei ght >0</ hei ght >

</ wi ndow>

<wi ndow>
<wi ndow nane>Test Port | et W ndow</ wi ndow nanme>
<i nstance-ref >/ nukes. Test Port| et. Test Port| etl nstance</i nstance-ref>
<regi on>| ef t </ r egi on>
<hei ght >1</ hei ght >

</ w ndow>

<wi ndow>
<wi ndow nane>Pr ef erencesPort | et W ndow</ wi ndow nane>
<i nst ance-r ef >/ nukes. Pref erencesPort| et. PreferencesPortl etlnstance</instance-ref>
<regi on>| eft </ regi on>
<hei ght >2</ hei ght >

</ wi ndow>

</ page>

</ pages>
</ portal >

Thisfile isthe descriptor of a portal, of course you can define several portals containing several pages. Here is how
you define a portal:

e portal - nane thisisarequired element to define the name of a portal.

e support ed- modes all the supported modes at the portal level, you can then specify for each instance the suppor-
ted modes for a specific portlet.

e supported-w ndow st at es al the supported window states at the portal level. You can add your own window
states here.

e pages to define the pages of your portal, the syntax isthe same asin the - page. xni files.
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Portal urls

Julien Viet <j ul i en@boss. or g>

3.1. Introduction

Most of the time portals use very complicated urls, however it is possible to setup entry pointsin the portal that fol-
low simple patterns.

Each portal container can contain multiple portals and within a givin portal, windows are organized in pages, a
page simply being a collection of windows associated to a name.

Before reading this chapter you must know how to define a page and a portal, you can refer to the chapter about
XML descriptors to have a better understanding of those notions.

3.2. Acessing a portal

Each portal container can contains multiple portals, also there is one specia portal which is the default portal, i.e
the one used when no portal is specified in particular.

The following examples show you how the selection is done.

ny

"/index.htm " with no paraneters
"/portal "

"/portal /"

=> default / "/index.htm"

"/portal/blah. htm"
=> default / "/blah.htm"

"/ portal/another/"
=> another / "/index.htm"

"/ portal/another/blah. htm"
=> another / "/blah.htm"
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"files"
"/files/"
=> default / "/index.htm"

"/files/blah.htm"
=> default / "/blah.htm"

e any other URL, like "/blah.html" is served from the another servlet (war files or security for instance)

3.3. Accessing a page

It is possible to have multiple page per portal. As for portal there is a default page for a given portal. Once the
portal has been selected, then a page must be used and al the windows present in that page will be rendered. The
page selection mechanism is the following.

» If thereis atarget window in the URL, the page where this window resides is chosen. Usually these URLs are
rendered by portlets to target themselves.

o |If thereisa"page" parameter then a page with that name is looked in the current portal, for intance th URL "/
index.html ?page=admin” will chose the admin page in the default portal.

» the default page for the current portal is used, for instance the URL "/index.html" will use the default page in
the default portal.
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4.1. Introduction

JSR 168 specifications does not define any particular security implementation even though you can get the authen-
ticated user and itsrole.

In JBoss portal, each portlet defines its own security rules but the portal gives an easy way to implement it using
the AuthorizationRealm obtained by NukesRenderRequest or NukesA ctionRequest.

4.2. Defining rules

The security mechanism works with rules, arule consist in three elements:

* Role
Therole that you want to apply the ruleto

e Context
The context in which the rule will be applied

e Levd of privilege
The credentia given to therole in the context specified

4.2.1. Setting up a context

A context is defined by the portlet developer, it is represented by an array of Strings. For example, the forum port-
let is divided into sections and each sections are divided into forums. Typically a webmaster will want to grant pre-
missions on whole sections and/or just some forums. { " Cat egor yNane", “forunmName"} could be a context for the
forum called f or unNane of the category CAt egor yNarre. To define a context for a whole section, a user can use reg-
ular expression like { " Cat egoryNarme”, ".*"} and it would define context on the whole category. Again thisis just
amatter of portlet developer choice. The meaning of a context for a particular portlet should be documented in the
portlet guide.

4.2.2. Privileges

The rights to give are the same for any portlet, we often want to add write or read access, JBoss portal defines 9
levels of privileges that are linked together. In the default configuration, a role has also the rights of roles with a
lower number. For example, the level 8 hastherights of level Oto 7.
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All those levels have a name for their common usage

« NONE
No restrict access to arolein a context

« OVERVIEW
Can be used to give access to a summary of a story but not to the whole story

* READ
This givesreading accessto arole

« COMMENT
This givesthe ability to add commentsto arole if the portlet has such afeature

* MODERATE
This should be used to add the possibility to add or remove some data entered by others

« EDIT
This should be used to allow arole to edit data on the portal

 ADD
This should be used to allow arole to add content to the portal

 DELETE
Givestheright to delete content from the portal

« ADMIN
Thisisthe ultimate level, this gives rights to anything

Advanced configuration

As specified earlier, by default someone who has COMWENT access level also have READ, OVERVI Ewand NONE
acces levels. For even more flexibility, the portal alows you to change how the levels are dependant one to
the other. Thisis done by modifying the authorization matrix inj boss. nukes. core. security. Level . YOU
can then define which access level implies which other.

4.2.3. Define rules

To define rules on a portlet, you need to adapt the nukes-instance.xml file. Inside ai nst ance tag, you should add a
security tag. Thistag contains al the rules you want. For example, the following tags would give reading access
on everything for the User s role and admin access to the Adni ns role. Of course you can define a finer grain by
specifying the correct pattern.

<security>

<rul es>
<rul e rol e="Adni ns" patterns="" |evel ="adnin"/>
<rule rol e="Users" patterns="" |evel ="read"/>
</rul es>

</security>
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4.3. Testing security access

A portlet developer will need to make sure all the operations are correctly checked for credentials. To programatic-
aly do so, he will need to get a Aut hori zat i onReal mfrom the NukesRequest then use this object to check against

the user'sroles.

Aut hori zati onReal m aut hori zati onReal m = nukesRequest . get Aut hori zati onReal m() ;
bool ean readAut hori zed = aut hori zati onReal mi sAut hori zed(" Users",

new String[] {"My Category", "My Forum'},

org. j boss. nukes. core. security. Level . ACCESS READ);

Note
If someone didn't logged in, heis part of the Rul eAut hori zat i onReal m ANONYMOUS_ROLE_SET role.

Getting the list of roles names is not aways convenient, to simplify this task, the class
org. j boss. nukes. core. portlet. Portl et Hel per hasthe following static method publ i ¢ static bool ean i sAu-
thori zed( Aut hori zati onReal m aut hReal m User user, String[] test, Level Ievel), this method is even
more convenient as you get the user from the NukesRequest . A call to this method will look like:

Por t| et Hel per.i sAut hori zed( nukesRequest . get Aut hori zati onReal n{(),
nukesRequest . get User (),
new String[] {"My category", "My forunm'},
Level . ACCESS_READ)
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Deploying Custom Portlets

Roy Russo <roy at jboss dot org>

5.1. Introduction

This section described the steps to incorporate your own portlets in to JBoss Portal.

5.2. Assumptions

Assumptions:

1.  Youaready have a portlet war named helloworld.war

2. TheWAR file has a standard directory structure:

/ hel | owor | d. war
/ V\EB- | NF
/ cl asses
/lib
/portlet.xm
/ web. xm
/ META- | NF

3. Yourporlet.xn lookslikethis:

<?xm version="1.0" encodi ng="UTF-8""?>
<portlet-app xm ns="http://java. sun.conm xm /ns/portlet/portlet-app_1 0.xsd"
version="1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schere- i nst ance"
xsi : schemaLocati on="http://java. sun.com xm /ns/portlet/portlet-app_1_ 0.xsd
http://java. sun.com xm /ns/portlet/portlet-app_1 0.xsd">
<portlet>
<portl et-nanme>Hel | oWwbr| dPortl et </ portl et -nane>
<portlet-class>com nyapp. portlet.Hell oWrldPortlet</portlet-class>
<expi rati on- cache>0</ expi rati on- cache>
<support s>
<m nme-type>text/htm </ m nme-type>
<portl et - node>hel p</ portl et - rode>
</ support s>
<support ed- | ocal e>en</ support ed- | ocal e>
<portlet-info>
<title>Hello World Portlet</title>
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</portlet-info>
</portlet>
</ portl et -app>

5.3. Adding the XML Descriptors

There are two files you will need to add under / Wes- | NF for your portlet to work in Jooss Portal. Thefirstisanhel -
| owor | d- pages. xm . The portal will scan this file to find out which portal instance to target and what page name it
will be in. In this <case, we can access our portlee by going to  ht-
tp://1ocal host: 8080/ portal/index. htm ?page=hel | o

<pages>
<portal - name>def aul t </ port al - name>
<page>
<page- nane>hel | o</ page- nane>
<wi hdow>
<wi ndow nane>Hel | oWor | dPor t | et W ndow</ wi ndow nane>
<i nstance-ref>/portal -hello. Hel | owbr| dPortlet. Hell owrl dPortl etl nstance</instance-ref>
<def aul t >t rue</ def aul t >
<r egi on>user 1</ r egi on>
<hei ght >0</ hei ght >
</ wi ndow>
</ page>
</ pages>

The second file needed under / WEB- I NF is @ portl et-instances. xni . This file maps the portlet name in your
portlet.xn filetothe portletinstancein your hel | owor | d- pages. xm .

<?xm version="1.0" standal one="yes"?>
<i nst ances>
<i nst ance>
<i nst ance- nane>Hel | oWor | dPort | et | nst ance</ i nst ance- nane>
<conponent - name>Hel | oWor | dPort | et </ conponent - nane>
</i nst ance>
</ i nstances>

Now add these two files to your war and you should be able to access the helloworld portlet by going to ht -
tp:/ /1 ocal host: 8080/ portal /index. htm ?page=hel | 0.
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