JBoss Portal 2.2

User Guide



Table of Contents

JBOSS POMAl - OVEIVIEIW ...t e ettt e e oottt e e e e e e ettt et e e e e e e e e ans e teaeeeeeeeesaannssaeeeaaeeeeaanssneeeeeens %

L= 10 1 T RO PPERRR Vii

LIz (= 0 U6 1= oo PO PP PUPSPP PP X

ACKNOWIEAGEMENTS ...eeiiiiiiiiiiiiie e e e e e e e e e e e e e s s et e e e e e eeesaaa st e taaeeeaeeessaasntareeeeeaeeeaannsnrnnnes Xi

1. SYSIEM REQUITEIMENTS ......eeeiieiiiieee ettt e et e e et e e e e s e e e e e b e e e e e anb e e e e e annee e e e annneeeeennes 1

1.1 Minimum System REQUITEMENES ......ccoiiiiiiiiiiieee e e ettt e e e e e s st re e e e e e e s s eta e r e e e e e e e e s senntrrneeeeeas 1

1.2. SUPPOrted OPErating SYSIEIMS .....coiuiiiieiiiie ettt e e e et e e s et e e e e s anr e e e e e nnes 1

1.3. IBOSS APPlICALION SEIVES .....uuiiiiiiiiii s aanaanaasa s s s asnsasnsnnnsnsnsnsnsnsnnnnnnnnnnnnnn 1

R D = o= S PRSP 1

1.5, SOUICE DUITAING ... e e e s e e s e e e 2

P2 | 4 = (o o PRSP PRSP 3

2.0, INSEAI OVEIVIEW ...ttt e e e e e e ettt e e e e e e s s st s e e e e e e e e e s e aasnteaneeaeaeeeaansnnneeeeens 3

2.1.1. IBOSS APPIICALION SEIVEN ...t et e e e e e s e st e e e e e e e e e s e atbbreeeeaaeeaan 3

2.1.2. Getting the JIBOSS POrtal FIlES ......cooiiiiiiiiiiie e 3

P R B T - o7 S = OSSPSR 3

2.1.4. IDBEC COMNECLON ....uttietitieeeee ettt et e e e e e ettt e e e e s e s bbbt e et e e e e e s s e bbbb e e e e e e e e e e aanbbbneeeeaeeeaaans 4

2.2. SEtting UP YOUI ENVIFTONMENT ......eiiiiiiiiieeeiiee e et e e e et e st e e s e e e e e e e e s s s e e e e s anr e e e e aanrrneeeans 4

2.2.1. DEIADASE .....veeie ettt e e bt e e e s be et e e e nnae e e e e nbreeeeans 4

2.2.2. IBOSS AS CONFIGQUIBLION ..eeeiiiiiieeiitiiee ettt s e et e e s s e e e s snbne e e e e nnbeeeeean 4

2.3. Deploying JBOSS POrtal .........cooooeiiieie e 4

2.3.1. FIOM tNEDINAIES ... e e e e e e e et eeaaaeeeans 4

2.3.2. FTOM TN SOUICES .....eeeeiieie e e ettt e e e e e ettt e e e e e e e et e e e e e e e e e aantnaneeeaaaeeaans 5

2.4. RUNNING JBOSS POMAl ....eeiiiiiiiciieie ettt e e e e e e e e e e e s s et ae e e e e e e e e s e ntrrneeeeeas 5

P o o o ] 0 I o PP P PP PPPRPPPPTPRPN 6

3. Customizing YOUr INSLAlIAtiON .........ccuiiiiiie e e e e e s e s e e e e e e s e e enbr e e eeeeas 7

3.1 Changing tNE POIT ......eeeeeiiiei ettt et e e ekt e e e sttt e e e nb e e e e e nr e e e e e anbrneeean 7

3.2. Changing the CoNteXt Path ...........oovviiiiiiiie s 7

3.3. FOrcing the DB QIBIECT ........coiiiiiiiiiiiiiiee ettt e e e e e e nnbaeeeean 8

3.3.1. DB Didect settings for the portal COre .........oouuiuiiiiiiee e 8

3.3.2. DB Didect settings for the CMS COMPONENE ........oeviieeiiiiiiiiieiiiee e 8

3.4. Configuring the Content SIOr@ LOCAIION ..........cccoiiriieiiiiiiee et e et e et e e 9

3.4.1. Configuring aFIESYSIEM SEOIE ......vvviiiiie e 9

3.4.2. Configuring External BIOBSWith @DB SIOT€ .........cooiiiiiiiiiiiiiee e 9

LU oo =0 |1 0 2 I 10

4.1. DePlOyMENE DESCIIPIOIS ....vveieiiiiiiee ettt e e ettt e e e sttt e ettt e e et e e e sttt e e s anb e e e e e sbe e e e e anbbe e e e sannneeas 10

4.1.1. Example - Assigning aPortlet 0N aPage ...........eeeviiiiiiiiiiiieee e 10

4.2. Content ManagemMENTt SYSEIM ...uu.iii ettt e e e e e e bbb e e e e e e e e aeba e aeeaas 11

4.2.1. Migrating COMLENT ......coiuueeeiiiiiieeeiiie e e et e e et e st e e s r e e s e sb e e e s annen e e e s annneeas 12

4.3. FOrUMS IMIGIatioN .....c.uiiiiiiie et e e et e e e e e s et e e e e e e e e s e st b be e e e eaeeessssatsaereeaeessannnrrees 13

4.3.1. FOrums DB SChEMAISSUES ..o iieiiiiiiie e e ettt st r e e e e e e st e e e e e e e s s ennrraeeeeeas 13

4.3.2. Portal 2.0.0t0 2.0.1 FOrumS Migralion .........cceeveiiiiiiieieieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 13

4.3.3. Nessesary Stepsto Migrate FOTUMIS ......cooiiiiiiieiiiiie ettt 14

5. Portal Object Management - DYNAMICITY .........vviiiiiriieeiiiee et e e e es 15

ST I 11 o [F o1 o o I PP PP TUPPRPRTPRPN 15
JBoss i



JBoss Portal 2.2

5.2 FUNCHONGIITIES ..oiiiviiie ettt sttt e e ettt e e e ettt e e e e e e e e e e nnbeeeesanbneeeeans 16

5.3. Managing POrtal INSIANCES .........oeieiiiiiieiiiiiie e e e e e s r e s anb e e e s anrnneeeans 16

5.3.1. Creating Portal PAOES ......ccooeeeeie e 17

5.3.2. Securing the POrtal INSIANCE ........ooieiiie e 17

5.3.3. Modifying the portal iNStanCe apPEAIaNCE ........coeieiiiiiiiiiiiieee e ee e e eeee e e e e e 17

5.4. Managing portlets and portlet iNSLANCES ............ueiiieeeiiiiiiiieiee e e e 17

5.4.1. Creating POItIEt INSLANCES ........eviiiiiieie et e e e e e e annnee e e 17

5.4.2. Modifying portlet instanCce PreferenCeS .......uvviiiiie i 18

5.4.3. SECUMNMNG POITIELS ....oiiiiiiiee ettt e s e e e e e e e nnbee e e e 19

5.4.4. Modifying portlet Window appearanCe ...........ccooeeeeiee e, 19

5.5. Managing POrtal PAJES .......ceeiiurreeeiiiiiee ettt e e ettt e e e sttt e e s s e e st e e e e et e e e e e e e e e e e s e e e eans 20

5.5.1. Creating POrtlet WINAOWS ..........ueiiiiieeeiiiiiiie e e e e e s et e e e e e e e s s eneeneeeeeaeeeaans 20

5.5.2. SECUINMNG POIal PAOES ...eeeeeeiiiciiiiiei et e e e e ettt e e e e e e e e e e e e e s e et e e e e e s s e s sntbrareeaaaeeeaaas 21

5.5.3. Modifying the portal Page apPEAIAINCE .........cooiuiriieiiiee et e e 21

1Y S o1 = PP 22

200 I 1 1o LN o 1 o o S ESET 22

B.2. FEBLUIES ... 22

6.3. CIMS CONFIGUIALION ...eeiiiiiiieiiieiee ettt e et e e et e e e sabb et e e s sb e e e e enbe e e e s anbneeeeans 23

6.3.1. Portlet CONfIQUIBLION .......cooiiiiieiiieee et e e e e e et e e e e e e s e e ennnreeeeaaaeeean 23

6.3.2. SErVICe CONFIQUIBLION ....eeeeiiiiiiiee e e e e e e s e e e e e e e e s e st rareeaaaeeeaaa 23

6.4. LOCEAlI ZBEION SUPPOIT ...t ettt eite ettt e e et e e e st e e s e e e e e e e e e e aanbe e e e e annnneeeans 24

A1 ST [0 T o 1 = PP 25

80 R 1 1o L1 o 1 o o PSSR 25

T2, FEALUMES ... 26

7.2.1. VIeWING DITECIOMES ......ueiiiiiiiiii ettt et e e s e e e st e e s anbneeeeans 26

7.2.2. VIewWiNg FIIE PrOPEITIES .......uviiiiiiiiie et e e 26

7.2.3. Copying FilES/DITECIONES ......uvviiieiiie et e e e e e e e e st r e e e e e e e e ans 27

7.2.4. MOVING FIEY/DITECIOMNES ......veiiieiiiieee ettt e e e e 27

7.2.5. DEleting FilES/DITECIONES ......uviiiieiiieee ettt e e e e e e e s rar e e e e e e e e e 28

7.2.6. Creating DITECIOMIES ........iiiiiiiiei ettt e e et e e e anb e e e e snbaeee e 29

7.27.Creating TEXUYHTML FIES ..o, 29

7.2.8.UPl0adiNg FIlES .. ..uiiiiiiiii e e e e e e e e e e s e e e e e a 31

7.2.9. UPl0a0iNg ATCRIVES ......oeiiiiiiiiie ettt a e e e e e e 31

7.2.10. Editing TEXUHTML FIlES ....eviiieiiiiie ettt nnraee e 32

8. User and ROIE AdMINISLIEIION ........ueiiiiiieeeii ittt e e e e e r e e e e e e s st ae e e e e aeeessnnsnnneeeeaeeeaaans 35

8L USEN POIIEL .....eeeeiiiie ettt et e e e et e e e e st e e e sttt e e e e nne e e e e anbeeeeennraeeeeans 35

ST (o] 1= o 1 = P ESSRR 37

9. FOrUMS POTIEL ...ttt e oo e e ettt e e e e e e e s sttt e e e e e e e e s e nnttteeeeeaeeeaansnnneeneeaeeaaans 39

S0 I [ 11 £ [F o1 o o I PP PT PRSP 39

0.2, FUNCHONBIITIES ...ttt e e e e e e e ettt e e e e e e s s sttt e eeaaeeeeaansatnneeeaaeeesaannnenes 40

ST A [ 1S = 1o PP UPRRRRTPRR 41

0.4, CONFIGUIBLION ...ttt ettt e ekt e e sk e e e bbbt e e e s bt e e e anbb et e e e nbe e e e e annbn e e e s nnbnneeeans 41

0.5, SECUNLY oo 41

(O ol U P PP P T UUPPPRPPPPRP 43

0 80 T F o [ o 1 oo RS 43

10.2. SECUIMNG POITIELS ...vvviiiieee ittt e e e e e e e e e e e e s st r e e e e e e e e s anntrreaeeaeas 44

10.3. Securing POItIEL INSLANCES .......cccoiiiiiieiiieiie e e e e e 44

10.4. Securing POrtlet WINGOWS .......uueiiiiiei ittt e et e e e e e e s s st e e e e e e e e s senntbreaeeaeas 44

10.5. SECUMNG PAJES .....eeieiiiiiie ettt e et e e e ekt e e e e et e e e s e bt e e e e s anbneeeens 44
JBoss iii



JBoss Portal 2.2

10.6. SECUINNG POITAIS ....vviiiiieiiiiciiiee et e e e e e e e e e e e e e s e st b eeeeaeeesanntrraneeaeas 45
11, CluSLEriNG CONFIGUIBLION ....eiiiiiiieieiiiie ettt ettt e e ettt e e s e e e et e e e s e nb e e e e s annrn e e e s anbneeeeans 46
0 T 1 T [F o 1 o PR 46
11.2. Configuring frOM SOUMCE ........coiiiiiiiie ittt e s e e s snbneeeeans 46
11.3. Configuring frOM BiNAIY ........ccciiiiiiiiiii s asasnnnsasnsnnnsssnnnnnnnnnnnnns 47
12, Troubleshooting a0 FAQ ......eeiiieiiiiee et e e e e e e e e e e e e e e e s e st b eeeeaeeesannsarnreeaaaeeaaans 50
12.1. Troubleshooting and FAQ .......ooo oot e e e e 50

JBoss



JBoss Portal - Overview

]
CMS Manager defaul Managenment 'ﬁ’-}ﬁh‘ J
i N —
[ U=ar portlat Qoo JBoss Portal 20
r'_. Edit vour profie JBass Portal provides an open source platferm far hastng and -
Lisk af all Bhe users serving a portal's Web interface, publishing and managing its . . )
» LISk ab all Ehe u content, and customizing its experience, While most packaged ‘BGSS ook i el
& Logout Paortal framewaorks help enterprises launch Portals more quackly, ¥ B
only ¥8oss Portal delivers the benefits of a zero-cost open ol
source license combinad with a flexible and scalable undarlying
) platfarm.
| Weather Portlet i =] ¢ Support Services
- JBoss Inc. offers various support services tadored to it your peeds. Click here to explore
Miami, FL, US i support and service options related to JBoss Portal,
Currently  Thu Fri PortletSwap . _
PortletSwap.com is a open community sponsored by J8oss, Inc. to fadlitate the exchange of
Vo P ke b, portlets and layouts for use in JBoss Portal. Click here to visit PortletSwap.com.
3 g N
— A  —
Project Information )
Partly Mostly  Partly Click here to leam mare about the JBoss Portal project, on-going development, open issues,
Cloudy Sunny  Cloudy and our vibrant user and developer communities.
G63F SOF/E9F G4F/GEF
Complete Farecast Thank you for downloading and deploying JBoss Portal. We hope you enjoy working with it as much as
- we enjoy developing it?
— Bacci & Abracci,
| Select the Portal Theme (=]} The JBogs Partal Tearm.
Avallable Themes
ApplD Mame
portal industral sot a5 theme

Many IT organizations look to achieve a competitive advantage for the enterprise by improving business productiv-
ity and reducing costs. Today's top enterprises are realizing this goal by deploying enterprise portals within their IT
infrastructure. Enterprise portals ssimplify access to information by providing a single source of interaction with
corporate information. Although today#s packaged portal frameworks help enterprises launch portals more quickly,
only JBoss Portal can deliver the benefits of a zero-cost open source license combined with a flexible and scalable
underlying platform.

JBoss Portal provides an open source and standards-based environment for hosting and serving a portal's Web in-
terface, publishing and managing its content, and customizing its experience. It is entirely standards-based and sup-
ports the JSR-168 portlet specification, which alows you to easily plug-in standards-compliant portlets to meet
your specific portal needs. JBoss Portal is available through the businessfriendly LGPL
[ http://imwww.jboss.com/company/aboutopensource] open source license and is supported by JBoss Inc. Professional
Support and Consulting [http://www.jboss.com/servicesindex] . JBoss support services are available to assist you
in designing, developing, deploying, and ultimately managing your portal environment. JBoss Portal is currently
developed by JBoss, Inc. developers, Novell devel opers, and community contributors.

The JBoss Portal framework and architecture includes the portal container and supports a wide range of featuresin-
cluding standard portlets, single sign-on, clustering and internationalization. Portal themes and layouts are config-
urable. Fine-grained security administration down to portlet permissions rounds out the security model. JBoss
Portal includes arich content management system and message board support.

JBoss Portal Resour ces:

1. JBoss Portal Home Page [http://www.jboss.org/products/jbossportal]
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2. Forums: User [http://www.jboss.org/index.html ?modul e=bb& op=viewforum&f=215] | Developer
[http://www.jboss.org/index.html ?modul e=bb& op=viewforumé& f=205]

3. Wiki [http://www.jboss.com/wiki/Wiki.jsp?page=JBossPortal ]
4. PortletSwap.com portlet exchange [http://www.portletswap.com]

5. Our Roadmap
[http://jirajboss.com/jira/browse/ IBPORTA L Zreport=com.atlassian.jira.plugin.system.proj ect:roadmap-panel ]

The JBoss Portal team encourages you to use this guide to install and configure JBoss Portal. If you encounter any
configuration issues or simply want to take part in our community, we would love to hear from you in our forums.
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Feature List

The following list details features found in this document's related release. For a technical view of our features,
view the Project Roadmap and Task List [http://jira.jboss.com/jiralbrowse/ IBPORTAL] .

Technology and Architecture

« JEMS: Leverages the power of JBoss Enterprise Middleware Services : JBoss Application Server, JBoss
Cache, JGroups, and Hibernate.

* DB Agnostic: Will work with any RDBM S supported by Hibernate

e SSO/LDAP: Leverages Tomcat and JBoss single sign on (SSO) solutions.

* JAASAuthentication: Custom authentication viaJAAS login modules.

e Cacheing: Utilizes render-view caching for improved performance.

e Clusterable: Cluster support allows for portal state to be clustered for all portal instances.

» Hot-Deployment: Leverages JBoss dynamic auto deployment features.

* SAR Installer: Browser-based installer makesinstallation and initial configuration a breeze.

Supported Standards

» Portlet Specification and API 1.0 (JSR-168)

« Content Repository for Java Technology API (JSR-170)
» Java Server Faces 1.2 (JSR-252)

e Java Management Extension (JM X) 1.2

e Full J2EE 1.4 compliance when used with JBoss AS

Portal and Portal Container

e Multiple Portal Instances. Ability to have multiple Portal instances running inside of one Portal container.

e |PC™ Inter-Portlet Communication APl enables portlets to create links to other objects such as a page, portal
or window .

e Dynamicity™ The ability for administrators and users to create and destroy objects such as portlets, pages,
portals, themes, and layouts at runtime.

« Internationalization: Ability to use internationalization resource files for every portlet.

» Pluggable services: Authentication performed by the serviet container and JAAS make it possible to swap the
authentication scheme.
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Feature List

e Page-based Architecture: Allows for the grouping/division of portlets on a per-page basis.

e Existing Framework support: Portlets utilizing Struts, Spring MV C, Sun JSF-RI, AJAX, or MyFaces are sup-
ported.

Themes and L ayouts

« Easly swappable themeg/layouts: New themes and layouts containing images can be deployed in WAR
archives.

e Flexible API: Theme and Layout API are designed to separate the business layer from the presentation layer.
« Per-pagelayout strategy: Different layouts can be assigned to different pages.

User and Group Functionality

e User registration/validation: Configurable registration parameters allow for user email validation before ac-
tivation.

e User login: Makes use of servlet container authentication.

» Create/Edit Users: Ability for administrators to create/edit user profiles.
» Create/Edit Roles: Ability for administrators create/edit roles.

* Role Assignment: Ability for administrators to assign users to roles.

Permissions M anagement

« Extendable permissions API: Allows custom portlets permissions based on role definition.

« Administrative interface: Allows for permissions assignments to roles at any time for any deployed portlet,
page, or portal instance.

Content Management System

¢ JCR-compliant: The CMSis powered by Apache Jackrabbit, an open source implementation of the Java Con-
tent Repository API.

» DB or Filesystem store support: Configurable content store to either afilesystem or RDBMS.

» External Blob Support: Configurable content store allowing large blobs to reside on filesystem and content
node references/propertiesto reside in RDBMS.

» Versioning support: All content edited/created is autoversioned with a history of edits that can be viewed at
any time.

« Content Serving Sear ch-engine-friendly URLS: http://yourdomain/portal/content/index.html (Does not apply
to portlet actions.)
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Feature List

* Nolongportal URLS: Serve binaries with simple urls. (http://domain/files/products.pdf)

e Multiple HTML Portlet instance support: Allows for extra instances of static content from the CMS to be
served under separate windows.

» Directory Support: create, move, delete, copy, and upload entire directory trees.
« FileFunctions: create, move, copy, upload, and delete files.

»  Embedded directory-browser: When copying, moving, deleting, or creating files, administrators can simply
navigate the directory tree to find the collection they want to perform the action on.

» Ease-of-usearchitecture: All actionsto be performed on files and folder are one mouse-click away.

* Full-featured HTML editor: HTML Editor contains WY SIWY G mode, preview functionality, and HTML
source editting mode. HTML commands support tables, fonts, zooming, image and url linking, flash movie
support, bulleted and numbered list, and dozens more.

« Editor style-sheet support: WY SIWY G editor displays current Portal style-sheet, for easy choosing of classes.

* Internationalization Support: Content can be attributed to a specific locale and then served to the user based
on hig/her browser settings.

M essage Boards

* Instant reply: Instant reply feature, makes for one-click replies to posts.

« Post quoting: Quote an existing topic and poster within areply.

* Flood control: Prevents abuse of multiple posts withing a set configurable time-frame.
e Category creation: Create a category that contains forums within it.

» Forum creation: Create aforum and assign it to a specific category.

* Forum modification: Edit, move, delete forums.

« Forum and category reordering: Reorder categories and forums in the order you would like them to appear
on the page.
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Target Audience

This document is intended for those using JBoss Portal. It details the default features found within the standard
Portal distribution and adresses configuration issues found in each component. For devel opers wanting to develop
and deploy custom portlets, create/deploy custom themes, or utilize the JBoss Portal API, there is a reference docu-
ment available.
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System Requirements

Thomas Heute <t heut e@ boss. or g>
Roy Russo <roy@ boss. or g>

A list of tested versions or reported as working by users, before reporting a problem please make sure that you are
using a compatible version.

If you successfully installed JBoss portal on versions not listed here please let us know so we can add it here.

1.1. Minimum System Requirements

e JDK 1.4 or higher (1.4.2 is recommended)
* 512 MB RAM
* 50 MB hard disk space

* 400 MHz CPU

1.2. Supported Operating Systems

JBoss Portal is 100% pure Java and therefore interoperable with most operating systems capable of running a Java
Virtual Machine (JVM); including Windows, UNIX, and Linux.

1.3. JBoss Application Server

JBoss Portal only works with JBoss Application Server.

Note

Currently we recommend using JBoss AS 4.0.3spl, or greater. Previous versions of JBoss Application
Server are not supported.

1.4. Database

JBoss 1



System Reqguirements

JBoss Portal is Database-Agnostic.
Note

JBoss Portal employs Hibernate as an interface to RDBMS. Most RDBMS supported by Hibernate will
work with JBoss Portal.

The following list, outlines known-to-be-working database vendor and version combinations:

«  MySQL 4.x.x (along with the connector 3.0.16)

e MySQL 5 ( known issue [http://wiki.jboss.org/wiki/Wiki.jsp?page=AvoidMySQL 5DataT runcationErrors)] )
¢ PostgreSQL 8.x

*  HypersonicSQL

* Derby

e Oracle9and 10g

« MSSQL

1.5. Source building

The source building mechanism works on Windows, Linux, MacOS X and any 'Unix like' operating system.

JBoss
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Installation

Thomas Heute <t heut e@ boss. or g>

Roy Russo <roy at jboss dot org>

2.1. Install Overview

There are a couple of archives that you will need to download in order to install JBoss Portal.

2.1.1. JBoss Application Server

Of course you will need to install JBoss Application Server prior to install JBoss portal, if you didn't do so yet,
please install JBoss 4.0.3SP1 from Sourceforge
[http://sourceforge.net/project/showfiles.php?group_id=22866& package id=16942& release id=365509] .

2.1.2. Getting the JBoss Portal files

Y ou can download JBoss portal in different ways, packaged in binaries, sources or from the CVS.

« Packaged: From the JBoss portal project page [http://www.jboss.com/products/jbossportal/downl oads]

e CVS 22 HEAD (The most up to date sources a your own risks): cvs -d
. pserver: anonynous@noncvs. forge. j boss.com/cvsroot/jboss co jboss-portal -2.2

Warning
Do not attempt to get jboss-portal module. The latest stable release is jboss-portal-2.2, and the latest in-
development releaseis jboss-portal-2.4

2.1.3. Database

You will need a database to store the data of the system, you can use any database supported by Hibernate. We
have tested JBoss Portal on the following, but other should work just the same:

« MySQL DB

* Hypersonic DB

JBoss 3
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Installation

¢ PostGreSQL

e Oracle 10g

2.1.4. JIDBC connector
Y ou must make sure that your JDBC connector for your database is under $IBOSS HOME/server/default/lib. The

MySQL JDBC connector is available here [http://dev.mysqgl.com/downloads/connector/j/3.1.html] , the postgr-
eSQL JDBC connector is available here [http://jdbc.postgresgl.org/download.html] .

2.2. Setting up your environment

2.2.1. Database

All databases supported by hibernate are support by JBoss Portal. Below is a generic ordered list of steps that
should be followed on any DB:

1. Create anew Database. For MySQL we name it jbossportal .

2. Give access rights to whatever user with whatever password to this new database. For MySQL we create a
user " portal " and give him a password " portalpassword ", and grant him rights to the jbossportal DB.

Note

All database tables will be created for you at runtime. The only thing you need to make certain is that there
is adatabase created, a working JDBC connector, and that the user/password combination works.

2.2.2. JBoss AS Configuration

If you need a custom setup of JBoss AS, you should read the documentation about JBoss application server. In our
case, we will use the default configuration shipped with JBoss AS 4.0.3SP1.

2.3. Deploying JBoss Portal

2.3.1. From the binaries

The downloaded archive contains the following files:

e jboss-portal.sar

e /setup/portal-*-ds.xml

Note
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It is important that you configure the correct datasource file under /setup. There are a few already created
for support of popular databases. Y ou can also create your own. Please verify that the username, password,
url, and driver-class are correct for your flavor of DB. Y ou can deploy the datsource file by itself to test, in
advance.

1. Copy/Move jboss-portal .sar, and your configured portal datasource file to
$IBOSS _HOM E/server/default/deploy

2.3.2. From the sources

1. At this stage you should have j boss- 4. 0. 3sP1 installed. First you need to setup JBOSS_HOVE environment
variable and point it to the root path of the JBoss AS install (ie. C:\jboss-4.0.3SP1) otherwise you won't be
able to compile JBoss Portal. Todosogoto Start > Settings > Control Panel > System > Advanced >
Environment Variables , and add the JBOSS HOME environment variable. Or do export
JBOSS_HOME=/ pat h/ t o/ your/ j boss/ di rect ory on aUnix-like system.

2. First, build the sources and deploy them, go to j boss- portal -2. 0/ bui | d and type sh bui | d. sh deploy, you
should read BUI LD SUCCESSFUL at the end of the operation. This operation should have copired the jboss-
portal.sar to your $IBOSS _HOME/server/default/deploy directory.

Warning
Make sure that JBoss _HOMVE is still defined in the environment or it will not work.

3. Now you will need to build the datasource files for DB access. To do so go to j boss- portal - 2. 0/ core and
typesh build.sh datasource . It will create all the files under jboss-portal-2.0\core\output\resources\setup.

Note

It is important that you configure the correct datasource file jboss-portal-2.0\core\output\resources\setup.
There are a few already created for support of popular databases. You can also create your own. Please
verify that the username, password, url, and driver-class are correct for your flavor of DB. Y ou can deploy
the datsource file by itself to test, in advance.

4. Before you deploy the application by itself, you will need to have the database deployment descriptor
(portal-*-ds.xml) in the $JBOSS_HOVE\ ser ver \ def aul t\ depl oy directory. To do so copy the correct portal-
*-ds.xml filein to the /deploy directory.

5. Youwill also need to put the jar file of your database connector in $JBOSS_HOVE\ server\defaul t\lib , if you
have not already done so.

2.4. Running JBoss Portal

Now you can start JBoss AS by going into $JB0SS_HOMVE/ bi n and typing run . All database tables, cms directories,
and initial content for each will be created/inserted during the startup process, if it does not exist.
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Using your browser, navigate to http://localhost:8080/portal and you should see the portal.

2.4.1. Logging in

Y ou can now use the UserPortlet (top-left) to login. Two default accounts exist:

e user/user

¢ admin/admin
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Thomas Heute <t heut e@ boss. or g>
Roy Russo <roy at jboss dot org>

This section is intended to describe some customization features available in JBoss Portal .

3.1. Changing the port

It is common to have a server running on the port 80 instead of the default port 8080.

To change it, you need to edit the file
$JBOSS_HOVE/ ser ver / def aul t/ depl oy/ j bossweb- t ontat 50. sar/ server. xni and change the port value of the
HTTP Connector. You can also change the value of the SSL port, by default it is set to 8443. Remember to uncom-
ment the following when you have configured it:

<l-- SSL/TLS Connector configuration using the adm n devl guide keystore
<Connector port="8443" address="${j boss. bi nd. addr ess}"

maxThr eads="100" strategy="ns" nmaxHttpHeader Si ze="8192"

enpt ySessi onPat h="t rue"

scheme="https" secure="true" clientAuth="fal se"

keyst or eFi | e="${j boss. server. hone. di r}/conf/chap8. keyst or e"

keyst orePass="rm +ssl" ssl Protocol = "TLS" />

Now you can restart JBoss and use the new port that you defined. On systems like Linux, you need privileges to be
ableto run a server on a port lower than 1000, starting JBoss on the port 80 as aregular user will not work, for test-

ing you can log as root but is not recommended if the server is public as it could be a security breach in your sys-
tem.

3.2. Changing the context path

By default, the "main" page of JBoss portal will be accessible at http://1 ocal host: 8080/ portal /i ndex. htni .
Y ou may want to change that either to a different nameor tohtt p: //1 ocal host : 8080/ i ndex. ht m .

Note
To do so, edit the file $PORTAL_HOVE/ bui | d/ | ocal . properties and changeportal . cont ext - root to any-
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thing you want.

Now you can rebuild JBoss portal and redeploy it for the context path changes to take effect.

3.3. Forcing the DB dialect

If you encounter that the Hibernate dialect is not working properly and would like to override the default beha-
viour, follow the instructions contained in this section:

Note
Under most common circumstances, the auto-detect feature should work fine.

3.3.1. DB Dialect settings for the portal core

Modify jboss-portal .sar/conf/hibernate/ modul e]/hibernate.cfg.xml. A list of supported dialects for Hibernate3, can
be found here
[http://www.hibernate.org/hib_docs/v3/reference/en/html/session-configuration.html#configuration-optional -dialec
ts] .

<?xm version='"1.0" encodi ng="utf-8" ?>

<! DOCTYPE hi ber nat e-confi gurati on PUBLIC

"-// Hi bernate/ H bernate Configuration DTD//EN'

"http://hibernate. sourceforge. net/hi bernate-configuration-3.0.dtd">

<hi ber nat e- confi gurati on>

<sessi on-factory>

<property nane="connecti on. datasource">j ava: Port al DS</ pr operty>

<property nane="show_sql ">f al se</ property>

<property nanme="cache. provi der_cl ass">or g. hi ber nat e. cache. EhCachePr ovi der </ property>
<property nane="cache. use_query_cache">true</ property>

<l-- Force the dialect instead of using autodetection -->
<l--

<property nane="di al ect">org. hi bernat e. di al ect. Post greSQLDi al ect </ property>
caD

<l-- Mapping files -->

<mappi ng resour ce="conf/ hi bernat e/ user/ domai n. hbm xm "/ >
</ sessi on-factory>

</ hi ber nat e- conf i gurati on>

3.3.2. DB Dialect settings for the CMS component

Modify jboss-portal.sar/portal-cms.sarfMETA-INF/jboss-servicexml. A list of supported dialects for Hibernate3,
can be found here
[http://www.hibernate.org/hib_docs/v3/reference/en/html/session-configuration.html#configuration-optional-dialec
ts] .

You will be searching this file for the commented "org.hibernate.dialect.” blocks. Once found, replace with
whichever dialect you are trying to force from the Hibernate list. There are 5 such commented blocks in this file.
Make sure you uncomment them all!
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3.4. Configuring the Content Store Location

By default, the JBoss Portal CM S stores all node properties, references, and binary content in the database, using
the portal datasource. The location of some of these itemsis configurable.

3.4.1. Configuring a FileSystem Store

You will note that the jackrabbit configuration file is set to use the HibernateStore and HibernatePersistenceM an-
ager classes, by default. To have the CM S use 100% file system storage, simply comment these blocks. Then, you
should uncomment to use the Local FileSystem and XML PersistenceManager classes. The repository configuration
file is located under: jboss-portal.sar/portal-cms.sar/META-INF/jboss-servicexml. Remember to perform this
switch for the Repository, Workspace, and Versioning attributes.

3.4.2. Configuring External Blobs with a DB Store

Some enterprise deployments that serve large multimedia content prefer to not have the large files stored in the DB,
along with all the property and node information. When using the HibernateStore and HibernatePersistenceMan-
ager, you can elect to have binary content stored on the loca filesystem. Under the WorkSpace and Versioning
nodes, set external Blobs to true to achieve this.
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Roy Russo <roy at jboss dot org>
Boleslaw Dawidowicz <bol esl aw. dawi dowi cz@ boss. conp

This chapter addresses migration issues from version 2.0 to 2.2 of JBoss Portal.

4.1. Deployment Descriptors

From version 2.0 to 2.2, the JBoss Portal deployment descriptors have changed when defining pages, portlets, and
portal instances.

4.1.1. Example - Assigning a Portlet on a Page

To describe the changes made to the deployment descriptors, we have made available an example that you can
download here: Helloworld Portlet
[http://1abs.jboss.com/file-access/default/members/portl etswap/downl oads/portl ets/samples/Hel loWorl dPortl et.zip]

. After this helloworldportlet.ear is deployed, you should be able to access the new portal page by pointing your
browser to http://localhost:8080/portal/portal /default/Helloworld .

All portal, page, and portlet instance deployment is now handled by one file: *-object.xml. Y ou no longer need the
*-portal.xml, *-pages.xml, and *-instances.xml found in JBoss Portal 2.0. For our example we make available hel-
loworld-object.xml located under helloworldportlet.war/WEB-INF/ , and it looks like this:

<?xm version="1.0" encodi ng="UTF-8"?>

<depl oynent s>

<depl oynent >

<if-exists>overwite</if-exists>

<parent - r ef >def aul t </ parent - ref >

<properties/>

<page>

<page- nanme>Hel | o Wbr | d</ page- nane>

<properties/>

<wi ndow>

<wi ndow nane>Hel | oWor | dPort | et W ndow</ wi ndow nane>
<i nstance-ref>Hel | oWwbr| dPortl et nstance</i nstance-ref>
<regi on>cent er </ regi on>

<hei ght >0</ hei ght >

</ wi ndow>

</ page>

</ depl oyment >

<depl oynent >

<if-exists>overwite</if-exists>
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<i nst ance>

<i nst ance- nane>Hel | oWor | dPort | et | nst ance</ i nst ance- nane>
<conponent - r ef >hel | owor | d. Hel | oWor | dPort | et </ conponent - r ef >
</instance>

</ depl oynent >

</ depl oynent s>

A deployment file can be composed of a set of <deployments>. In our example file, above, we are defining a page,
placing the HelloWorldPortlet as a window on that page, and creating an instance of that portlet. Y ou can then use
the Management Portlet (bundled with JBoss Portal) to modify the instances of this portlet, reposition it, and so
on...

e <if-exists> Possible values are overwrite or keep . Overwrite will destroy the existing object and create a new
one based on the content of the deployment. Keep will maintain the existing object deployment or create a new
oneif it does not yet exist.

» <parent-ref> Indicates where the object should be hooked in to the portal tree. See the chapter on Dynamicity
for the tree-concept within JBoss Portal.

e <properties> Properties definition specific to this page, commonly used to define the specific theme and layout
to use. If not defined, the default portal layouts/theme combination will be used.

* <page> The start of a page definition.
* <page-name> The name of the page.
» <window> The start of awindow definition.
» <window-name> The name of the window.

* <instanceref> Theinstance reference used by this window. Should correspond with the <instance-name> vari-
able.

« <height> The vertical position of this window within the region defined in the layout.
e <instance> The start of an instance definition. page.
* <instance-name> Maps to the above <instance-ref> variable.

e <component-ref> Takes the name of the application followed by the name of the portlet, as defined in the
portlet.xml

Note

For further explanation of the deployment descriptor, please view the XML Descriptor section in the Refer-
ence Guide

4.2. Content Management System
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From version 2.0 to 2.2, the JBoss Portal Content Management System changed from using Apache Slide API to
the Java Content Repository (JCR), JSR-170 [http://www.jcp.org/en/jsr/detail 721d=170] using the Apache Jackrabbit
[http://incubator.apache.org/jackrabbit/] implementation.

4.2.1. Migrating Content

Since the underlying layer of the CM S has changed, it will be necessary for users migrating from 2.0 to move their
content, so the following steps describe how to perform this operation.

JBoss Portal v2.0 had native WebDAV support, allowing a user to connect to the content repository via the Operat-
ing System, given the proper credentials. You will use this method to extract the content, zip it in an archive, and
upload it to the new CMS.

» First, start up your previous installation of JBoss Portal 2.0, and connect to it using MS WebFolders. Using the
Add Network Place option under My Network Places , add a new network place, giving it the path to your web-
dav respository. By default it is http://localhost: 8080/webdav . Upon providing the proper credentias, you
should see your repository structure.

E_" http://localhost:8080/webdav/ :”E|B|
Fle Edit View Favorites Tools Help o

Back - | ‘ﬂ' ) search Folders y
: - 7 7 =

>

- Address | &) http://localhost:8080/webdav/ 3 Go

Internet Address

http://localhost: 8080/webdav/actions
http://localhost: 8080/webdav/fies
http://localhost: 8080/webdav/history
(1 projector http://localhost: 8080 /webdav/projector
(Jroles http://localhost: 8080/webdav/roles
Jusers http://localhost: 8080/webdav/users
Jworkingresource http://localhost: 8080/webdav/workingresource
(Jworkspace http://localhost: 8080/webdav/workspace

» Navigate to http://localhost: 8080/webdav/files and your entire content directory structure with files should be
available here. You should be able now to zip these directories and upload them as an archive to the JBoss
Portal 2.2 CM S viathe CM SAdminPortlet.
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4 CMS Admin ogn

Upload File

Destination: Root

ol
default
Language: | EETEN v

C:\tmp\LeContent.zip
Upload file

" o

Browse. ..

Warning
There are two known issues you need to know about when importing content from the old repository using
this method:

* Vesioninformation will belost.

e You must verify that pre-existing links to local resources are correct.

4.3. Forums Migration

4.3.1. Forums DB schema issues

Database schema differs slightly between portal 2.0.0 and 2.0.1 versions. Some new talbes were added for new
functionality. There were few columns removed or type changed also.

From 2.0.1 RC2 version portal performs schema update try during startup/deployment. Hibernate SchemalUpdate
hbm2ddl tool is able to add new tables or new columns. What it doesn't do is removing unnessesary columns or
column sgl-type changes.

Besides of that, it is dways good to back up your data as this behaviour might depends on different RDBMS ver-
sions.

4.3.2. Portal 2.0.0to 2.0.1 Forums migration

In portal 2.0.1 there are some changes in db schemarelated to Forums Portlet

For eg. columns such as.
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e jbp_forums forums-->jbp_last_post id
e jbp_forums topics-->jbp first post id

e jbp_forums topics-->jbp_last post_id
are now not used. These are retrieved using Hibernate collections storing capabilities.

Column:

e jbp_forums posts-->jbp_text
had wrong SQL type. It was 'varchar(255)' in 2.0.0 and it is'text' in 2.0.1.

4.3.3. Nessesary steps to migrate Forums

After upgrading portal to 2.0.1, schema should be updated automaticly and all new nessesary tables/columns cre-
ated. If this process fail the schema will be dropped/created. Remember to backup your data before doing migra-
tion!

After successfull update beware of the fact that you will have:

¢ anumber of unused columnsin schema

e texts of messages stored in varchar(255) column - Posts in forums couldn't be longer than 255 chars. In fact
longer messages will cause portlet exception...

To dea with second issue we must change jbp_forums_posts-->jbp_text column type. It's very simple to do in
MySQL RDBMS:

ALTER TABLE j bp_forunms_posts CHANGE j bp_text jbp_text text

In Postgres it will be:

ALTER TABLE portal .jbp _forunms_posts ALTER j bp_text TYPE text;

Thiswill change column type.

Check in your RDBMS docs if such ALTER TABLE SQL statement works. If not you should probably recreate
jbp_forums_posts table with proper SELECT/INSERT statement.
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Portal Object Management - Dynamicity

Roy RuUssO <roy @j boss dot org>

5.1. Introduction

The concept of dynamicity isthat all portal objects are able to dynamically be modified at runtime, eliminating the
need to struggle with large xml files, or restarting the application server for changes to take effect. In the scope of
dynamicity, Portal objects are defined and can be altered as follows:

« Portal Instances. Multiple Portal instances can be launched at any time, secured, and skinned.

» Pages: Multiple pages, composed of windows, can coexist inside a portal instance, secured and each could have
its own theme applied, if desired.

» Portlets: Can be hot-deployed and will instantly register with the portal, appearing in the management portlet.

« Portlet Instances: Instances can be created/destroyed. Their preference variables can be modified at runtime, in-
stances assigned to windows and secured.

* Windows. Windows can be secured, created/destroyed, and assigned to specific pages.

e Themes/Layouts: Can be hot-deployed and will register with the portal, appearing the management portlet, al-
lowing for dynamic customization of any of the above components.

Dynamicity and our new consolidated deployment descriptor work hand-in-hand. Portal objects are all considered
branches to the root portal context, and within our new deployment descriptor all branches (and leaves) can be spe-
cified.
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5.2. Functionalities

Dynamicity allows an administrator to manage the entire portal deployment from within a portlet. Some of the
many tasks available to administrators are:

¢ Create/Destroy porta instances.

e Create/Destroy portlet instances.

e Create/Destroy portal pages and subpages.

e Assign pages to porta instances.

» Assign portlet instances to pages.

* Modify instance variables for portlets.

e Control the order and region in which portlets appear on a page.

* Modify the theme and/or layout for a portal instance or a specific page.

« Modify the security constraints for a portal instance or a specific page.

Note

For the remainder of this chapter, the term object will be used to mean any Portal, Page, Portlet, or Win-
dow.

5.3. Managing portal instances

JBoss 16



Portal Object Management - Dynamicity

Administrators may manage the portal, pages, subpages, and windows at any time, by clicking on the "Portal" tab
at the top of the Management Portlet. The components currently deployed in the portal container are displayed in a
tree-structure for ease-of -navigation and modification.

-~ -,
Management Portlet am
Manage: Iti..:llli'c:n’l:al [§] Instances [5] Portlet
= [ rook [1) Parillsstance: P Manager X Properties & Security €9 Theme
| @ ] default (4)]
|:| CMS Manager (4)) [Name: default
|:| Test (16) T : PORTAL
] default (6) [ TYPe
|:| management (4) |
» |Page Name:
Pages E Add page
'ﬁDeztm}-
N, e y

5.3.1. Creating portal pages

By selecting a portal instance, and then selecting the Manage option, you can create a new page. Simply assign a
name to a page and submit the form.

5.3.2. Securing the portal instance

Selecting the Security option, allows an administrator to secure the portal instance. On this screen, you can select
and unselect portal-wide security settings for agiven role.

5.3.3. Modifying the portal instance appearance

Selecting the Theme option, allows an administrator to modify the look-and-fedl for the chosen portal instance.

5.4. Managing portlets and portlet instances

5.4.1. Creating portlet instances
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4 Management Portlet an
Manage: #ﬁ Portal [&] Instances E Portlet
iWEb application id : samples/portal-samples % Manager (& Security
+ Name State Description
» Portlet Test Started C'est une portlet de test | |Name: CMSPortlet
HeaderContentPortlet  Started - State: Started
: CachedCounterPortlet  Started - Description: -
+ ThemeSelectorPortlet  Started -
WsrpSelectorTestPortlet Started - _
+ ExceptionPortlet Started - | Createinstance |
+ ContentRewritePortlet Started -
+ PortletA Started -
+ SecuredTestPortlet Started -
+ HintPortlet Started -
+ CharsetPortlet Started -
+ PortletB Started -
+ PortletSessionPortlet Started -
+ PreferencesPortlet Started -
+ CounterPortlet Started -
' Web application id : portal/portal-core
: Name State Description
+ ThemeManager Started -
+ ManagementPortlet Started -
+ UserPortlet Started -
+ CatalogPortlet Started -
+ CMSPortlet Started - 5
+ ThemeSelectorPortlet  Started -
+ PolicyConfiguratorPortlet Started -
+ NavigationPortlet Started -
+ CMSAdminPortlet Started - 5
" .

Clicking on the Portlet tab and then clicking on a specific portlet allows you to create a new instance of this portlet.

5.4.2. Modifying portlet instance preferences
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Management Portlet =
Manage: @ Portal [§] Instances [ Portlet

IdPortIet ___________________ Ac:tlon }_'!-, Preferences [ Security

i PolicyConfiguratorPortletinstance PolicyConfiguratorPortlet @

' CMSPortletInstance CMSPartlet Key Description ReadOnly Value Instance Portlet

b — = ACA L ) o, o, o
| CMSAdminPortletinstance CMSAdminPortlet html Description false changeme A Eeiiins
| chars = 3E%22

' ManagementPortletInstance ManagementPortlet d

' N . read- e ;

' NavigationPortletInstance NavigationPortlet write foo D2scription false bar N bar

" UserPortletInstance UserPortlet read-

! CatalogPortletInstance CatalogPortlet write foo Description false bar0d,barl ‘&.& bar0,barl

' ThemePortletInstance ThemeManager E]ead—only )

' ThemeSelectorinstance ThemeSelectorPortlet foo Description true bar N bar

i TestPortletInstance Portlet Test

' CounterPortletInstance CounterPortlet
CachedCounterPortletInstance  CachedCounterPortlet
' PortletSessionPortletInstance PortletSessionPortlet

E CharsetPortletinstance CharsetPortlet
ExceptionPortletInstance ExceptionPortlet

' MissingPortletInstance
' PreferencesPortletInstance

Portlet not deployed
PreferencesPortlet

PortletAlnstance Portlets

' PortletBInstance Portlets

' HeaderContentInstance HeaderContentPortlet
ContentRewriteInstance ContentRewritePortlet
i SecuredTestPortletInstance SecuredTestPortlet

' HintPortletInstance HintPortlet

| WsrpSelectorTestPortletInstance

WsrpSelectorTestPortlet
CMSPartlet

DAL X AL 0K L AL O 8 X Il N A 0K LK ALl E o 0F <)

1 CMSInstance2

Clicking on the Instance tab and selecting a portlet instance, displays a screen which alows an administrator to edit

the portlet instance preferences.

5.4.3. Securing portlets

Selecting the Security option, allows an administrator to secure the portal page.

Note

Depending on whether you are securing a portlet or an instance, keep in mind that instance security con-

straints take precedence over portlet security settings.

5.4.4. Modifying portlet window appearance
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Manaaement Portlet (|

Manage: @F‘Grtal [§] Instances [Z] Portlet

={Jroot (1) ' | ¢ Manager T Properties (@ Security €9 Theme
. =2{ ] default (5) ;

|:] CMS Manager (4) Mame: CMSWindow?2

[ NewPage

: = DTest (16) Type: WINDOW

. [] cache test (3)
|:||:harset test (3) '
|:| event test (4) i | Layout:
! |:| exception test (2)
[] missing instance (2)
! ["] missing portlet (2) : | RenderSet:
[] secure test (2)
|:| session test (2)
7] theme selector (3) ' | Window Renderer: |eth?Re”derer b |
["] theme test (7) . | Decoration Renderer: | emptyRenderer ¥ |
= :
R |t e
NavigationPortletWindow !
PreferencesPortletWindow:
! TestPortletWindow
: UserPortletWindow
: &[] default (6)
|:| Secure Policy Config (3)
: CMSPortletWindow
: CatalogPortletWindow ;
NavigationPortletWindow .
ThemeSelectorwindow
UserPortetWindow
[] management (4)

Theme:

Layout Strateqy:

. e

Selecting a portal window under the Portal tab, and selecting the Theme option, allows an administrator to modify
the look-and-feel for the chosen portal page.

Note

From this screen, an administrator can elect to set all values to emptyrenderer so the portlet window is dis-
played with no decorations and appearsto be part of the layout.

5.5. Managing portal pages

5.5.1. Creating portlet windows
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Management Portlet

______________________________

=] D root {1)
=] default (5) ,
|:] CMS Manager
4 1
|:] NewPage
[]Test (16)
[] default (6)
|:] management

(4)

Manage: @Por‘tal [&] Instances Epor‘tlet

MName: default

| | Type: PAGE
center

i | &% ¢ p cMsPortietwindow|[a = ¢ p|UserPortietwindow

Add instance

a Destroy

9¢ Manager ¥ Properties (& Security €3 Theme
Window Drdering Controls
left -~ navigation unknown

a % { p NavigationPortletWindow
a % { p CatalogPortletwindow
@ %  p ThemeSelectorWindow

Add instance

PolicyConfiguratorPortletInstance |+

S

New Window Name

Add instance Add instance

Selecting a portal page, alows you to Manage the order in which windows appear and the layout column in which
they will appear. Additionally, you can name and assign portlet instances on the selected page.

5.5.2. Securing portal pages

Selecting the Security option, allows an administrator to secure the portal page. On this screen, you can select and
unsel ect page security settings for agiven role.

5.5.3. Modifying the portal page appearance

Sel ecting the Theme option, alows an administrator to modify the look-and-feel for the chosen portal page.
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Roy RuUssO <roy @j boss dot org>

JBoss Portal packages a Web Content Management System capable of serving and allowing administration of web
content. This chapter describes the CM S Portlet which is responsible for serving resources requested, the following
chapter describes the CM SAdmin Portlet and al administration functionality.

& —_—
JBoss Portal eagn

1Boss Portal provides an open source platform for hosting and °®

serving a portal's Web interface, publishing and managing its L

content, and customizing its experience. While most packaged ‘Boss
Paortal framewaorks help enterprises launch Portals maore quickly,

only 1Boss Portal delivers the benefits of a zero-cost open ] ®

source license combined with a flexible and scalable underlying

platform.

The Professional
Open Source Company

Support Services
1Boss Inc. offers various support services tailored to fit your needs. Click here to explore
support and service options related to JBoss Portal.

PortletSwap
PortletSwap.com is a open community sponsored by JBoss, Inc. to facilitate the exchange of
portlets and layvouts for use in JBoss Portal. Click here to visit PortletSwap.com.

Project Information
Click here to learn more about the JBoss Portal project, on-going development, open issues,
and our vibrant user and developer communities.

Thank you for downloading and deploying JBoss Portal. We hope you enjoy working with it as much as
we enjoy developing it!

Bacci e Abracci,
The 1Boss Portal Team.

6.1. Introduction

The CMS Portlet displays content from the file store inside a portlet window, or, in the case of binary content, out-
side of the portlet window altogether.

6.2. Features
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The CM SPortlet handles all requests for al content types.

The methodology of serving content within the CM SPortlet, allows for some beneficial features, like:

1. Search-engine friendly URLs: http://domain/[portal]/content/company.html
2. Serve binaries with simple urls independant of the portal: http://domain/content/products. pdf
3. Deploy several instances of the CM SPortlet on any page and configure them to display different start pages.

4. Localization support: CMSPortlet will display content based on the user request locale, or display content us-
ing the default locale setting.

6.3. CMS Configuration

6.3.1. Portlet Configuration

The CMS Portlet allows an administrator to configure the initial start page displayed viaits deployment descriptor,
located in jboss-portal .sar/portal -cor e.war/WWEB-I NF/portlet.xml

<i nit-paranp
<descri ption>Default path to index page.</description>
<nane>i ndexpage</ name>
<val ue>/ def aul t /i ndex. ht m </ val ue>

</init-paranr

6.3.2. Service Configuration

JBoss Portal uses Apache Jackrabbit as its Java Content Repository implementation. Configuration of the service
descriptor, alows for changing many of the variables associated with the service.

Here is the default configuration for the CMS repository found under  portal -
cms. sar/ META- | NF- | NF/ j boss-service. xm

<attri bute name="DoChecki ng">true</attri bute>

<attribute name="Defaul t Content Locati on">portal/cns/conf/default-content/default/</attribute>
<attribute name="Defaul t Local e">en</attri bute>

<attribute name="RepositoryNane">repotest</attribute>

<attribute name="HoneDir">${j boss.server.data.dir}${/}portal ${/}cnms${/}conf</attri bute>

Below is a list of items found in the service descriptor and their definitions. Only items commonly changed are
covered here and it is recommended you do not change any others unless you are very brave.

« DoChecking: Should the portal attempt to check for the existence of the repository configuration files and de-
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fault content on startup?
e DefaultContentL ocation: Location of the default content used to pre-popul ate the repository.

» DefaultL ocale: Two-letter abbreviation of the default locale the portal should use when fetching content for
users. A complete 1SO-639 list can be found here [http://ftp.ics.uci.edu/publ/ietf/http/rel ated/iso639.txt] .

» HomeDir: Location of configuration information for the repository when in 100% FileSystem store mode. Oth-
erwise, itsin the database. ;-)

Also note that there is an additional parameter that decides under which path the portal should serve requests for
content, located in the same jboss-service.xml:

<nbean
code="org. j boss. portal.core. cns. CM5Chj ect ConmandMapper "
nanme="port al : mapper =CMSChj ect "
xnmbean- dd="or g/ j boss/ portal / cor e/ cms/ CM5Qbj ect CommandMapper . xm ">
<attribute name="Prefix">content</attribute>
<attribute name="Tar get W ndowRef " >def aul t . def aul t. Def aul t CVMSPort | et W ndow</ attri but e>
<depends optional -attribute-name="Mapper" proxy-type="attribute">portal: mapper=Prefi xDel egati ng</ de
<depends optional -attribute-name="CMSService" proxy-type="attribute">portal:servi ce=CVM5</ depends>
</ nbean>

« Prefix: Thisis the context path prefix that will trigger the portal to render content. By default, navigating to a
URL such as http://localhost:8080/[portal_context]/content/Test.PDF will trigger the portal to display the PDF
isolated from the portal pages. The path following the Prefix has to be absolute when fetching content.

6.4. Localization Support

The CMS Portlet now serves content based on the user's locale setting. For example: if a user's locale is set to
Spanish in his browser, and he requests URL: default/index.ntml , the CM SPortlet will first try and retrieve the
Spanish version of that file. If a Spanish version is not found, it will then try and retrieve the default language ver-
sion set for the CM SPortlet.
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CMSAdmin Portlet

Roy RuUssO <roy @j boss dot org>

7.1. Introduction

The CMSAdmin Portlet allows control over the content management system.

Viewing the CMSAdmin Portlet is accomplished by logging in as an admin (admin/admin) and navigating to the
CMSManager page.

Y ou should then be presented with a portlet that is similar to this:

e : i
CMS Admin oD
Directory Browser

Actions Menu
Create Upload Modify
B #] bl B X
2y : default
Action Name Type Created Modified Description
" '1@ &K images FriMov 11 13:49:31 EST 2005 Fri Mov 11 13:49:31 EST 2005 images
= '1@ &K index.html FriMov 11 13:49:38 EST 2005 Fri Nov 11 13:49:38 EST 2005
= '1@ &K project.html FriMov 11 13:49:39 EST 2005 Fri Nov 11 13:49:39 EST 2005
% '1@ b 4 support.html FriMov 11 13:49:41 EST 2005 Fri Mov 11 13:49:41 EST 2005
LY .

It isimportant for a user to note the action icons used throughout the portlet and their meanings. The action options
change depending on what type of resource the user is dealing with. All possible actions are listed here;

¢} -LaunchesHTML WY SIWY G Editor window for HTML files. Launches upload dialog windoe for binary
type files.

. *, - Opens the copy file/folder dialog window.
. @ - Opens the move file/folder dialog window.

. - LaunchesHTML WY SIWY G Editor window.
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. E - Opens the create folder dialog window.

@l Opens the upload file dialog window.

. @ - Opens the upload archive dialog window.

. x - Opens the delete confirmation dialog window.

A In the case of files, opensthe file properties view. In the case of folders, opens the folder listing.

. - Moves up the folder tree when clicked on.

* [+ - Expands directory tree.

Additionally, there are icons that help describe the types of resources present on the page:

. - Denotes this resource as afile.

. =B Denotes this resource as a folder.

7.2. Features

This section describes common actions a user can perform from within the AdminCM S Portlet.

7.2.1. Viewing Directories

A user can list directory contents by either clicking on the == icon, or clicking on the directory's "DisplayName".

All actions are possible from this screen.

7.2.2. Viewing File Properties

Clicking on the == icon or the "DisplayName" of afile brings up the File Properties page.
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“
CMS Admin g8
File Browser

2y ¢ default : index.html

Actions Menu

AhE X

A English

Edit Type Size Version # Created Modified Title

A text/html 2kb 1.0 %0 FriMNowv 11 13:49:39 EST 2005 FriMov 11 13:49:38 EST 2005 I1Boss Portal
A Spanish

Edit Type Size Version # Created Modified Title

S text/html Okb 1.0 Fri Nov 18 08:45:42 EST 2005 Fri Mov 18 08:45:43 EST 2005 espanol

_’ text/html 2kb 1.1 57 Fri Nov 18 08:46:00 EST 2005 Fri Mov 18 08:46:00 EST 2005 e52

The File Properties window displays all the possible actions available to perform on afile.

Version and Locale Information are also contained on this screen. Note that any version labeled with the S isthe

current "live" version shown to users.

7.2.3. Copying Files/Directories

Clickingonthe * ] icon displays the copy file/directory dialog window.

- . —
CMS Admin ogn
Confirm Resource Copy

Source: Jdefault/index.html Root Folder
default
Destination:
‘“* o

The copy resource window allows a user to copy files to any folder on the system, as well as copy whole directory
trees to any directory on the system. A user can select which destination directory to copy the resource to, by using
the directory browser. Clicking the [+ icon expands the directory tree. Clicking on the name of the directory within
thetree, setsit as the destination directory for the copied resource.

7.2.4. Moving Files/Directories
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Clicking on the @ icon displays the move file/directory dialog window.

¢ -,
CMS Admin oo
Confirm Resource Move
Source: /default/images Root Folder
default
Destination:
" .

The move resource window alows a user to move files to any folder on the system, as well as move whole direct-
ory trees to any directory on the system. A user can select which destination directory to move the resource to, by
using the directory browser. Clicking the [+ icon expands the directory tree. Clicking on the name of the directory
within the tree, setsit as the destination directory for the moved resource.

7.2.5. Deleting Files/Directories

Clicking on the 3( icon displays the delete file/directory confirmation window.

- -,
CMS Admin O
Confirm Delete

Confirm Deletion of /default/images
WARNING! You will not be able to undo these changes!
Are yvou sure you want to delete this resource?
DELETE
a 4

The delete resource confirmation window allows a user to delete afile, or a directory on the system. Note that de-
leting adirectory, will delete the entire tree, so all directories under the deleted one, will also be deleted.

Warning
Currently, thereis no way to retrieve deleted file/directories! Deleting afile or directory is permanent!
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7.2.6. Creating Directories

Clicking on the Er icon displays the create directory dialog window.

iy .,
CMS Admin QB
Confirm Directory Creation
Root Folder
L +
Destination: Jdefault S
pirectory Name: [ R
Directory Description: (RN
CREATE
" v

The create directory resource window allows a user to create a directory under chosen path. On this window, a user
can specify aname for the new empty directory and assign it a description.

7.2.7. Creating Text/HTML Files

Clicking on the icon displays the create file dialog window with the embedded WY SIWY G editor and direct-

ory browser.
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-~ -,
CMS Admin oo
Create File

Creating File in directory: /
FileName: 1
Description: - ]
Title: ]
Language: English
@ Links to resources within this portal should be absolute. For example: 4 link to an image located
in default/images/back.gif should be typed in exactly as shown here. Do not prefix a slash (/) to the
path of the resource. You can verify the link is correct by clicking on the preview button in the editor.

B 7 U E==E Styles -- w IF'aragraph » IDefauIt w

I'I [Bpt] | w
& Ba @ = = i= $ B B[
E — FHE| = | a8 @ =
Create Reset
. o

The create file window allows a user to create atext or HTML file using the embedded WY SIWY G HTML editor.
The editor is a fully-functional HTML editor with a myriad of HTML functions. It also includes a preview @.

button and a source view ;m, button.
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An in-depth walk-through of the editor is beyond the scope of this document. However, the editor does contain
help pages within it, that can be accessed by clicking the @ icon.

Note

It is important to note here that when creating links to images or other resources within the system, as user
must use the relative file path to that resource. ie: images/hello.gif. Keep in mind at all times that the docu-
ment base is http://localhost/portal/ by default!

Additionally, a user can set atitle for the file that will be used in the portlet title bar, and a language for the file,
used in serving localized content.

7.2.8. Uploading Files

Clicking on the al icon displays the upload file dialog window.

4 —
CMS Admin oon
Upload File
Root Folder
Destination: FEEENIL default
Description: [N
Title: - 1]
Language: b
N | Erowse... |
Upload file
A .

The upload file window allows a user to upload files to any directory on the system. The upload process will work
onfilesup to 1GB and of al types. A user can select which destination directory to upload the resource to, by using
the directory browser. Clicking the [+ icon expands the directory tree. Clicking on the name of the directory within
the tree, sets it as the destination directory for the uploaded resource. Additionally, a user can set atitle for the file
that will be used in the portlet title bar, and alanguage for the file, used in serving localized content.

7.2.9. Uploading Archives

Clicking on the @] icon displays the upload archive dialog window.
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4 -,
CMS Admin oono
Upload File
Root Folder
Destination: [liSE0Ls default
Language: hi
| Erowse... |
Upload file
) Y.

The upload archive window allows a user to upload archives to any directory on the system. The system will then
explode the archive, create versions, and place al the files in the repository. A user can select which destination
directory to upload the resource to, by using the directory browser. Clicking the [+ icon expands the directory tree.
Clicking on the name of the directory within the tree, sets it as the destination directory for the uploaded resource.
Additionally, a user can set alanguage for the archive files, used in serving localized content.

7.2.10. Editing Text/HTML Files

Clicking onthe # icon displays the edit file dialog window with the embedded WY SIWY G editor and directory

browser.
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P o5
CMS Admin oldn
Edit File

Editting File: /default/index.html

Description: [
Title: - ]

Language: English
Version: 1.0

Make "Live":

&) Links to resources within this portal should be absolute. For example: 4 link to an image located
in default/images/back.qif should be typed in exactly as shown here. Do not prefix a slash (/) to the
path of the resource. You can verify the link is correct by clicking on the preview button in the editor.

JBoss Portal provides an open source platform for ®* &
hosting and serving a portal's Web interface, L

publishing and managing its content, and customizing Boss '5'“} "EE_DTGE-E“}E“' )

its experience. While most packaged Portal pen Source Lompany
frameworks help enterprises launch Portals more [ ] ®

quickly, only JBoss Portal delivers the benefits of a

zero-cost open source license combined with a flexible

and scalable underlying platform.
g

Support Services
1Boss Inc. offers various support services tailored to fit your needs. Click here to
explore support and service options related to 1Boss Portal.

PortletSwap

PortletSwap.com is a open community sponsored by 1Boss, Inc. to facilitate the
74 exchange of portlets and layouts for use in JBoss Portal. Click here to visit
i PortletSwap.com.

Project Information
B Click here to Ieazn_rf.lfn.r“el_.ﬂ::_ctu?:. 1_:h_e :-IEEESE_F.:EE%lEr?EFE.D_nchimg development, w
B 7 U q E=EE=E Ip-:urtlet-sectlun-alternate b IF'aragraph b IDefauIt w
1[Ept]
$ BR[| EE ek AE AR - R

O FEdezm | —FE| % & | &6 =

The edit file window allows a user to edit atext or HTML file using the embedded WY SIWY G HTML editor. The
editor is afully-functional HTML editor with amyriad of HTML functions. It also includes a preview @. button

and a source view button.

HTML
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A user may specify at this point if he would like to make the new edit "live", or available in production. Addition-
ally, auser can set atitle for thefile that will be used in the portlet title bar.
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Thomas Heute <t heut e@ boss. or g>

Roy Russo <roy@ boss. or g>

8.1. User Portlet

1. Introduction

The user portlet is dedicated to create and manage users and their profiles. This portlet is accessible immediately on
the default portal homepage. Also, once logged in, you will notice how it changes to allow the user and adminis-
trative functions.

- ,
User portlet [ |
4 Edit your profile

L List of all the users
(& Logout
", o

2. Functionalities

Managing users using the user module consistsin:

1. Allowing auser to register a new profile with alogin and password

2. Allowing auser to log in the sytem and be recognized as member of user groups

3. Allowing auser to update a profile with more information like his real name, instant messenger informations...
4. Allowing an administrator to seethelist of users, from there he can assign roles to a user

5. Allowing as administrator to assign rolesto a user
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6. Allowing auser to logout

3. Configuration

The following xml block is the standard configuration for the UserPortlet found
core.war/WEB-INF/portlet.xml :

<portlet>
<portl et-nanme>User Portl et</portl et-name>

in portal-

<portlet-class>org.jboss.portal.core.portlet.user.UserPortlet</portlet-class>

<support ed- | ocal e>en</ support ed-| ocal e>
<support ed-| ocal e>fr </ supported-| ocal e>
<r esour ce- bundl e>Resour ce</r esour ce- bundl e>
<supports>

<m ne-type>text/htm </ m ne-type>

<portl et - node>VI EW/ port| et - nrode>

</ support s>

<portlet-info>

<title>User portlet</title>
</portlet-info>

<i nit-paranp

<descri pti on>Whet her we shoul d use ssl on |login and throughout the Portal

<nane>useSSL</ nanme>

<val ue>0</ val ue>

</init-paranr

<init-paranp

<descri pti on>Subscri pti on node</descri ption>
<nanme>subscri pti onMbde</ nane>

<l-- <val ue>emmi | Veri ficati on</val ue>-->
<val ue>aut omat i c</ val ue>

</init-paranr

<i ni t-paranp

<descri pti on>Domai n of your website for email verification.</description>

<name>enei | Domai n</ name>

<val ue>JBoss. conx/ val ue>

</init-paranr

<init-paranp

<descri pti on>Emai | displayed in the TO fi el d</descri ption>
<nane>enai | Fr onx/ nane>

<val ue>j bossport al @xanpl e. conx/ val ue>

</init-paranr

<i ni t - paranp

<descri ption>Default role of registered users</description>
<nane>def aul t Rol e</ nanme>

<val ue>User s</ val ue>

</init-paranr

</portlet>

The following attributes can be modified in the xml descriptor:

1. useSsL

Allows for user logins to be passed thru a SSL.

a o0

Set to zero to disable.

1=yes; 0=no</ descr

JBoss
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b. 1
Set to 1 to enable. Y ou must have SSL configured properly in tomcat for this to work.

2. subscriptionMde

a automatic
The user can register and is automatically enabled
b. emilVerification
The user is disabled until he clicks on alink sent to his email address.
3.  enai | Domai n
Y our domain name or the name of your website for the email verification form text.
4. email From
Email address that will appear in the "From" header when the email verification is sent.
5. defaultRole

Default role assigned to new users

8.2. Role Portlet

1. Introduction

Therole portlet is dedicated to create and edit roles. A role will be used to grant different permission level to differ-
ent portlets. A user can have several roles (for example he can be an administrator of a category of forum but only a
reader on another category)

4 Role management Dﬂm
‘&, There are 2 roles defined
» Create new role
b Edit existing role
» Edit role members
" v

2. Functionalities
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2.1. Create arole

To create a new role, you just need to define a short name that will be used for reference, and a display name for
displaying to the user, for example adrmi n would be a good name for the display name Adni ni strat ors , changing
the display name will not affect the security rules

2.2. Edit arole

While editing arole, you just need to pick an exising role then change the display name.

2.3. Editing Role Members

Allows for an administrator to search and modify the members assigned roles.
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Thomas Heute <t heut e@ boss. or g>

9.1. Introduction

Warning
The forums portlet is GPL licensed

The forums portlet is a port of the phpBB forums as a Java portlet. It is packaged independently of the core, so you
can easily useit or not depending on your own needs.

r
JBoss Portal
L

CMS Manager default management

Forums @80
B watched Forums  [#) Admin Panel

Dummy demo category

First forum

@ First de=cription lv] 0 No Posts
Second forum

@ Second description 1] 0 No Posts

@ New posts @ Mo new posts @ Forum is locked

Jump to: | All categories view R |

Above is the main window displayed by default to any user. It lists all the forums classified by categories. It is pos-
sible to see how many topics and posts where written for each forum and the date and user of the last post. All
those categories and forums can be configured if the user has the correct privileges. The next image show the main
administration interface available to users with the correct credentials.
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"
I

CMS Manager default management

Forums ®@&80
[ watched Forums  [#) Admin Panel

Forum Administration

From this panel you can add, delete, edit, re-order and re-synchronise categories and forums

Forum Administration

Dummy demo category Edit Delete Move up Move down
First forum 0 0 Edit Delete Move up

First description Move down
Second forum ; Move up
Second description i L Edit Delete Move down

| I I Create new forum |

| I Create new category |

Jump to: | All categories view R |

9.2. Functionalities

User features:

» Seethelist of forums

e Post anew topic

« Read atopic

* Reply to an existing post

* Fast-reply to an existing post in the same page as the thread
» Emall notification

¢ Quote aexisting forum posts

Admin features:

e Create anew category of forum

» Edit the name of a category
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« Deélete acategory and move the content to another category
¢ Create anew forum

» Edit the name and description of aforum

» Delete aforum and move the content to another forum

» Classify categories

e Classify forums

e Edit forum posts

9.3. Installation

If you are deploying from binary , just move portal-forums.ear in to your deploy directory.
If you are deploying from sour ce:

To install forums, you need to go to the directory forunms and type sh build.sh deploy it will create a file
portal -foruns. ear and copy it to $IBOSS_HOVE/ server/ def aul t/ depl oy . If JBOsS is already running you have
nothing to do but to go to a page where the forums should be displayed (see your configuration).

To have the mail notification working, make sure that you correctly configure the mail service with an existing
SMTP account in the file
$PORTAL_HOVE/ cor e/ src/ resour ces/ portal -server-war/WEB- | NF/ j boss-servi ce. xm

9.4. Configuration

INn $FORUMS_HOVE/ st ¢/ resour ces/ portal - f or ums- war / WEB- | NF/ portlet.xm you can configure the foll ow
i ng options:

e floodlnterval : Minimal timein seconds between two messages by a user.

e fromAddress : Email address appearing in the Fr omfield of notification emails.

9.5. Security

You <can restrict access to the forums for «certan roless to do so edit the file
$FORUMS_HOME/ st ¢/ r esour ces/ port al - f or uns-war / WEB- | NF/ j boss-portlet.xm . You should see the existing
part:

<schenme>

<domai n></ domai n>
<itenp

<pat h>/ </ pat h>
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<per m ssi on>

<per m ssi on- name>Add</ per m ssi on- nanme>
<rol e- name>User s</ r ol e- nane>

</ perm ssi on>

<per m ssi on>

<per m ssi on- name>Adni n</ per m ssi on- nanme>
<r ol e- name>Adni ns</r ol e- nane>

</ perm ssi on>

<!-- For non |ogged users -->

<per m ssi on>

<per m ssi on- nane>Read</ per ni ssi on- nanme>
<rol e- nane></r ol e- nanme>

</ perm ssi on>

</itenpr

</ scheme>

This means that a user with role Users has the permission to add posts in forums, a user with role Admins has the
permissions to Admin anything, while an anonymous user (not logged on), can only read.

If you want users to only view a category named "myCategory" to a certain role "myRol€", hereisan i t emthat you
can add:

<itenp

<pat h>/ myCat egor y</ pat h>

<per m ssi on>

<per m ssi on- nanme>ReadCat egor y</ per ni ssi on- nanme>
<r ol e- name>nyRol e</r ol e- name>

</ perm ssi on>

</itenr
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Security

Martin Holzner <nhol zner @ovel | . conp

10.1. Introduction

New in version 2.2, arole based access control model was introduced into the portal. As before, al portal resources
are not secured by default. However, they can be protected via security constraints that tie a role and allowed ac-
tions to the resource. Portal resources are portlets, instances of those portlets, portlet windows, portal pages, and
portals. Aslong as there is no security constraint defined for a resource, full accessis granted to every user. Once a
constraint is defined, only the alowed actions from that constraint are alowed for the roles defined in the con-
straint. All other accessis denied. Access is checked from the top down, so that if a user has no access privilegesto
aportal, none of the pages are accessible either, and so on.

There are two ways to define security constraints for portal resources. Constraints can be defined in the relevant de-
ployment desciptor, or via a management Ul that is provided to admins, once the portal is up and running. To
define a constraint that is active immediately after the portal is deployed, once can add a security constraint tag in
the relevant descriptor.

The relevant descriptors are:

* jboss-portlet.xml
o *-object.xml

Here is an example of a constraint to secure access to a page and only alow members of the 'Admin’ role to 'view'
the page (taken from a*-object.xml descriptor):

<depl oynent >
<i f-exists>keep</if-exists>
<parent - r ef >def aul t </ parent -ref >
<page>
<page- nane>nmanagenent </ page- nane>
<wi ndow>
<wi ndow nane>Navi gati onPort| et W ndow</ wi ndow nane>
<I'-- nore wi ndow defs here -->
</ wi ndow>
<security-constraint>
<pol i cy- perm ssi on>
<r ol e- name>Adni n</r ol e- nane>
<acti on- nane>vi ew</ act i on- name>
</ pol i cy- perni ssi on>
</security-constraint>
</ page>
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</ depl oynment >

To complete the example, here is a snipped from a jboss-portlet.xml descriptor constraining access to the Policy-
ConfiguratorPortlet to the Admin role, allowing only to view the portlet.

<portl et>
<portl et-nanme>Pol i cyConfi guratorPortlet</portlet-name>
<security-constraint>
<pol i cy- per m ssi on>
<r ol e- name>Adni n</r ol e- nane>
<acti on- name>vi ew</ act i on- name>
</ pol i cy- perni ssi on>
</ security-constraint>
</portlet>

To achieve the same results after the portal was deployed, one can login with an Admin role, and navigate to the
management tab. There navigate to the desired portal resource in the tree, and click the security menu image. Pick
from the offered Roles and actions and save your choice. The changes will immediately be active. Note that you
can provide more then one security constraint per portal resource. This allows you to provide different roles with
different access privileges for the same resource.

10.2. Securing Portlets

In order to not have to limit access to each instance or window of a particular portlet, the portal offers the possibil-
ity to secure the portlet itself. All children (instances and/or windows) will then automatically be secured as well.
To secure a portlet add a security constraint to the jboss-portlet.xml entry for the portlet in question, and provide
the desired role and action information. Of course, this function can be delayed until the portlet is deployed. The
portlet can also be secured via the management Ul.

10.3. Securing Portlet Instances

To alow to secure all portlet windows that point to the same portlet instance with one constraint, the portal allows
to define a congtraint for a portlet instance. The constraint can be provided via the instance definition in the
*-object.xml descriptor, or after the portlet is deployed via the management Ul. The result is the same: al portlet
windows of this instance will be protected.

10.4. Securing Portlet Windows

To secure an individual portlet window, the *-object.xml descriptor allows to provide a security constraint for any

individual window.

10.5. Securing Pages
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Analogous to the previous portal resources, pages can be secured via a security constraint as well.

10.6. Securing Portals

If an entire portal needs to be secured, one security constraint placed for the portal will take care of that. All pages,
and portlet windows will be secured automatically as well.
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Clustering Configuration

Roy Russo <roy@ boss. or g>
Julien Viet <j uli en. vi et @ boss. conp

This section covers configuring JBoss Portal to function in a clustered environment.

Warning

As of JBoss Portal 2.2.1RC2, the CMS feature is not reliably clustered. Look for future versions for full
clustering capabilitiesin the CMS.

11.1. Introduction

JBoss Portal leverages various clustered services that are found in JBoss Application Server. This section briefly
details how each isleveraged:

e JBoss Cache: Used to replicate data among the different hibernate session factories that are deployed in each
node of the cluster. It is also used by the authorization framework to replicate data among the different policies.
e JBossHA Singleton:
1. Used to make the deployer a singleton on the cluster, in order to avoid concurrency issues when deploying

the various * -object.xml files. Without that, each node would try to create the same objectsin the database.

2. Used with JCR. The jackrabbit server is not able to run in acluster by itself, therefore we make a singleton
on the cluster. This provides HA-CMS, which is similar to the current HA JBossMQ provided in JBoss
AS.
*  HA-JINDI: Used to replicate a proxy that will talk to the HA CM S on the cluster.

Note

JBoss Clustering details can be found in the Wiki [http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossHA] or
the clustering documentation [ http://www.jboss.com/products/jbossas/docs] .

11.2. Configuring from Source

If you have obtained the JBoss Portal source files, you can build JBoss Portal to work on a cluster in a ssmple pro-
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Cess.

« Edit the file build/local .properties and set the property portal.clustered to true, then you build JBoss Portal as
you normally would .

# Build the portal for single or clustered environment
portal . clustered=fal se

» Deploy the jboss-portal .sar and the appropriate datasource descriptor to JBOSS HOME/server/all/deploy/*

11.3. Configuring from Binary

If you have the binary version of JBoss Portal, you will need to edit severa files manually that would normally be
editted for you by the build. Thelist below details the files and code blocks that need to be modified in each:

¢ jboss-portal .sar/META-INF/jboss-service.xml

<l--
| Uncomment in cluster node : have the depl oynent of objects run as a clustered singleton
@ortal.single.xm.close@

<mbean
code="org. j boss. ha. si ngl et on. HASi ngl et onControl | er"
nanme="portal : service=Controll er,target=0bj ect Depl oynent Fact ory" >
<depends>j boss: servi ce=${j boss. partition. name: Def aul t Partiti on}</depends>
<depends>port al : depl oynent Fact or y=0bj ect </ depends>
<attribute name="Tar get Nane" >port al : depl oynent Fact or y=Cbj ect </ attri but e>
<attri bute name="Tar get St art Met hod" >r egi st er Factory</attri bute>
<attribute name="Target St opMet hod" >unr egi st er Factory</attri but e>

</ nbean>

@ortal .single.xm.open@

oo

e jboss-portal.sar/portal-cms.sar/META-INF/jboss-service.xml

<I'--
| Uncomment in clustered nobde : replicated cache for hibernate
@ortal.single. xm.close@
<mbean
code="org.j boss.invocation.jrnp.server.JRVProxyFact ory"
nane="portal : servi ce=ProxyFact ory, t ype=C\M5" >
<depends optional -attribute-name="|nvoker Name" >j boss: servi ce=i nvoker, t ype=j r np</ depends>
<attribute name="Target Nane" >portal : servi ce=CM5</ attri bute>
<attribute name="Exportedlnterfaces">org.jboss. portal.cns. ha. HASI ngl et onl nvoker MBean$Pr oxy</ attri bt
<attribute name="|nvokeTarget Met hod" >t rue</attri bute>
<attribute name="dientlnterceptors">
<i nt ercept ors>
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<nb

-->

<i nterceptor>org.jboss. proxy. d i ent Met hodl nt er cept or </ i nt er cept or >
<i nterceptor>org.jboss.invocation.|nvokerlnterceptor</interceptor>
</interceptors>
</attribute>
</ mbean>

ean

code="org. j boss. portal .cns. ha. HASi ngl et onl nvoker"
nane="portal : servi ce=HASI ngl et onl nvoker, t ype=CV5" >
<depends>j boss: servi ce=${j boss. partiti on. nane: Def aul t Partiti on} </ depends>
<attribute name="RetryWiitingTi neM5'>2000</attri bute>
<attribute name="MaxRetries">5</attribute>
<attribute name="JNDI Nane">M/Servi cel nvokeTarget </attri bute>
<attribute name="JNDI Properties">
java.nam ng.factory.initial=org.jnp.interfaces. Nam ngCont ext Fact ory
java. nam ng. factory. url . pkgs=org.jboss. nam ng: org. jnp.interfaces
j ava. nam ng. provi der. url =${j boss. bi nd. addr ess: | ocal host}: 1100

j np.
jnp.
J np.
jnp.
J np.
jnp.
J np.

di sabl eDi scovery=fal se
partitionNane=${j boss. partition. nane: Defaul t Partiti on}
di scoveryG oup=%{j boss. partition. udpG oup: 230. 0. 0. 4}
di scoveryPort=1102

di scoveryTTL=16

di scover yTi meout =5000

maxRetri es=1

</attribute>
<depends optional -attribute-name="Cal | back" proxy-type="attribute">portal:servi ce=CVv5</ depends>
<depends optional -attribute-name="ProxyFactory">portal:service=ProxyFactory, type=CMV5</ depends>
</ mbean>
@ortal.single. xm.open@

e jboss-portal .sar/portal-server.war/WEB-INF/web.xml

<l -

-->

| Uncomment in clustered nbde : use http session replication
@ortal.single.xm.close@

<di stri but abl e/ >

@ortal .single.xm.open@

» jboss-portal .sar/conf/hiber nate/instance/hibernate.cfg.xml,
portal .sar/conf/hiber nate/portal/hiber nate.cfg.xml, and jboss-portal .sar/conf/hiber nate/user/hiber nate.cfg.xml

& oc

| Uncomment in clustered node : use transactional replicated cache
@ortal.single.xm.close@
<property name="cache. provi der_cl ass">org.jboss. portal . core. hibernate. IMKTreeCacheProvi der </ pr opert
<property nane="cache. obj ect _nane">portal : servi ce=Tr eeCacheProvi der, t ype=hi ber nat e</ property>
@ortal.single. xm.open@

oS

<l--

| Conment in clustered node
@ortal.clustered.xm.close@

jboss-
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<property nane="cache. provi der _cl ass">org. hi bernat e. cache. EnCachePr ovi der </ property>
@ortal.clustered. xm . open@
-->

<l-- Force the dialect instead of using autodetection -->
<l--

<property nane="di al ect">or g. hi bernat e. di al ect. Post greSQLDi al ect </ property>
-->

After modifying the above files, you can deploy the jboss-portal.sar and the appropriate datasource descriptor to
JBOSS HOME/server/all/deploy/*
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Troubleshooting and FAQ

Roy Russo <roy@ boss. or g>

12.1. Troubleshooting and FAQ

Installation / Configuration

e | am seeing "ERROR [JDBCEXxceptionReporter] Table not found in statement” in the logfile on first boot. What
isthis?

* | want to do aclean install/upgrade over my existing one. What are the steps?

Is my database vendor/version combination supported?

How do | force the Hibernate Dialect used for my database?

CMS

« How do | change the CMS repository configuration?
¢ Onreboot, the CMS is complaining about alocked repository.
e | created afilein the CMSAdmin. How do | view it?

Miscellaneous

e Isthere asample portlet | can look at to learn about portlet development and JBoss Portal deployments?
| am seeing " ERROR [JDBCEXxceptionReporter] Table not found in statement” in the logfile on first boot.
What isthis?

Ignore this error. It is used by the portal to create the initial database tables. On second boot, you should not see
them at all.

| want to do a clean install/upgrade over my existing one. What are the steps?

¢ Shut down JBoss AS
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e Déeete BOSS HOME/server/default/data/portal

e Deeteall JBoss Porta tables from your database

* Start BBossAS.

Is my database vendor /ver sion combination supported?

See Section 1.4

How do | forcethe Hibernate Dialect used for my database?
See Section 3.3

How do | changethe CM Srepository configuration?

There are 3 supported modes: 100% DB (default), 100% Filsystem, and Mixed (Blobs on the Filesystem and
metadata in the DB). Y ou can see configuration options here: Section 3.4

On reboot, the CM S is complaining about a locked repository.

This occurs when JBoss AS is improperly shutdown or the CMS Service errors on startup. To remove the lock,
shutdown JBoss, and then remove the file under IBOSS_HOM E/server/defaul t/data/portal/cms/conf/.lock.

| created afilein the CM SAdmin. How do | view it?

Using the default configuration, the path to the file in the browser would be ht-
tp://localhost:8080/portal/content/path/to/file.ext. Note that all requests for cms content must be prepended with /
content and then followed by the path/to/theffile.gif asit isin your directory structure.

Isthereasample portlet | can look at to learn about portlet development and JBoss Portal deployments?

Sample HellowWorld Portlets can be found at PortletSwap.com [http://www.portletswap.com] .
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