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JBoss Portal - Overview

J BOSS F’Ol’[al Login

Accueil Actualites TestWithAjax Weather

Greetings!
Demo. Download.
Accessonze.
™ L B JBoss Portal provides an open source platform for hosting
This is a basic installation of JBoss ® and serving a portal Web interface, publishing and managing
Portal 2.6.2-GA. You may log in at any its content, and customizing its experience. While most

time, using the Login link at the top-right of a dvision of Red Hat packaged Portal frameworks help enterprises launch Portals
this page. with the following credentials: ® . : more guickly, only JBEoss Portal delivers the benefits of a
TN ED 1 CR R Zero-cost open source license combined with a flexible and
scalable underling platform.
If you are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view our
online documentation.

Support Services Portletswap Project Information

User portlet ) )

p JBoss Inc. offers various Portletswap.com is an open Learn more about the JBoss
. B support services tailored tofit community sponsored by JBoss, Inc. FPoral project, on-going

Vieglcome Reqister L :
your needs. Explore support to facilitate the exchange of portlets development, open issues, and
and service options for JBoss and layouts for use in JBoss Portal, our user and developer

You are currently not logged in. Portal. communities.

You can create an account.

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we enjoy
developing it!

Current users Baci e abbracci,

The JBEoss Portal Team.
Mo logged-in user

Powe red by JBoss Portal

Many IT organizations |ook to achieve a competitive advantage for the enterprise by improving business productiv-
ity and reducing costs. Today's top enterprises are realizing this goal by deploying enterprise portals within their IT
infrastructure. Enterprise portals ssimplify access to information by providing a single source of interaction with
corporate information. Although today's packaged portal frameworks help enterprises launch portals more quickly,
only JBoss Portal can deliver the benefits of a zero-cost open source license combined with a flexible and scalable
underlying platform.

JBoss Portal provides an open source and standards-based environment for hosting and serving a portal's Web in-
terface, publishing and managing its content, and customizing its experience. It is entirely standards-based and sup-
ports the JSR-168 portlet specification, which alows you to easily plug-in standards-compliant portlets to meet
your specific portal needs. JBoss Portal is available through the business-friendly LGPL [1] open source license and
is supported by Red Hat Middleware, LLC Professional Support and Consulting [2] . JBoss support services are
available to assist you in designing, developing, deploying, and ultimately managing your portal environment.
JBoss Portal is currently developed by Red Hat Middleware, LLC devel opers and community contributors.

[1] http://jboss.com/opensource/lgpl/faq
[2] http://www.jboss.com/services/index
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JBoss Portal - Overview

The JBoss Portal framework and architecture includes the portal container and supports a wide range of featuresin-
cluding standard portlets, single sign-on, clustering and internationalization. Portal themes and layouts are config-
urable. Fine-grained security administration down to portlet permissions rounds out the security model.

JBoss Portal Resour ces:

1. JBoss Portal Home Page[3]

2. Forums: User [4] | Design [5] | WSRP [6]
3. Wiki[7]

4. PortletSwap.com portlet exchange [8]

5. Our Roadmap [9]

The JBoss Portal team encourages you to use this guide to install and configure JBoss Portal. If you encounter any
configuration issues or simply want to take part in our community, we would love to hear from you in our forums.

[3] http://labs.jboss.com/jbossportal

[4] http://www.jboss.org/index.html ?modul e=bb& op=viewforum& f=215

[5] http://www.jboss.org/index.html?modul e=bb& op=viewforumé& =205

[6] http://jboss.org/index.html ?modul e=bb& op=viewforumé& f=232

[7] http://www.jboss.com/wiki/Wiki.jsp?page=JBossPortal

[8] http://www.portletswap.com

[9] http://jirajboss.com/jira/lbrowse/ IBPORTA L ?report=com.atlassian.jira.plugin.system.project:roadmap-panel
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Feature List

The following list details features found in this document's related release. For a technical view of our features,
view the Project Roadmap and Task List [1] .

Technology and Architecture

JEMS: Leverages the power of JBoss Enterprise Middleware Services : JBoss Application Server, JBoss
Cache, JGroups, and Hibernate.

* DB Agnostic: Will work with any RDBM S supported by Hibernate

* JAAS Authentication: Custom authentication via JAAS login modules.

e Cacheing: Utilizes render-view caching for improved performance.

¢ Clusterable: Cluster support allows for portal state to be clustered for al portal instances.

e Hot-Deployment: Leverages JBoss dynamic auto deployment features.

SAR Ingtaller: Browser-based installer makesinstallation and initial configuration a breeze.

Single Sign On

e Leverages Tomcat and JBoss single sign on (SSO) solutions.
¢ Integrateswith JOSSO and CAS out of the box. (Experimental support for Open SSO)

LDAP

» Connect tovirtually any LDAP server

* Integrates with Sun Active Directory and OpenLDAP out of the box. (Experimental support for Active
Directory)

Supported Standards

Portlet Specification and API 1.0 (JSR-168)

e Content Repository for Java Technology API (JSR-170)

» Java Server Faces 1.2 (JSR-252)

e Java Management Extension (JM X) 1.2

e Waeb Servicesfor Remote Portlets (WSRP) 1.0 See WSRP support in Portal [2] for more details.
e Full J2EE 1.4 compliance when used with JBoss AS

[14] http://jira.jboss.com/jira/browse/ JIBPORTAL
[2] http://docs.jboss.com/jbportal /v2.6/reference-guide/en/html/wsrp.html#wsrp_support
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Feature List

Portal and Portal Container

e Multiple Portal Instances: Ability to have multiple Portal instances running inside of one Portal container.

e |PC Inter-Portlet Communication API enables portlets to create links to other objects such as a page, portal or
window .

e Dynamicity The ability for administrators and users to create and destroy objects such as portlets, pages,
portals, themes, and layouts at runtime.

e Internationalization: Ability to use internationalization resource files for every portlet.

« Pluggable services: Authentication performed by the serviet container and JAAS make it possible to swap the
authentication scheme.

e Page-based Architecture: Allows for the grouping/division of portlets on a per-page basis.

» Existing Framework support: Portlets utilizing Struts, Spring MV C, Sun JSF-RI, AJAX, or MyFaces are sup-
ported.

Themesand L ayouts

« Easly swappable themeg/layouts: New themes and layouts containing images can be deployed in WAR
archives.

e Flexible API: Theme and Layout API are designed to separate the business layer from the presentation layer.
» Per-pagelayout strategy: Different layouts can be assigned to different pages.

User and Group Functionality

e User registration/validation: Configurable registration parameters allow for user email validation before ac-
tivation.

e Workflow: Ability to define your own jBPM workflow on user registration.
e User login: Makes use of servlet container authentication.

« Create/Edit Users: Ability for administrators to create/edit user profiles.

» Create/Edit Roles: Ability for administrators create/edit roles.

* Role Assignment: Ability for administrators to assign users to roles.

e Captcha support: To distinct humans from machines when registering.

Per missions M anagement

e Extendable permissions API: Allows custom portlets permissions based on role definition.
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Feature List

e Administrative interface: Allows for permissions assignments to roles at any time for any deployed portlet,
page, or portal instance.

Content Management System

¢ JCR-compliant: The CMS s powered by Apache Jackrabbit, an open source implementation of the Java Con-
tent Repository API.

» DB or Filesystem store support: Configurable content store to either afilesystem or RDBMS.

e External Blob Support: Configurable content store allowing large blobs to reside on filesystem and content
node references/propertiesto residein RDBMS.

e Versioning support: All content edited/created is autoversioned with a history of edits that can be viewed at
any time.

e Content Serving Sear ch-engine-friendly URLS: http://yourdomain/portal/content/index.html (Does not apply
to portlet actions.)

* Nolongportal URLS: Serve binaries with simple urls. (http://domain/files/products.pdf)

e Multiple HTML Portlet instance support: Allows for extra instances of static content from the CMS to be
served under separate windows.

» Directory Support: create, move, delete, copy, and upload entire directory trees.
« FileFunctions: create, move, copy, upload, and delete files.

Embedded directory-browser: When copying, moving, deleting, or creating files, administrators can simply
navigate the directory tree to find the collection they want to perform the action on.

» Ease-of-usearchitecture: All actionsto be performed on files and folder are one mouse-click away.

* Full-featured HTML editor: HTML Editor contains WY SIWY G mode, preview functionality, and HTML
source editting mode. HTML commands support tables, fonts, zooming, image and url linking, flash movie
support, bulleted and numbered list, and dozens more.

« Editor style-sheet support: WY SIWY G editor displays current Portal style-sheet, for easy choosing of classes.

* Internationalization Support: Content can be attributed to a specific locale and then served to the user based
on hig/her browser settings.

¢ Waorkflow Support: Basic submit for review and approval process.
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Target Audience

Portlet devel opers, Portal administrators, and those wishing to implement/extend the JBoss Portal framework.

For end-user documentation, please download our User Guide from our documentation page [1] .

[1] http://labs.jboss.com/portal/jbossportal /docs/index.html
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System Requirements

Thomas Heute <t heut e@ boss. or g>
Roy Russo <roy@ boss. or g>

A list of tested versions or reported as working by users, before reporting a problem please make sure that you are
using a compatible version.

If you successfully installed JBoss Portal on versions not listed here please let us know so we can add it here.

1.1. Minimum System Requirements

e JDK 5 (JDK 6 isnot part of the test platform)
* 512 MB RAM
* 100 MB hard disk space

* 400 MHz CPU

1.2. Supported Operating Systems

JBoss Portal is 100% pure Java and therefore interoperable with most operating systems capable of running a Java
Virtual Machine (JVM); including Linux, Windows, UNIX, MacOS X.

1.3. JBoss Application Server

JBoss Portal 2.6.3 is tested with JBoss AS 4.2.1, JBoss AS 4.2.2 and JBoss EAP 4.2. It is highly recommended to
use JBoss Portal 2.6.3 with JBoss Enterprise Application Platform 4.2 for customers who have access to it through
the support portal and JBoss AS 4.2.2 for everybody else.

Warning

4.0.x versions are not supported
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System Reqguirements

1.4. Database
JBoss Portal is Database-Agnostic.

Note

JBoss Portal employs Hibernate as an interface to RDBMS. Most RDBMS supported by Hibernate will
work with JBoss Portal.

The following list, outlines known-to-be-working database vendor and version combinations:

«  MySQL 4.x.x (along with the connector 3.0.16)

e MySQL 5 ( knownissue[1] )

¢ PostgreSQL 8.x

* HypersonicSQL

* Derby

e Oracle9 and 10g (make sure to use the latest driver of Oracle's 10 branch even when running Oracle 9)
e Microsoft SQL Server

* MaxDB

1.5. Source building

The source building mechanism works on Linux, Windows, MacOS X and any 'Unix like' operating system.

[1] http://wiki.jboss.org/wiki/Wiki.jsp?page=AvoidMySQL 5DataT runcationErrors
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Depending on your needs, there are several different methods to get JBoss Portal up and running.

Note

Pre-configured clustered versions are available from the download page [1]. The installation differences,
being that they must be deployed in the all configuration in JBoss AS and all your instances must reference
the same datasource. Read Chapter 13 for more details on how to customize your clustered install, once de-
ployed.

2.1. Installing from Bundled Download

Thisisthe easiest and fastest way to get JBoss Portal installed and running. The reason is that the download bundle
contains JBoss Application Server, and JBoss Portal uses the embedded Hypersonic Database.

2.1.1. Installing the Bundle

» Get the Bundle: The download bundle is available from our download page [2] . Bundles are noted with the
'JBoss Portal + AS naming convention.

» Extract the bundle: Extract the zip archive to a directory of your choosing. In windows, we recommend,
C:\jboss-X.X.X

e Start the Server: Goto JBOSS INSTALL DIRECTORY /bin and execute run.bat (run.sh, if Linux)

Note
During the first boot (ever), SQL errors in the log, like the one below, can be safely ignored. They are
thrown when the portal checks for the existence of the initia tables, before it creates them for you.

16: 43: 39, 234 WARN [ JDBCExcepti onReporter] SQ Error: -22, SQState: S0002
16: 43: 39, 234 ERROR [ JDBCExcepti onReporter] Table not found in statement ...

Point your browser to http://localhost: 8080/portal , and you should see the Portal HomePage. Y ou can now login
using one of the two default accounts: user/user or admin/admin.

2.2. Installing from Binary Download

[1] http://labs.jboss.com/portal /jbossportal/downl oad/index.html
[2] http://labs.jboss.com/portal/jbossportal /downl oad/index.html
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The binary download package typically consists of the j boss-portal . sar , documentation (which you are already
reading), and a set of preconfigured datasource descriptors that alow JBoss Portal to communicate with a database.

This installation method is preferred by those who aready have JBoss Application Server installed or those we
need to install the version ready for clustering.

2.2.1. Setting up your environment

2.2.1.1. Getting the Binary

The binary download is available from our download page [3] .

Once downloaded and extracted, the folder hierarchy should look like this:

= [ jboss-portal-2.6
[ 3 docs
[* [ jboss-portal.sar
[* ] =mamples

[» £ s=tup
jbess-portal-bin. README

We will be using files contained in this download in the further sections, so please download and extract it first.

2.2.1.2. Application Server Setup

Of course you will need to install JBoss Application Server prior to installing JBoss Portal, if you didn't do so yet,
please install JBoss EAP 4.2 or JBoss AS 4.2.2. If you have a subscription contract with Red Hat, you can have ac-
cess to the EAP version from the support portal [4]. For the other versions you can get them here[5] .

Warning

Make sure to download the JBoss AS Zip version. DO NOT ATTEMPT to deploy JBoss Portal on the
installer version of JBoss AS! We are currently working on aligning the Application installer with JBoss
Portal.

2.2.1.3. Database Setup

Y ou will need a database for JBoss Portal to run, you can use any database supported by Hibernate.

Create a new Database: For example purposes we call this new database jbossportal

Grant accessrightsfor a user to your database: You must make sure the user has access to thisnew DB, as
JBoss Portal will need to create the tables and modify data within them.

Deploy your JDBC connector: You must make available a JDBC connector for JBoss Portal to communicate
with your database. The connector lib should be placed in

[3] http://labs.jboss.com/portal /jbossportal /downl oad/index.html
[4] http://network.jboss.com/
[5] http://labs.jboss.com/portal/jbossas/downl oad/index.html
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JBOSS_| NSTALL_DI RECTORY/ server/default/lib/*

2.2.1.4. DataSource Configuration

The JBoss Portal download you extracted in Section 2.2.1.1 contains pre-configured datasource descriptors, you
can use for most popular RDBM S under the setup directory. For more details about the datasource descriptor or if
your database server is not part of the pre-built descriptors, please refer to the dedicated wiki page. [6]

- [ s=tup
portal-hsgldb-ds.xml
portal-mysgl5-ds.xml
portal-mysgl-ds.em|

portal-oracle-ds.xml

portal-postgresqgl-ds.xml
portal-sqlserverds.xml

At this point, you should configure the one that suits you best with your Database and JDBC driver.

<?xm version="1.0" encodi ng="UTF-8""?>
<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>Por t al DS</ j ndi - name>
<connection-url >j dbc: post gresql : j bossport al </ connecti on-url >
<driver-cl ass>org. postgresql . Driver</driver-cl ass>
<user - nane>port al </ user - nane>
<passwor d>port al passwor d</ passwor d>
</l ocal -t x- dat asour ce>
</ dat asour ces>

Please verify that the username, password, url, and driver-class are correct for your flavor of DB. You can deploy
the datasource file by itself to test, in advance.

2.2.2. Deploying JBoss Portal

1. Deploy: Copy the datasource descriptor file (*-ds.xml) you modified above AND the jboss-portal.sar from
the download folder to JBOSS | NSTALL_DI RECTORY/ ser ver / def aul t/ depl oy/ .

2. Startthe Server: Goto JBOSS | NSTALL_DI RECTORY/ bi n and execute run.bat (run.sh, if Linux)

Note

During the first boot (ever), SQL errors in the log, like the one below, can be safely ignored. They are
thrown when the portal checks for the existence of the initia tables, before it creates them for you.

16: 43: 39, 234 WARN [ JDBCExcepti onReporter] SQ. Error: -22, SQ.State: S0002
16: 43: 39, 234 ERROR [ JDBCExcepti onReporter] Table not found in statenment ...

Point your browser to http://localhost: 8080/portal , and you should see the Portal HomePage. Y ou can now login
[6] http://wiki.jboss.org/wiki/Wiki.jsp?page=CreateAJDBCDataSource
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using one of the two default accounts; user/user or admin/admin .

2.3. Installing from Sources

2.3.1. Getting the Sources

There are two ways for you to obtain the JBoss Portal source files:

*  From our download page [7]

* From SVN, using the following URL:

« http://anonsvn.jboss.org/repos/portal/branches/JBoss Portal Branch_2 6 : For the latest sources of the 2.6
branch

e http://anonsvn.jboss.org/repos/portal/trunk/ : For the latest sources

Note

For more information on Portal SVN, and accessing different versions of the Portal codebase, please visit
thiswiki article[8].

Note

Several parts have been extracted from the code above. Those modules have a different lifecycle and a dif-
ferent versioning. Here isthe list of modules used in JBoss Portal 2.6.2 and the location of the source code.

» JBoss Portal Common 1.1.0:
http://anonsvn.jboss.org/repos/portal/modules’common/tagyJBP_COMMON_1 1 0

e JBoss Portal Web 1.1: http://anonsvn.jboss.org/repos/portal/modules/web/tagsJBP WEB 1 1 0

e JBoss Portal Test 1.0.1: http://anonsvn.jboss.org/repos/portal/modul es/test/tags/JBP_TEST_1 0 1

* JBoss Portal Portlet 1.0.1 ht-
tp://anonsvn.jboss.org/repos/portal/modul es/portlet/tags/JBP_PORTLET 1 0 1

* JBoss Portal | dentity 1.0.1: ht-
tp://anonsvn.jboss.org/repos/portal/modul es/identity/tags/JBP_IDENTITY_1 0 1

After checking out of SVN or extracting the Source zip, your directory structure should look like this:

[7] http://labs.jboss.com/portal/jbossportal /downl oad/index.html
[8] http://wiki.jboss.org/wiki/Wiki.jsp?page=Portal SV NRepo
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=~ [ jboss-portal-2.6 31 items folder
[ £ api 4 items folder
[+ F7 build 9 jtems folder
[* F]cms 5 items folder
[* F3 core 4 items folder
[* [ core-admin 4 iterns  folder
[* [ corecms 4 items folder
[* [ core-identity 4 items folder
[* [ core-management 4 itemns folder
[* ] coresmamples 4 items folder
[* [ cores=arch 4 items folder
[ ] core-wsrp 4 iterns  folder
[» [ faces 4 items folder
[* [ format 4 items folder
[» B3 jems 4 items folder
[* [F] migration 4 items folder
[* B3 portlet-s=rver 4 items folder
[* [ registration 4 iterns  folder
[* ] =mmples G items folder
[* [ s=arch 4 items folder
[» [E3 security 5 iterns  folder
[* [ server 4 items folder
[» [ testsuite 4 items folder
[* [ theme 4 iterns  folder
[* [ thirdparty 0 items folder
[* 7] tools 6 items folder
[» FE3 widget 4 iterns  folder
[* [ workflow 4 items folder
[ F3 wsrp 4 items folder

Note

The screenshot above, shows the downloaded source directory. Those of you checking out from SV N, will
get an empty thirdparty directory. This directory will be filled when you first run the build in the following

steps.

2.3.2. Setting up the application server
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2.3.2.1. Application Server Setup

Of course you will need to install JBoss Application Server prior to installing JBoss portal, if you didn't do so yet,
please install JBoss EAP 4.2 or JBoss AS 4.2.2. If you have a subscription contract with Red Hat, you can have ac-
cess to the EAP version from the support portal [9]. For the other versions you can get them here [10] .

2.3.2.2. Operating System Environment Setting

For the build targets to work, you must first set the JBoSS_HOVE environment variable in your operating system, to
the root directory of the JBoss Application Server installation.

In Windows, this is accomplished by going to Start > Settings > Control Panel > System > Advanced > Environ-
ment Variables . Now under the System Variables section, click New . Y ou will be setting the JBoSS_HOMVE environ-
ment variable to the location of your JBoss Application Server installation:

[9] http://network.jboss.com/
[10] http://Iabs.jboss.com/portal/jbossas/downl oad/index.html
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System Properties

= 3 e

Environment Yariables

Iser wariables for bdaw

e e e T e e e = =T

Yariable Yalue

MNew User Yariable

Yariable name: 6055 _HOME

Yariable value: c:ljboss-4.0,5.G4

h oK, “ Cancel J

Yariable Yalue B
ComSpe: AW INDOMS sy skem 32 crd. exe = .
FP_MNO_HOST_C... NO =
MUMBER,_OF_P... 2
05 Windows MT |
Path CHWINDOWS) system32; CUWINDOWS; .. %
| mew || Edt || Delete
| ] 4 | | Cancel .
. ", SR 7 BEET
On a Unix-like Operating System, you would accomplish this by typing: export
JBOSS HOM E=/path/tolyour/jbosg/directory
2.3.3. Building/Deploying from Sources
To build and deploy the JBoss Portal service, go to JBOSS_PORTAL_HOVE_DI RECTORY/ bui | d and type:
bui | d depl oy
9

JBoss Release 2.6.3



Installation

(= | user@localhost:~/jboss-portal-2.6/build ={E]
File Edit Wiew Terminal Tabs Help

[copy]l Copying 7 files to /home/user/jboss-portal-2.6/widget/output/resources [~
artifacts:

[mkdir]l Created dir: /home/user/jboss-portal-2.6/widget/output/1ib
[jar] Building jar: /home/user/jboss-portal-2.6/widget/output/1lib/portal-widget-1ib.jar
[copy]l Copying 4 files to /fhome/user/jboss-portal-2.6/widget/output/resources/portal-widget.war
[copyl Copying 1 file to /homefuser/jboss-portal-2.6/widget/output/resources/portal-widget.war/WEB-INF/1ib

Finished 'most' in module 'widget'.

deploy:
[copy]l Copying 1 file to /home/user/jboss-4.2.x/server/default/deploy

Total time: 1 minute 5 seconds
[/home/user/jboss-portal-2.6/build1$ [] E

BUILD SUCCESSFUL E

Note

During the first compilation, third-party libraries will be obtained from an online repository, you need to be
connected to Internet and if you are behind a proxy, you also need to define your proxy address and host by
adding: JAVA_OPTS=-Dht t p. pr oxyHost =<Proxy Host> -Dhttp. proxyPort=<Proxy Port> in your envir-
onment.

Note
To build the clustered version, you will need to go to JBOSS PORTAL_HOVE_DI RECTORY/ bui | d and type:
build main Then, go to JBOSS_PORTAL_HOVE_DI RECTORY/ cor e and type: build deploy-ha This will copy
thej boss- port al - ha. sar toyour al | configuration for you.

At the end of the build process, thej boss- portal . sar iscopied to JBOSS_HOVE/ ser ver / def aul t/ depl oy.

2.3.4. Setting up the database

2.3.4.1. Database Setup

Y ou will need a database for JBoss Portal to function, you can use any database supported by Hibernate.

1. Createanew Database: For example purposes we call this new database jbossportal

2. Grant accessrightsfor auser to your database: You must make sure the user has access to this new DB, as
JBoss Portal will need to create the tables and modify data within them.

3. Deploy your JDBC connector: You must make available a JDBC connector for JBoss Portal to communicate
with your database. The connector lib should be placed in JBOSS_HOVE/ server/ def aul t/1i b/ *

2.3.4.2. DataSource Configuration

Y ou will need a valid datasource descriptor, for JBoss Portal to communicate with your database. Having obtained
the sources and having set your JBOSS HOME environment variable ( Section 2.3.2.2 ), you can now have the
JBoss Portal build system generate preconfigured datasources for you.

Navigate to JBOSS_PORTAL_HOVE_DI RECTORY/ cor e and type:
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bui | d dat asource

user@localhost:~/jboss-portal-2.6/core

S=1EY

Buildfile: build.xml

_buildmagic:init:

datasource:
[copyl Copying 1 file
[copy] Copying 1 file
[copy]l Copying 1 file
[copy]l Copying 1 file
[copyl Copying 1 file
[copy] Copying 1 file

BUILD SUCCESSFUL
Total time: @ seconds
[/home/user/jboss-portal-2.

File Edit ¥iew Terminal Tabs Help

[/home/user/jboss-portal-2.6/corel$ sh build.sh datasource
build.sh: Executing: /home/user/jboss-portal-2.6/tools/bin/ant -logger org.apache.tools.ant.NoBannerLogger datasource

Trying to override old definition of task property

to /home/user/jboss-portal-
to /home/user/jboss-portal-
to /home/user/jboss-portal-
to /home/user/jboss-portal-
to /home/user/jboss-portal-
to /home/user/jboss-portal-

6/corels [

SN SRS SN )

.B/core/output/resources/setup
.6/core/output/resources/setup
.6/core/output/resources/setup
.6/core/output/resources/setup
.B/core/output/resources/setup
.6/core/output/resources/setup

Once compl ete, the datasource build should produce the following directory and file structure:

JBoss Release 2.6.3
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[ B3 api
[* [ bridge
[* [ build
[» E1 cms
= [ core
=~ [[] output
[* [ classes
P B et
[> B3 gen
[ £ lib
= [ resources
[» [ dd
[ jboss-portal
[ jboss-portal sar
7 portal-coresar
[ portal-core-test-jar
[ portal-core-war

[
[+
[
[
[+
[

7] portal-server-war

- [ s=tup

portal-ds.xml
portal-hsgld b-ds. xml
portal-rmysgl5-ds.xml
portal-rmysql-ds.xml
portal-oracle-ds. xml

portal-postg resg |-ds.xm |
portal-sqlserverds.cml

s=tup.sql

At this point, you should configure the one that suits you best with your Database and JDBC driver.

<?xm version="1.0" encodi ng="UTF-8""?>
<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>Por t al DS</ j ndi - name>
<connection-url >j dbc: post gresql : j bossportal </ connection-url >
<driver-cl ass>org. postgresql . Driver</driver-cl ass>
<user - nane>port al </ user - nane>
<passwor d>port al passwor d</ passwor d>
</l ocal -t x- dat asour ce>
</ dat asour ces>

JBoss Release 2.6.3
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Please verify that the username, password, url, and driver-class are correct for your flavor of DB.

Now copy your datasource descriptor to JBOSS_HOVE/ ser ver / def aul t / depl oy

2.3.5. Starting and running JBoss Portal
Start the Server: Go to IBOSS HOME/bin and execute run.bat (run.sh, if Linux)

Note
During the first boot (ever), SQL errors in the log, like the one below, can be safely ignored. They are
thrown when the portal checks for the existence of the initial tables, before it creates them for you.

16: 43: 39, 234 WARN [ JDBCExcepti onReporter] SQ Error: -22, SQState: S0002
16: 43: 39, 234 ERROR [ JDBCExcepti onReporter] Table not found in statenment ...

Point your browser to http://localhost: 8080/portal , and you should see the Portal HomePage. Y ou can how login
using one of the two default accounts: user/user or admin/admin .

Note

This installs a bare version of Portal. In previous versions, several additional modules were deployed as
well but this has since been modularized to provide greater flexibility. Y ou might want to deploy additional
modules to augment Portal (see Portal's module list [11] for more information). Y ou can also deploy all the
modules all at once using build deploy-all in the bui | d directory.

[11] http://wiki.jboss.org/wiki/Wiki.jsp?page=Porta M odules
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JBossPortal

Accueil Actualites

TestWithAjax

Weather

Greetings! =

"R

Demo. Dowmnload.

Accessorize.

This is a basic installation of JBoss
Portal 2.6.2-GA. You may log in at any
time, using the Login link at the top-right of
this page, with the following credentials:

userfuser or admin/admin

If you are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view our
online documentation.

User portlet = &)

‘Welcome Register

You are currently not logged in.

You can create an account.

Current users = H

Mo logged-in user

Unbound

,. . a dvision of Red Hat

Support Services

JBoss Inc. offers various
support services tailored tofit
your needs. Explore support
and service options for JBoss
Portal.

JBoss Portal provides an open source platform for hosting
and serving a portal Web interface, publishing and managing
its content, and customizing its experience. While most
packaged Portal frameworks help enterprises launch Portals
maore guickly, only JBoss Portal delivers the benefits of a
zero-cost open source license combined with a flexible and
scalable underling platform.

PortletSwap

Portletswap.com is an open

community sponsored by JBoss, Inc.

to facilitate the exchange of portlets
and layouts for use in JBoss Portal,

Project Information

Learn more about the JBoss
Fortal project, on-going
development, open issues, and
our user and developer
communities.

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we enjoy

developing it!

Baci e abbracci,
The JBoss Portal Team.

Powe red by JBoss Portal

Login
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Customizing your installation

Thomas Heute <t heut e@ boss. or g>
Roy Russo <roy at jboss dot org>

This section is intended to describe some customization features available in JBoss Portal. If it is not covered here,
please view the FAQ chapter at the end of this document or the descriptor chapter ( Section 6.3 ) for further docu-
mentation on configuration and tuning JBoss Portal .

3.1. Changing the port

It is common to have a server running on the port 80 instead of the default port 8080.

It might be easier to use port forwarding [1] than to change the port manually. Since port forwarding is not always
possible, below are the instructions to change the port number manually.

To change it, you need to edit the file $1B0OSS_HOVE/ ser ver/ def aul t/ depl oy/ j boss-web. depl oyer/ ser ver. xni
and change the port value of the HTTP Connector.

Y ou can also change the value of the SSL port, by default it is set to 8443. To activate support for HTTPS, please
refer to the appropriate chapter [2] of the JBoss AS guide. Y ou might also want to refer to Tomcat's SSL configura
tion how-to [3] for more details.

Please refer to Section 14.3.1 to update the WSRP service after having changed the port.

Now you can restart JBoss and use the new port that you defined. On systems like Linux, you need privileges to be
able to run a server on a port lower than 1000, starting JBoss on the port 80 as a regular user will not work. For
testing purposes, you can start JBoss AS as root but this setup is not recommended if the server is public asit could
lead to security breaches of your system.

3.2. Changing the context path

By default, the "main" page of JBoss portal will be accessible at http://1 ocal host: 8080/ portal /i ndex. html .
Y ou may want to change that either to a different name or toht t p: / /1 ocal host : 8080/ i ndex. ht m .

[1] http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossOnPort80
[2] http://docs.jboss.org/jbossas/jbossAguide/r4/html/ch9.chapt.html#d0e21962
[3] http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html
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Note

By default, Tomcat holds on to the root context /. You may need to either remove
$JBOSS_HOVE/ ser ver / def aul t/ depl oy/ j boss- web. depl oyer/ ROOT. war Of add a jboss-web.xnl file
(declaring another context-root other than /") under ROOT. war / VEB- | NF directory for the below changes to
take effect on restart.

<?xm version="1.0"?>
<j boss- web>

<cont ext - root >/t ontat - r oot </ cont ext - r oot >
</j boss-web>

Y ou can accomplish this, with either a deployed jboss-portal .sar or before you build from source:
e Binary method:

1. Open
JBOSS INSTALL_DIRECTORY/server/default/depl oy/jboss-portal .sar/portal - server .war/WEB-INF/jboss-

web.xml

<?xm version="1.0"?>
<j boss- web>
<security-domai n>j ava: j aas/ portal </ security-domai n>
<cont ext - r oot >/ port al </ cont ext - r oot >
<replication-config>
<replication-trigger>SET_AND GET</replication-trigger>
<replication-type>SYNC</replication-type>
</replication-config>
<resource-ref>
<res-ref-nane>j dbc/ Port al DS</r es-r ef - nane>
<j ndi - name>j ava: Port al DS</j ndi - name>
</resource-ref>
</ j boss- web>

2. Edit the context-root element to whatever you desire.

<cont ext - r oot >/ </ cont ext - r oot >

* Source method: Edit the file $PORTAL_HOVE/ build/local.properties (You can copy the file
$PORTAL_HOME/ bui | d/ et c/ | ocal . properties-exanpl e and modify it for your own settings) and change
portal . web. cont ext - r oot to anything you want.

Now clean the project (ant clean) then build JBoss portal (ant) and redeploy it for the context path changes to
take effect. For build instructions, please see: Section 2.3

3.3. Forcing the DB dialect

If you encounter that the Hibernate dialect is not working properly and would like to override the default behavior,
follow the instructions contained in this section:
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Note
Under most common circumstances, the auto-detect feature should work fine.

3.3.1. DB Dialect settings for Portal

You will need to modify all the hi bernate. cfg. xn filesin al the Portal modules you intend to use by uncom-
menting the following line in these files and using the appropriate dialect (see here [4] for alist of supported dia-
lectsin Hibernate 3):

<I-- Force the dialect instead of using autodetection -->

<l--

<property nane="di al ect">or g. hi ber nat e. di al ect. Post greSQ.Di al ect </ property>
-->

These files are found in j boss- portal . sar/ [ nodul e]/ conf/ hi bernate/[directory]/hibernate.cfg. xm where
[ modul e] isamodule nameand [ di rect ory] isadirectory that may or may not be present.

3.3.2. DB Dialect settings for the CMS component

Modify jboss-portal.sar/portal -cms. sar/ conf/ hi ber nate/ cms/ hi bernate. cfg. xmi by uncommenting the
following line in these files and using the appropriate dialect (see here [5] for alist of supported dialects in Hibern-
ate 3):

<l-- Force the dialect instead of using autodetection -->

<l--

<property nane="di al ect">or g. hi bernat e. di al ect. Post greSQLDi al ect </ property>
caD

3.4. Setting up the email service

To be able to use the email service (for example to verify user emails when someone subscribes or for CM'S work-
flow notifications) it has to be configured correctly. To configure it, go to jboss-
portal .sar/portal -core. sar/ META- | NF/ j boss- servi ce. xm . In thisfile, the mail module is configured like this:

<nbean
code="org.j boss.portal.core.inpl.nmail.Mil NMdulelnpl"
nane="portal : servi ce=Mdul e, t ype=Mai | "
xmbean- dd=""
xnmbean- code="org. j boss. portal . j ens. as. syst em JBossSer vi ceMbdel MBean" >
<xmbean/ >
<depends>j boss: servi ce=Mai | </ depends>
<depends>portal : servi ce=Modul e, t ype=I denti t ySer vi ceControl | er </ depends>
<attribute name="QueueCapacity">-1</attri bute>
<attribute name="Gat eway">l ocal host</attri bute>
<attribute name="Snt pUser"></attri bute>
<attribute name="Snt pPassword"></attri bute>
<attribute name="JavaMai | DebugEnabl ed" >f al se</attri bute>

[4] http://www.hibernate.org/hib_docs/v3/reference/en/html/sessi on-configuration.html#configuration-optional -dial ects
[5] http://www.hibernate.org/hib_docs/v3/reference/en/html/sessi on-configuration.html#configuration-optional -dialects
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<attribute name="SMIPConnecti onTi meout">100000</attri bute>
<attribute name="SMIPTi meout">10000</attri bute>
<attribute name="JNDI Nanme">j ava: portal / Mai | Modul e</ attri but e>
</ mbean>
Here you can specify a different SMTP server than localhost, then precise the SMTP username and SMTP pass-

word to use to send emails.
For example, to use GMail's SMTP server:

<mbean
code="org.j boss. portal.core.inpl.nmail.Mil Mdulelnpl"
nane="portal : servi ce=Mdul e, t ype=Mai | "
xnbean- dd=""
xnmbean- code="org.j boss. portal .jens. as. system JBossSer vi ceMbdel MBean" >
<xmbean/ >
<depends>j boss: servi ce=Mai | </ depends>
<depends>port al : servi ce=Modul e, t ype=I denti t yServi ceControl | er</ depends>
<attribute name="QueueCapacity">-1</attri bute>
<attribute name="Gat eway">sntp.gnail.conx/attribute>
<attribute name="Snt pUser">user nane@nai | . conx/attri bute>
<attribute name="Snt pPasswor d">myPassword</attri bute>
<attribute name="JavaMi | DebugEnabl ed" >f al se</attri bute>
<attri bute name="SMIPConnecti onTi neout">100000</attri but e>
<attri bute name="SMIPTi meout " >10000</attri but e>
<attribute name="JNDI Nane">j ava: portal / Mai | Mbdul e</ attri but e>
</ nbean>

Note

If you have a'standard’ setup and a mail server installed (That's the case on most Linux distribution out of
the box), it will work out of the box.

3.5. Setting up proxy settings

There are a couple of scenarios where you will need your proxy to be correctly defined at the VM level so that you
can access documents from Internet. It could be to get the thirdparty libraries if you decided to build JBoss Portal
from the sources, to access RSS feeds or weather information in the samples portlet we provide or for your own
needs.

To set up the proxy settings you will need to know the proxy host and the port to use then add them when starting
java.

Usually setting up JAVA_OPTS environment variable to -Dhttp. proxyHost =YOUR PROXY_HOST - Dht -
t p. pr oxyPort =YOUR_PROXY_PORT is enough.

3.6. Disabling dynamic proxy unwrapping

JBoss Portal use the JBoss Microkernel for the service infrastructure. The JBoss Microkernel provides injection of
services into other services, aso known as wiring. Unfortunately it is only possible to inject dynamic proxies that
talks to the MBeanServer due to the fact the Microkernel is IMX based. The overhead at runtime is minimal since
the Microkernel implementation is highly optimized, however when it is used with Java 5 a noticeable bottleneck
appears due to the fact that the implementation of the IMX API classes javax.management.* provided by the Java
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Platform performs synchronization. This does not happen under JDK 1.4 since those classes are implemented by
JBoss MX.

JBoss Portal services use a special kind of Model MBean called JBossServiceModelMBean which allows to un-
wrap the injected dynamic proxies and replace them by the real POJO services. This allows to remove the bottle-
neck with Java 5 and provide an extra boost of performances on JDK 1.4. By default that feature is enabled but it is
possible to disabled it using command line arguments.

>run. sh -Dportal . kernel.no_proxi es=fal se
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Roy Russo <roy at jboss dot org>

Boleslaw Dawidowicz <bol esl aw dot dawi dowi cz at redhat dot con»

Warning

Before performing any instructions or operations mentioned below remember to backup your database con-
tent and the whole application server directory!

4.1. Manual upgrade

Although database schema remains the same in JBoss Portal 2.6 there are several differences that prevent from
simple deployment of newest portal version using JBoss Portal 2.4 database. In this chapter we will list major ones
and give instructions on how to manually update proper data.

Upgrading procedure can be quite straightforward:

* Remove $IBOSS HOM E/ser ver/default/deploy/jboss-portal.sar file.
e Update datain portal database like described in following sections of this chapter

» Deploy JBoss Portal 2.6

41.1. Theme
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Legged in as: admin

Dashboard | Admin | Logout

estWithAjax Weather

JBoss Portal 2.6

. L JBoss Portal provides an open source platform for
® ms hosting and serving a portal Web interface,
t publishing and managing its content, and
H i s o dvision of Red Hat rliistnmizinn ite evnerienre While mnst narkanad

Themesin 2.6 version changed as now they contain additional areas - the best example is upper right corner where
links like "Login", "Admin", "My Dashboard" are visable. If you use default theme like "renaissance”" that is
present in 2.6, you shouldn't need to do anything. To update your custom themes please refer to those bundled with
portal as an example.

Note

If you stay with old theme files you may find JBP 2.6 unusable to the point that you may not even be able
tologin

4.1.2. Database

Note

All things described in this section can be done using AdminPortlet. Treat this directions more as guideline
if you need to automate migration for big portal deployment.

Database schema wasn't changed between 2.4 and 2.6 releases, but still content that is kept in it changed slightly in
few areas. You can easily update the data manually by using tools proper for your RDBMS. If you use MySQL you
can use MySQL Query Browser that can be downloaded from MySQL website.

Note

Instructions below refer to standard JBoss Portal 2.4 deployment. If you named core portlets, portlet in-
stances or portlet windows differently you will need to make proper modifications in those steps.
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MySQL Query Browser - root@localhost via socket

Fle Edit View Query Script Tools Help
SELECT * FROM |BP_INSTANCE | LIMIT 0,1000 ‘ -
E::cﬁte m
TPK | ID PORTLET_REF MODIFIABLE SER_STATE Schemata | Bookmarks l Histﬂwl
1 NavigationPortletinstance local.portal.NavigationPortlet 4 H =
2 UserPortletinstance local.portal.UserPortlet EY =] ~ - portal24 [+]
3 RolePortletinstance local.portal.RolePortlet =] b [ JBP_CONTEXT —
4 CatalogPortletinstance local portal.CatalogPortlet LWy =]
5 CMSPortletinstance local portal. CMSPortlet =] b [T JBP_INSTANCE_PER_USER
6 CMSAdminPortletinstance local.portal. CMSAdminPertlet Al b [7] JBP_INSTANCE_SECURITY
7 ManagementPortletinstance local.portal.ManagementPortlet EY=| b [7] JBP_INSTANCE_SECURITY_ACTIONS m
8 HeaderContentPortletinstance local.samples . HeaderContentPortlet =] b [T JBP_OBJECT_NODE
9 WeatherPortletinstance local.samples WeatherPortlet Al b [7] |BP_OBJECT_NODE_SEC
10 NewsPortletinstance local samples NewsPortlet aH b [7] JBP_OBJECT_NODE_SEC_ACTIONS
11  JSPPortletinstance local.samples.|SPPortlet aH b [T JBP_PAGE
12 URLPaortletinstance local.samples.URLPortlet =] b [7] JBP_PORTAL
13 NewsPortletinstance2 local._1 aH > |BP_PORTAL_MODE
14  TestPortletinstance local.samples TestPortlet Al b [7] |sBP_PORTAL_OBJECT B
15  PortletAlnstance local samples PortletA aH
16 PortletBInstance local.samples PortletB L= syntax |Functi0ns l Params }Trxl
17  SecuredTestPortletinstance local.samples.SecuredTestPortlet A H - |
18  CharsetPortletinstance local samples CharsetPortlet 4 H | | [¥ & Data Manipulation —~
19 CounterPortletinstance local.samples.CounterPortlet L= &4 DELETE
20  CachedCounterPortletinstance local.samples.CachedCounterPortlet a4 H &iDO ]
21 ExceptionPortletinstance local.samples ExceptionFortlet a4 H &3 HANDLER
22 PortletSessionPortletinstance  local.samples PortletSessionPortlet L= 53 INSERT
23 EncodingPortletinstance local samples EncodingPortlet aH &% LOAD DATA INFILE
3 REPLACE
23 rows fetched in 0:00.0789 # Start Editing M Frst M Last P Search 53 SELECT =)
Query finished

4.1.2.1. Portlet names
Names of few core bundled portlets changed. To update them you need to:

InIBP_INSTANCES table:

¢ Change "local.portal. CMSPorlet" in PORTLET_REF column to "local ./portal-cms.CMSPortlet”
¢ Change "local.portal. CMSAdminPorlet" in PORTLET _REF column to "local./portal-cms.CMSAdminPortlet"

e Change "local.portal.ManagementPorlet" in PORTLET REF column to "local./portal-admin.AdminPortlet"

Note
Instead of editing database you can destroy those instances in AdminPortlet and recreate them.

NavigationPortlet from JBP 2.4 is not present anymore. Its functionality is now realized by PageCustomizerInter-
ceptor so al references to NavigationPortlet should be removed from all portal pages. You can do it either by
cleaning up database content or by using AdminPortlet in Portal interface. In database you should remove:

* Rows containing "local .portal.NavigationPortlet" in "PORTLET_REF" column in "JBP_INSTANCES' table.
* Rows containing "NavigationPortletlnstance" in "INSTANCE_REF" column in "JBP_WINDOW" table.

* Rows containing "NavigationPortletWindow" in "NAME" column in "JBP_OBJECT" table.
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Note
Instead of editing database you can just remove NavigationPortletlnstance using AdminPortlet.

4.1.2.2. CMS

Thisis probably the less trival part to do directly in database. In JBP 2.6 version the way that CM S content is being
displayed changed significantly. Please refer to Content Integration and CMS Portlet chapters for more informa-
tion. Basically currently there is no need to have more than one instance of CMSPortlet and the portlet window dis-
plays CMS content not by referring to that portlet instance but by having proper content-type defined. In "default-
object.xml you will find following configuration:

<wi ndow>
<wi ndow nane>CMSW ndow</ wi ndow nane>
<cont ent >
<content-type>cns</content-type>
<content-uri>/default/index. htm </content-uri>
</ cont ent >
<r egi on>cent er </ r egi on>
<hei ght >0</ hei ght >
</ w ndow>

Open JBP_OBJECT_NODE table in your database schema. By looking at PATH column you will easily find any
occurances of CMSin your portal deployment

MySQL Query Browser - root@localhost via socket

File Edit View Query Script Toels Help
SELECT * FROM |BP_OBJECT_NODE | LIMIT 0.1000 . m
Execute
% PK | PATH MAME PARENT_KEY || | Schemata Backmarks}H\stcrﬂ
1 2
2 default default a4 = | portal
3 default default default 2 - || portal24
4 default.default CatalogPortletWindow CatalogPortietWindow 3 b [ jaP_CONTEXT
5 default.default DefaultCMSPortletWindow DefaultCMSPortletWindow E b [ JBP_INSTANCE
6 default default UserPortletWindow UserPortletWindow 3 P JBP_INSTANCE_PER_USER
7 defaultdefault JSPPortietWindow JsPPartietwindow 3 b T |8P INSTANCE SECURITY
8 default.default.NavigationPortletWindow NavigationPortletWindow 3
9 default News News 5 Syntax | Functions l Params lTrx \
10 default.News UserPortletWindow UserPortletWindow 9 )
11 default.News .NewsPortletWindow NewsPortletWindow 9 - Data Manipulation
12 default News WeatherPortletWindow WeatherPortletWindow 9 | &3 DELETE
-
71 rows fetched in 0:00.0102 # Start Editing M Frst ® Last A Search # D0
Query finished.

For any row you will identify as referring to CMSPortletWindow in your system remember the number in PK
column. It will be needed in next steps

Goto JBP_WINDOW table and find row with the same PK value like the one from JBP_OBJECT_NODE table.
In such row replace "CMSPortletinstance” with a path to your CM S resource. For example by default portal is dis-
playing "/default/index.html™.

Goto JBP_PORTAL_OBJECT_PROPS table and add arow containing:

JBoss Release 2.6.3 23



Upgrading 2.4 - 2.6

e The number you remembered in "OBJECT_KEY" column.
e "portal.windowContentType" in "NAME" column.

e "cms'in"jbp_VALUE" column.

Note

Remember that you can aso change portlet window content type and configure path to CM S resource us-
ing AdminPortlet
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Roy Russo <roy@ boss. or g>
Chris Laprun <chris. | aprun@ boss. con»

Thomas Heute <t honas. heut e@ boss. conp

5.1. JSR-168 Overview

The JSR-168 specification aims at defining porlets that can be used by any JSR-168 portlet container also called
portals. There are different portals out there with commercial and non-commercial licences. In this chapter we will
briefly describe such portlets but for more details you should read the specifications available on the web.

Note

This section is a brief overview of the JSR-168 Portlet Specification [1] , and it does not cover the topicsin
great detail. We strongly encourage portlet developersto read the Specification that can be found here[2] .

As of today, JBoss portal is fully JSR-168 compliant, that means that any JSR-168 portlet will behave as it should
inside the portal.

5.1.1. Portal Pages

A portal can be seen as pages with different areas and inside areas, different windows and each window having one
portlet.

[1] http://www.jcp.org/en/jsr/detail 21d=168
[2] http://www.jcp.org/en/jsr/detail 71 d=168
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|___——Decorations and controls

[@ <Title> I [m] [E] (4]

AT

|__——Portlet fragment

<Portlet content> | _—Portlet window

|6 <Title> M [EIH || [[E <Title> M [m] [E] [H] | — Portal page

<Portlet content> <Portlet content>

|[8] <Title> M ] [E] (] |

<Portlet content>

5.1.2. Rendering Modes

A porlet can have different view modes, three modes are defined by the specification but a portal can extend those
modes. The 3 modes are:

* VIEW - Generates markup reflecting the current state of the portlet.
e EDIT - Should allow a user to customize the behavior of the portlet.

* HELP - Should provide some information to the user as to how to use the portlet.

5.1.3. Window States

Window states are an indicator of how much page rea-estate a portlet should consume on any given page. There
are 3 states defined by the specification:

e NORMAL - A portlet shares this page with other portlets.

*  MINIMIZED - A portlet may show very little information or none at all.
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e MAXIMIZED - A portlet may be the only portlet displayed on this page.

5.1.4. Section Status

This overview of the portlet specification, is awork in progress. Check back for more in-depth analsis of the spe-
cification, but please read on for real-world cases of how to leverage the specification.

5.2. Tutorials

The tutorials contained in this chapter are targetted toward portlet developers. Although they are a good starting
and reference point, we do heavily recommend that portlet developers read and understand the Portlet Specification
(JSR-168) [3]. We aso recommend using our JBoss Portal User Forums [4] for user-to-user help, when needed.

5.2.1. Deploying your first portlet

5.2.1.1. Introduction

This section will introduce the reader to deploying his first portlet in JBoss Portal. It requires you download the
HellowWorldPortlet from PortletSwap.com, using thislink [5].

5.2.1.2. Package Structure

Portlets are packaged in WAR files, just like other JEE applications. A typical portlet WAR file can also include
servlets, resource bundles, images, HTML, JSPs, and other static or dynamic files you would commonly include.

- 5 helloworldportet, war
]

=+ META-IMNF
L 3 MAMIFEST. MF Library containing our Partlet class file
= WEB-TMF
= [ lib
L @ helloworldportiet-ib, jar
— % helloworld-object.xml
— [xl Dorﬂet—iﬂsmW
— x| portet.xml

— x| web,xml

Proprietary JBozz Portal descriptors

JER 168 portlet descriptor

Standard web-app descriptor

5.2.1.3. Portlet Class

Included in the download bundle [6] you should have one java source filee HellowrldPort-
I et\'src\main\org\jboss\portlet\hello\HellowrldPortlet.java,and it should contain the following:

[3] http://www.jcp.org/en/jsr/detail 71 d=168

[4] http://jboss.org/index.html ?modul e=bb& op=viewforum& f=215

[5] http://anonsvn.jboss.org/repos/portletswap/portlets/2_6/bundles/HelloWorldPortlet.zip
[6] http://anonsvn.jboss.org/repos/portletswap/portlets/2_4/bundles/HelloWorldPortlet.zip
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package org.j boss. portlet. hello;

i mport javax.portlet.GenericPortlet;

i mport javax.portlet.PortletException;

i mport javax. portlet.Render Request;

i mport javax. portlet.Render Response;

i mport javax.portlet. Unavail abl eExcepti on;
i mport java.io.| OException;

inmport java.io.PrintWiter;

public class Hell oWwrl dPortl et extends GenericPortl et

{
protected voi d doVi ew( Render Request rRequest, Render Response rResponse)
throws Portl et Exception, |OException, Unavail abl eException
{
r Response. set Cont ent Type("text/htm ");
PrintWiter witer = rResponse.getWiter();
witer.wite("Hello World!");
witer.close();
}
}

Now let's dissect our simplest of portlets:

public class Hell oWwrl dPortl et extends GenericPortl et

All Portlets MUST implement the j avax. portl et. Portl et interface. The Portlet APl aso provides a conveni-
ence implementation of this interface in the form of the j avax. portlet. GenericPortl et classwhich, anong
other things, implementsthe Portl et render method to dispatch to abstract mode-specific methods to make it
easier to support the standard portlet modes. It also provides a default implementation for pr ocessActi on, i nit
and dest or y methods. It is recommended to extend Generi cPort | et for most cases.

protected voi d doVi ew( Render Request rRequest, Render Response rResponse) throws
Port| et Excepti on, | OException, Unavail abl eExcepti on

As we extend from Generi cPortl et and we are only interested in supported the vi Ewmode, we only need to
implement the dovi ew method, and GenericPortlet's render implementation will call our implementation
when the vi Ewmode is requested.

r Response. set Cont ent Type("text/htm ");

Just like in the servlet-world, you must declare what content-type the portlet will be responding in. Y ou need to
do this before starting to write content or the portlet will throw an exception.

PrintWiter witer = rResponse.getWiter();
witer.wite("Hello World!");
witer.close();

Here we output the text Hel | o Wor 1 d! in our portlet window.

Note

Portlets are responsible for generating markup fragments, as they are included on a page and surrounded by
other portlets. In particular, this means that a portlet outputting HTML MUST not output any markup that
cannot be found in abody element.
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5.2.1.4. Application Descriptors

JBoss Portal requires certain descriptors be included in your portlet WAR, for different reasons. Some of these
descriptors are defined by the Portlet Specification, some are specific to JBoss Portal.
= belloworldportet, war

|

=+ META-IMNF
L 3 MAMIFEST. MF Library containing our Partlet class file
= WEB-TMF
= [ lib
L @ helloworldportist-ib.jar
— x| helloworld-object.xml
L # Dorﬁet—iﬂsmW
— &l portet.xml

— x| web,xml

Proprietary JBozz Portal descriptors

JSR 168 portlet descriptar

Standard web-app descriptor

Now let's explain what each of these does:

e portlet.xm

<?xm version="1.0" encodi ng="UTF-8""?>
<portlet-app xm ns="http://java.sun.com xm /ns/portlet/portlet-app_1_0.xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi : schenalLocati on="http://java.sun.com xm /ns/portlet/portlet-app_1 0.xsd
http://java. sun. conf xm /ns/portlet/portlet-app_1_0.xsd"
versi on="1.0">
<portlet>
<portl et - nane>Hel | oWbr| dPort| et </ portl et - name>
<portlet-class>org.jboss.portlet.hello.HellowrldPortlet</portlet-class>
<support s>
<m me-type>text/htm </ m nme-type>
<portl et - nrode>VI EW./ port| et - nrode>
</ support s>
<portlet-info>
<title>Hel |l oWbrld Portlet</title>
</portlet-info>
</portlet>
</ portl et -app>

Thisfile must adhere to its definition in the Portlet Specification. Y ou may define more than one portlet applic-
ationinthisfile.

<portl et-nanme>Hel | oWwbr| dPortl et </ portl et -nane>
Define your portlet name. It does not have to be the Class name.
<portlet-class>org.jboss.portlet.hello.HellowrldPortlet</portlet-class>
The Fully Qualified Name (FQN) of your portlet class must be declared here.

<support s>
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<m ne-type>text/htm </ m ne-type>
<portl et - node>VI EW/ portl et - node>
</ support s>

The support s element allows you to declare all the markup types your portlet supportsin the r ender meth-
od. This is accomplish via the ni nme- t ype element, which is required for every portlet. Of course, the de-
clared MIME types must match the capability of the portlet. It also allows you to pair which modes and
window states are supported for each markup type. In out case, as all portlets must support the VIEW port-
let mode, we didn't have to declare it. We did need to declare that our portlet supports the t ext/ ht m

markup type. Hence, we are letting the portal know that it will be outputting text/html and only support a
VIEW mode.

<portlet-info>
<title>HelloWwbrld Portlet</title>
</portlet-info>

The portlet's title will be displayed as the header in the portlet window, when rendered, unless it is overrid-
den programmatically.

® portlet-instances. xm

<?xm version="1.0" standal one="yes"?>
<! DOCTYPE depl oynents PUBLI C
"-//JBoss Portal//DTD Portlet Instances 2.6//EN
"http://ww. jboss. org/ portal /dtd/ portlet-instances_2 6.dtd">
<depl oynent s>
<depl oynent >
<i nst ance>
<i nstance-i d>Hel | owr | dPort| et | nstance</instance-i d>
<portlet-ref>Hel |l oWorl dPortlet</portlet-ref>
</instance>
</ depl oynent >
</ depl oynent s>

Thisis aJBoss Portal specific descriptor that allows you to create instances of portlets. Theportlet-ref vaue
must match the port | et - nane value given in the packaged port 1 et . xm . Thei nst ance-i d value can be named
anything, but it must matchi nst ance-ref valuesgivenin *-obj ect. xnl files aswe shall below.

* hell oworl d-object.xmn

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE depl oynments PUBLI C
"-//JBoss Portal //DID Portal Object 2.6//EN'
"http://ww.jboss. org/ portal /dtd/ portal -object_2 6.dtd">
<depl oynent s>
<depl oynent >
<parent - ref >def aul t . def aul t </ parent -ref >
<if-exists>overwite</if-exists>
<wi ndow>
<wi ndow nanme>Hel | oWor | dPort | et W ndow</ wi ndow nane>
<i nstance-ref>Hel | oWor| dPortl etl nstance</i nstance-ref>
<r egi on>cent er </ r egi on>
<hei ght >1</ hei ght >
</ wi ndow>
</ depl oyrment >
</ depl oynent s>

*-obj ect.xm files are JBoss Portal specific descriptors and allow users to define the structure of their portal
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instances as well as create/configure their windows and pages. In our example, we create a portlet window, spe-
cify that it will display the markup generated by the Hel | owor | dPort | et I nst ance portlet instance, assign it to
the def aul t. def aul t page, and specify where it should appear on that page.

<parent - ref>defaul t. def aul t </ parent-ref>

Tells the portal where this portlet should appear. In this case, def aul t. def aul t Specifies that this portlet
should appear in the portal instance named def aul t and the page named def aul t .

<if-exists>overwite</if-exists>

Instructs the portal to overwrite or keep this object if it already exists. Possible values are overwrite or
keep. overwrite will destroy the existing object and create a new one based on the content of the deploy-
ment. keep Will maintain the existing object deployment or create anew oneif it does not yet exist.

L]
<wi ndow nane>Hel | oWor | dPort | et W ndow</ wi ndow nane>
Can be named anything.
L]
<i nstance-ref >Hel | oWwbr| dPort | et | nst ance</i nst ance-ref>

The value of instance-ref must match the value of one of the i nstance-id found in portlet-in-
stances. xm .

<r egi on>cent er </ r egi on>
<hei ght >1</ hei ght >

Specify the layout region and order this window will be found on the portal page.

To illustrate the relationship between the descriptors, we have provided this simple diagram

<deployment>
<instance>
<instance-id>HelloWorldPortletInstance< /instance-id>
<portlet> <portlet-ref> HelloWorldPortlet< /portlet-ref>
<portlet-name>HelloWorldPortlet</ portlet-name> T
<portlet-:lass}org.jboss.portlet.hellommet-dass} </deployment> f
<supports>
<mime-type>text/html</mime-type>
<portlet-mode >VIEW< / portlet-mode> I
</supports> <deployment>
<portlet-info> i <parent-ref>default.default< /ffarent-ref>
<title>HelloWorld Portlet</title> <if-exists>overwrite</ if-exisfE>
< fportlet-info> <window>
</ portlet> <window-name>HelloWorlli PortletWindow </ window-name>

<instance-ref>HelloWorld PortletInstance</instance-ref>
<region>center</region>
<height>1</height>
< fwindow>
<fdeployment>

Portal 2.6 introduces the notion of content type, which is a generic mechanism to specify which content will be dis-
played by a given portlet window. The wi ndow section of the previous example can be re-written to take advantage
of the new content framework, resulting in the following deployment descriptor:

<?xm version="1.0" encodi ng="UTF-8""?>
<! DOCTYPE depl oyments PUBLIC
"-//JBoss Portal//DTD Portal Cbject 2.6//EN'
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"http://ww. jboss. org/portal /dtd/portal -object_2_6.dtd">
<depl oynment s>
<depl oynent >
<parent -ref >def aul t . def aul t </ parent - r ef >
<if-exists>overwite</if-exists>
<wi ndow>
<wi ndow nane>Hel | oWr | dPort | et W ndow</ wi ndow nane>
<cont ent >
<content-type>portlet</content-type>
<content-uri>Hel | oWwr | dPortl et nstance</content-uri>
</ cont ent >
<r egi on>cent er </ r egi on>
<hei ght >1</ hei ght >
</ wi ndow>
</ depl oyment >
</ depl oynent s>

This declaration is equivalent to the previous example. We specify that the content being displayed by the Hel | o-
Vor | dPort | et Wndow isaport! et content. The content URI identifies which content to be displayed, in this case,
the Hel | ovor | dPort | et | nst ance. It is possible to declare windows with a cns content type and use directly the

path to the file in the CM S to make the window show the content of the associated file. That behavior is pluggable
and it is possible to plug virtually any kind of content.

5.2.1.5. Building your portlet

If you have downloaded the sample, you can execute the build.xml with ant or inside your IDE. Executing the de-
pl oy target will compile al the source files and produce a hel | owor | dportl et. war file under Hel | ovor | dPort -
| et\ hel |l oworl dportl et. war

CAWINDOWS\system32\cmd.exe

C:\projects\HelloWorldPortlet>ant deploy
Buildfile: build.xml

Created dir: C:\projects\HelloWorldPortlet\output\classes
Created dir: \projects\HelloWorldPortlet\output\lib
Created dir: C:\projects\HelloWorldPortlet\output’lib\exploded

Compiling 1 source file to C:\projects\HelloworldPortlet\output'classes
] Building jar: C:\projects\He11oWor1dPort]et\output\1ib\he]10wor1d?ort1et—1ib.jar

Cop¥ing 1 file to C:\projects\HelloworldPortlet\src\resources\helloworldportlet-war\WEE-INF\11b
1 Building jar: C:\projects\HellowWorldPortlet\outputh1lib\helloworldportlet.war

BUILD SUCCESSFUL
Total time: 1 second
C:\projects‘\HellowWorldPortlets_

If you want to create an expanded WAR directory, after executing the above deploy target, you should execute the
expl ode target.
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CAWINDOWS\system32\cmd.exe

\projects\HelloWor1dPortlet>ant explode
dfile: build.xm]

] Compiling 1 source file to C:\projects\HelloWorldPortlet\output\classes

J Building jar: C: prOJ #11ohor1dPorf1et .out Jib\hellow ortlet-Tib. jar

r] Copying 1 F11# to C: “He jor 7 ; rc el loworldport]et-war\WEB-INF\1ib
] Building jar: C: prU]ELtanp11ohorWdPUrprfn t ) \h wor 1dportlet.war

Process archive helloworldportlet.war

BUILD SLTICCESSFLIL
Total time: 1 second
C:\projects‘\HelloworldPortlets_

The above target will produce the following:

= ) HelloworldPortlet
= b
= ) output
) Classes
= ) b
=] exploded
= 1) helloworldportlet.war
) META-INF
= ) WEB-INF
= b
I src

This will deflate hel | owor | dportl et . war, and alow you to deploy it as an expanded directory. It will work just
the same but is easier to work with during development as you can easily modify the XML descriptors, resources
files, JSF/JSP pages. A simplet ouch operation (or equivalent) on the web. xm file will let any live JBoss Applica-
tion Server instance know that it needs to hot-redeploy your web application.

5.2.1.6. Deploying your portlet

Deploying a portlet is as simple as copying/moving hel | owor | dport| et . war tO your server depl oy directory. Do-
ing this on arunning instance of JBoss Portal and application server, will trigger a hot-deploy of your portlet:

18: 25: 56, 366 I NFO [Server] JBoss (MX M croKernel) [4.2.2.GA (build:
CVSTag=JBoss_4 0 _5_ GA dat e=2006000000)] Started in 1m 3s: 688ns
18: 26: 21, 147 I NFO [ Tontat Depl oyer] depl oy, ctxPath=/hel | owor| dportlet,
war Url =.../tnp/depl oy/ t np35219hel | owor | dport | et - exp. war/

Pointing your browser to http://localhost:8080/portal/, should yield a view of our HelloWorldPortlet, added to the
default page of Portal:

JBoss Release 2.6.3 33


http://localhost:8080/portal/

Portlet Primer

JBossPortal

News Test TestWithAjax

z7] |
2R

Demo. Download. Accessorize.

Weather

| Greetings!

This is a basic installation of JBoss Portal
2.6.0-GA. You may log in at any time, using
the Login link at the top-right of this page,
with the following credentials:

®° 55 ides sti servi
L R T T T T ® JBo: Portal. provides an open. soUrce platform fgr hosting and serving a
e ms portal Web interface, publishing and managing its content, and
If you are in need of guidance with regards » customizing its experience. While most packaged Portal frameworks
to navigating, configuring, or operating the ® [ a dvision of Red Hat help enterprises launch Portals more quickly, only JBoss Portal delivers

portal, please view our online documentation. the benefits of a zero-cost open source license combined with a

flexible and scalable underling platform.

User portlet = &7 |

You are currently not logged in.

Support Services PortletSwap Project Information

You can create an account.
JBoss Inc. offers various Portletswap.com is an open community Learn more about the JBoss Portal
support services tailored to fit sponsored by JBoss, Inc. to facilitate the project, on-going development,
your needs. Explore support exchange of portlets and layouts for open issues, and our user and
and service options for JBoss use in JBoss Portal. developer communities.
Fortal.

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we enjoy
developing it!

Baci e abbracci,
The JBoss Portal Team.

HelloWorld Portlet = &

Hello World!

Powered by 1Boss Portal

5.2.2. A Simple JSP Portlet

5.2.2.1. Introduction

This section will introduce the reader to deploying a simple JSP portlet in JBoss Portal. It requires you download
the HelloWorldJSPPortl et from PortletSwap.com, using thislink [8].

This portlet will introduce you to using JSPs for view rendering and the portlet taglib for generating links.

5.2.2.2. Package content

The application descriptors for this portlet are similar to the ones we saw in Section 5.2.1.4. See the Section 6.2
chapter on descriptors for more details.

[8] http://anonsvn.jboss.org/repos/portletswap/portlets/2_4/bundles/HelloWorldJSPPortlet.zip
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- 5 helloworldisppor et war
£ 3 META-INF
= WEB—IN:___—'___!_____._)
& £ Jp
al edit.jsp
al help.jsp

5

JSPs usedfor rendering view

L=

wWiEw, JSp Library containing our Portlet class file
al wiew?2,jsp
= [ lib

L@ helloworldjspportet-it, jar
— &l hellowaorld-obiject.xml
— =] p@rﬂet—iﬂstaﬂcesﬂ//
— x| portet.xml
— &l web xml

As you can see in the figure above, the package content is what you'd expect from a traditional web application
augmented with the portlet- and JBoss Portal -specific application descriptors.

Proprietary JBoss Portal descriptors

JER 162 portlet descriptor

Standard web-app deszcriptor

5.2.2.3. Portlet Class

Included in the download bundle [9] you should have one java source file: Hel | oworl dJSPPort -
I et\'src\main\org\jboss\portlet\hello\HellowrldJSPPortl et .| ava, containing the following:

package org.]j boss. portlet. hello;

i mport javax.portlet.Acti onRequest;

i mport javax.portlet.Acti onResponse;

i mport javax.portlet.GenericPortlet;

i mport javax.portlet.PortletException;

i mport javax.portlet.Portl et Request D spatcher;
i mport javax. portlet. Render Request;

i mport javax. portlet.Render Response;

i mport javax. portlet. Unavail abl eExcepti on;

i mport java.io.| OException;

public class Hell oWwrl dJSPPortl et extends GenericPortl et
{

protected voi d doVi ew( Render Request rRequest, Render Response rResponse)
throws Portl et Exception, |OException, Unavail abl eException
{

r Response. set Cont ent Type("text/htm");
String sYourName = (String) rRequest.getParaneter("yournane");

i f(sYourName != null)
{
rRequest . set Attri but e("yournanme", sYourNane);
Port| et Request Di spat cher prd = getPortl et Cont ext ()
. get Request Di spat cher ("/WEB- | NF/ j sp/ vi ew2. j sp");
prd.incl ude(r Request, rResponse);
}

el se

{
Port| et Request Di spat cher prd = getPortl et Cont ext ()

[9] http://anonsvn.jboss.org/repos/portletswap/portlets/2_4/bundles/HelloWorldJSPPortlet.zip
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. get Request Di spat cher ("/VEB- | NF/ j sp/ vi ew. j sp");
prd.incl ude(rRequest, rResponse);

}

public void processAction(Acti onRequest aRequest, Acti onResponse aResponse)
throws Portl et Exception, | OException, Unavail abl eExcepti on

{
String sYournane = (String) aRequest.get Paraneter("yournane");
/1 do sonet hi ng
aResponse. set Render Par anet er ("your nane", sYour nane);

}

protected voi d doHel p(Render Request rRequest, Render Response rResponse)
throws Portl et Exception, |OException, Unavail abl eException

{
r Response. set Cont ent Type("text/htm ");
Port| et Request Di spatcher prd = getPortl et Cont ext ()
. get Request Di spat cher ("/WEB- | NF/ j sp/ hel p.j sp");
prd.incl ude(r Request, rResponse);
}

protected voi d doEdi t (Render Request rRequest, Render Response rResponse)
throws Portl et Excepti on, | OException, Unavail abl eExcepti on

{
r Response. set Cont ent Type("text/htm ") ;
Port| et Request Di spat cher prd = get Portl et Cont ext ()
. get Request Di spat cher ("/VEB-I NF/jsp/edit.jsp");
prd.incl ude(rRequest, rResponse);
}

}
Now let's look at some of our methods:

prot ected void doHel p(Render Request rRequest, Render Response rResponse) { ... }
/1 And
protected voi d doEdi t (Render Request rRequest, Render Response rResponse) { ... }

Support for these Modes must be declared in the portlet.xml. They will be triggered when a user clicks on the
respective icons in the portlet window titlebar, or through generated links within the portlet.

public void processAction(Acti onRequest aRequest, Acti onResponse aResponse)
throws Portl et Exception, |OException, Unavail abl eException

{
String sYourname = (String) aRequest. get Paraneter ("yournanme");
/1 do sonet hi ng
aResponse. set Render Par anet er ("your nane", sYour nane);

}

This method will be triggered upon clicking on an Acti onURL from our vi ew. j sp. It will retrieve your nane
from the HTML form, and passit along as ar ender Par anet er to the dovi ew() method.

r Response. set Cont ent Type("text/htm ");
Just like in the servlet world, you must declare which kind of MIME type of the content the portlet will be gen-
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erating.

protected voi d doVi ew( Render Request rRequest, Render Response rResponse)
throws Portl et Exception, |OException, Unavail abl eException

In this case, our dovi ew implementation is responsible for dispatching to the appropriate JSP view. jsp or
vi ew2. j sp, depending on the existence of the your name parameter passed in from pr ocessAct i on.

5.2.2.4. JSP files and the portlet taglib

Of importance in this tutorial are the two view JSPs. The first, vi ew. j sp, alows the user to input his name, which
isthen posted to the pr ocessActi on method in our portlet class, set asar ender Par anet er , then ther ender method
isinvoked (in our case, doVi ew, which then dispatches to our vi ew2. j sp).

POST i kS J Render i A 3 Dispatcherincludel) - —
_—_—nm _Ll_--\-' —_—efie L e —_— - —
b OY b OY =
b b
Viewjsp praocessActionl) dattiewl) Yiew2jsp

Now let's have alook at our vi ew. j sp:

<U@taglib uri="http://java.sun.confportlet" prefix="portlet" %
<portl et: defi netojects/>

<div align="center">
This is a sinple Hel loWwrld JSP Portlet. Type in a nane and it will dispatch
to the view2.jsp to print out your nane.
<br/>

<form acti on="<portl et:acti onURL><port| et: param nane="page" val ue="nai nvi ew'/ >
</portlet:acti onURL>" nethod="PCOST">

Nane: <br/>
<i nput type="text" name="yourname"/>
</ forne
<br/>
You can also link to other pages, using a renderURL, |ike <a

href="<portl et:render URL><port| et: param name="your nane" val ue="Roy Russo">
</ portlet:paranp</portlet:render URL>" >t hi s</ a>.
</div>

<Y@taglib uri="http://java.sun.conl portlet” prefix="portlet" %
Define the portlet taglib. Y ou do NOT need to bundle the portlet taglib, JBoss Portal will handle that for you.

<portlet:definelbjects/>

Calling def i neCbj ect s makes available implicit objects, such asrender Request, acti onRequest, portl et -
Confi g, in this JSP.

<form acti on="<portl et:acti onURL><port| et: param nanme="page" val ue="nmi nvi ew'/ >
</portlet:acti onURL>" nethod="POST">
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We create an HTML form, but generate the URL it will post to using the portlet tag library. In this case, notice
how we are creating an act i onURL, which will activate our pr ocessAct i on method, passing in any input para-
metersin the form.

<a href="<portlet:render URL><portl| et: param nane="your name" val ue="Roy Russo">
</ portlet:paranmp</portlet:render URL>" >

Likewise, we are able to create alink to our dovi ew method, by simply creating it with ar ender URL, that passes
in our your name parameter.

5.2.2.5. Building and deploying your portlet

If you have downloaded the sample, you can execute the build.xml with ant or inside your IDE. Executing the de-
pl oy target will compile al source files and produce ahel | owor | dj spport| et. war filein away similar to what we
saw in Section 5.2.1.5.

The expl ode target will produce the following:

= g2 HelloworldlsPPortlet

) .svn
i) lib
= | output
) classes
= ) lib
SN | ex ploded
= | helloworldjspportiet.war
) META-INF
= ) WEB-INF
=D jsp
= b
% src

Deploying the portlet is as easy as copying/moving the hel | owor | dj spportl et . war file to the server depl oy dir-
ectory. We can then see our portlet on the Portal default page (http://local host:8080/portal/):

JBoss Release 2.6.3 38


http://localhost:8080/portal/

Portlet Primer

JBossPortal Login

TestWithAjax Weather

kD
m;

Greetings!

Demo. Download. Accessorize.

This is @ basic installation of JBoss Portal
2.6.0-GA. You may log in at any time, using
the Login link at the top-right of this page,
with the following credentials:

L T e e e T .. . JBoss Portal. provides an open. soUrce platform fgr hosting and serving a
o ms portal Web interface, publishing and managing its content, and
If you are in need of guidance with regards » customizing its experience. While most packaged Portal frameworks
to navigating, configuring, or operating the ® ® a dvision of Red Hat help enterprises launch Portals more quickly, only JBoss Portal delivers
portal, please view our online documentation. the benefits of @ zero-cost open source license combined with a

flexible and scalable underling platform.

User portlet E & |

You are currently not logged in.
Support Services PortletSwap Project Information

You can create an account.
JBoss Inc. offers various Portletswap.com is an open community Learn more about the JBoss Portal
support services tailored to fit sponsored by JBoss, Inc. to facilitate the project, on-going development,
your needs. Explore support exchange of portlets and layouts for open issues, and our user and
and service options for JBoss use in JBoss Portal. developer communities.
Fortal.

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we enjoy
developing it!

Baci e abbracci,
The JBoss Portal Team.

HelloWorld JSP Portlet T EH
This is a simple HelloWorld 15P Portlet. Type in a name and it will dispatch to the viewZ2.jsp to print out your
name.

MName:

You can also link to other pages, using a renderlURL, like this.

Powered by 1Boss Portal

5.2.3. A simple Sun's JSF Reference Implementation (RI) portlet on JBoss AS
4.2

5.2.3.1. Introduction

This section will introduce the reader to deploying a simple JSF portlet in JBoss Portal, using Apache's MyFaces
JSF implementation on JBoss AS 4.2.x. It requires you download the HelloWorldJSFSunRIPortlet from Portlet-
Swap.com, using this link: ht-
tp://anonsvn.jboss.org/repos/portletswap/portlets’2_6/bundles/HelloWorldJSFSunRI Portlet.zip.

5.2.3.2. Package Content
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5 helloworldjsfsunriportiet.war
- [ META-INF
¥ = WEB-INF
¥ = jsp
1sf index.jsp
Jaf resultjsp
¥ Erlib
hellowaorldjsfsunriportiet-lib.jar
jsf-portlet.jar
ﬂ_,?] faces-config.xml
[ helloworld-object.xml
(%] portlet-instances.xmil
(%] portlet.xml
5t web.xml

Like a typical JSF application, we also package our faces-config.xml that defines our managed-beans, converters,
validators, navigation rules, etc...

Note

JBoss Application Server version 4.2x bundles Sun's JSF Reference Implementation (RI) in
JBOSS_HOME! ser ver / def aul t/ depl oy/ j boss-web. depl oyer/jsf-1ibs/. AS a result, you do not need to
package Sun RI's libraries with your portlet application.

For the sake of brevity, we only discuss the portlet.xm and faces-config. xm descriptors here. For discussion
on the other descriptors, please view Section 5.2.1.4 or the chapter on descriptors: Section 6.2.
5 helloworldjsfsunriportiet.war
b [0 META-INF
¥ = WEB-IMF
¥ = jsp
1af) index.jsp
1of result.jsp
¥ = lib
helloworldjsfsunriportiet-lib.jar
jsf-portlet.jar
ﬂ_ﬁl faces-config.xml
[#| helloworld-object.xml
(%] portlet-instances.xmil
[ portlet.xml

5t web.xml
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e portlet.xm

<?xm version="1.0" encodi ng="UTF-8""?>
<portlet-app xm ns="http://java.sun.com xm /ns/portlet/portlet-app_1_0.xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
Xsi : schenalLocati on="http://java.sun.com xm /ns/portlet/portlet-app_1_0.xsd
http://java. sun.coml xm /ns/portlet/portlet-app_1_0.xsd"
versi on="1.0">
<portlet>
<portl et -name>Hel | oWbr| dJSFPort | et </ portl et - name>
<portlet-class>com sun. faces. portlet.FacesPortlet</portlet-class>
<init-paranp
<nanme>com sun. faces. portlet.| N T_VI EN&/ nanme>
<val ue>/ VEB- | NF/ j sp/ i ndex. j sp</val ue>
</init-paranr
<supports>
<m ne-type>text/htm </ m ne-type>
<portl et - node>VI EW/ portl et - nrode>
</ support s>
<portlet-info>
<title>Hel loWorld JSF Portlet</title>
</portlet-info>
</ portlet>
</ portl et-app>

Thisfile must adhere to its definition in the Portlet Specification. Y ou may define more than one portlet applic-

ation inthisfile. Now let'slook at the portions that deal with our use of JSF:

<portlet-class>com sun. faces. portlet.FacesPortlet</portlet-class>

Here we specify that com.sun.faces.portlet.FacesPortlet will handle al requests/responses from our users.

Thisclassis part of jsf-portlet.jar as explained later.
*  Weneed to initialize the portlet with a default view page for it to render, much like a welcome page:

<i nit-paranp
<nane>com sun. faces. portlet.| N T_VI EW/ name>
<val ue>/ VEB- | NF/ j sp/ i ndex. j sp</val ue>
</init-paranr

e faces-config.xm

<?xm version="1.0"?>
<! DOCTYPE f aces-config PUBLIC
"-//Sun M crosystens, Inc.//DTD JavaServer Faces Config 1.0//EN'
"http://java. sun. com dt d/ web- f acesconfig_1 0.dtd">
<faces-config>
<managed- bean>
<descri pti on>Basi ¢ User Bean</ descri pti on>
<managed- bean- nane>user </ managed- bean- nane>
<managed- bean- cl ass>or g. j boss. portl et. hel | 0. bean. User </ nanaged- bean- cl ass>
<managed- bean- scope>sessi on</ nanaged- bean- scope>
</ managed- bean>
<navi gati on-rul e>
<navi gati on- case>
<f r om out cone>done</ f r om out conme>
<to-viewid> VEB-|NF/jsp/result.jsp</to-viewid>
</ navi gati on- case>
</ navi gati on-rul e>
</ faces-config>
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There is nothing special about the f aces- config. xm file included here. This application would work just as
well outside of a portlet as it would inside a portlet container. In the above lines, we define a basic User Bean
and a navigation rule to handle the submittal of the original form oni ndex. j sp.

* web. xnl

<?xm version="1.0"?>

<! DOCTYPE web-app PUBLI C
"-//Sun M crosystens, Inc.//DTD Wb Application 2.3//EN
"http://java. sun. com dt d/ web-app_2_3.dtd">

<web- app>

<l-- Faces Servlet -->

<servl et>
<servl et - nane>Faces Servl et </servl et -nane>
<servl et-cl ass>j avax. f aces. webapp. FacesSer vl et </ servl et - cl ass>
<l oad- on- st art up>1</| oad- on- st art up>

</servlet>

<I-- Faces Servlet Mpping -->
<servl et - mappi ng>
<servl et - nane>Faces Servl et </servl et -nane>
<url-pattern>*.jsf</url-pattern>
</ servl et - mappi ng>

</ web- app>

For the Sun RI, this definition is mandatory to associate jsf extension with the faces servlet.

* jsf-portlet.jar This library that can be downloaded here: ht-
tps://jsfportletbridge.dev.java.net/serviets/ProjectDocumentList contains the classes for the JSF-Portlet bridge.
Since they are not included with the JSF implementation (unlike myfaces) neither in JBoss AS, it is required to
have this library available in the package.

5.2.3.3. Building and deploying your portlet

If you have downloaded the sample, you can execute the build.xml with ant or inside your IDE. Executing ant will
compile all source files and produce a hel | owor | dj spportlet.war file in a way similar to what we saw in Sec-
tion 5.2.1.5.

Deploying the portlet is as easy as copying/moving the hel | owor | dj spport | et. war file to the server depl oy dir-
ectory. We can then see our portlet on the Portal default page (http://local host:8080/portal/):
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JBossPortal

TestWithAjax

| Greatings!

Demo. Download. Accessorize.

JBoss Portal 2.6

This is a basic installation of JBoss Portal
2.6.0-GA. You may log in at any time, using
the Login link at the top-right of this page,
with the following credentials:

e E T T T .. . JBoss Portal. provides an open. SOUrce platform fgr hosting and serving a
2 ms portal Web interface, publishing and managing its content, and
If you are in need of guidance with regards customizing its experience. While most packaged Portal frameworks
to navigating, configuring, or operating the ' [ ] . a dvision of Rad Hat help enterprises launch Portals more quickly, only JBoss Portal delivers
portal, please view our online documentation. the benefits of a zero-cost open source license combined with a

flexible and scalable underling platform.

User portlet T i |

You are currently not logged in.

Support Services PortletSwap Project Information

You can create an account.
JBoss Inc. offers various Portletswap.com is an open community Learn more about the JBoss Portal
support services tailored to fit sponsored by JBoss, Inc. to facilitate the project, on-going development,
your needs. Explore support exchange of portlets and layouts for open issues, and our user and
and service options for JBoss use in JBoss Portal. developer communities.
Fortal.

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we enjoy
dewveloping it!

Baci e abbracci,
The JBoss Portal Team.

HelloWorld JSF Portlet = &
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5.2.4. A simple MyFaces JSF Portlet on JBoss AS 4.2

5.2.4.1. Introduction

This section will introduce the reader to deploying a ssimple JSF portlet in JBoss Portal, using Apache's MyFaces
JSF implementation on JBoss AS 4.2. It requires you download the HelloWorldJSFMyFaces42Portlet from Portl et-
Swap.com, using this link: ht-
tp://anonsvn.jboss.org/repos/portletswap/portlets’2_6/bundles/HelloWorldISFMyFaces42Portlet.zip. There are ac-
tually different ways to do it, one would be to use MyFaces globally for the whole server and replace the Sun RI
libraries by the myFaces ones, but in this section the portlet will not affect the application server and embed its own
libraries.

5.2.4.2. Package Content
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b [] META-INF

- [[] WEB-INF

index.jsp

result.jsp

commons-beanutils. jar
commons-digester.jar
commons-el.jar
COMmmons-lang.jar

helloworld jsfmyfacesportlet-lib.jar

myfaces-api.jar

q q
uuuuuugmag

j myfaces-impl.jar
j faces-config.xml

j helloworld-object.xml

j partlet.xml

j portlet-instances.xml

j web.xml

Like atypical JSF application, we aso package our faces-config.xml that defines our managed-beans, converters,
validators, navigation rules, etc... The VEB- I NF/ i b must contain the MyFaces libraries along with dependent lib-
raries.

For the sake of brevity, we only discuss the portlet.xni, web. xni and f aces-config. xm descriptors here. For
discussion on the other descriptors, please view Section 5.2.1.4 or the chapter on descriptors: Section 6.2.

* portlet.xn

<?xm version="1.0" encodi ng="UTF-8"?>
<portlet-app xm ns="http://java. sun.com xm /ns/portlet/portlet-app_1_0.xsd"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://java. sun. comf xm / ns/ portlet/portlet-app_1_0.xsd
http://java.sun. com xm / ns/portlet/portlet-app_1_0.xsd"
version="1.0">
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<portlet>
<portl et-name>Hel | oWbr| dJSFPort | et </ portl et - name>
<portl et-cl ass>org. apache. nyfaces. portl et. M/FacesGeneri cPortlet</portlet-class>

<i ni t-paranp
<nane>def aul t - vi ew</ nanme>
<val ue>/ VEB- | NF/ j sp/ i ndex. j sp</val ue>
</init-paranr
<support s>
<m ne-type>text/htm </ m ne-type>
<portl et - mode>VI EW./ port| et - nrode>
</ support s>
<portlet-info>
<title>Hel | oWwbrld JSF Portlet</title>

</ portlet-info>
</portlet>
</ portlet-app>

Thisfile must adhere to its definition in the Portlet Specification. Y ou may define more than one portlet applic-
ationinthisfile. Now let'slook at the portions that deal with our use of JSF:

<portl et-class>org. apache. nyfaces. portl et. MyFacesGenericPortlet</portlet-class>

Here we specify that MyFacesGenericPortlet will handle all requests/responses from our users. There is
therefore no need to develop a specific portlet class, MyFaces providing a generic implementation bridging

the JSF and portlet worlds.

Note
If you wanted to add more functionality to your JSF portlet, not included in the MyFacesGenericPortlet,

you could sublassit and create your own Class.

*  Weneed to initialize the portlet with a default view page for it to render, much like a welcome page:

<i ni t - paranp
<nane>def aul t - vi ew</ nanme>
<val ue>/ WEB- | NF/ j sp/ i ndex. j sp</val ue>
</init-paranr

* web. xnl

<cont ext - par an>
<par am nane>or g. j boss. j bossfaces. WAR_ BUNDLES_JSF_| MPL</ par am nanme>

<par am val ue>t r ue</ param val ue>
</ cont ext - par an>
We need this extra parameter to let the application server know that the package embeds its own libraries. It
will avoid collision with the Sun RI JSF libraries bundled with JBoss AS. More details on this procedure can be

found at http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossFaces.

e faces-config.xm

<?xm version="1.0"?>

<I DOCTYPE f aces-config PUBLIC
"-//Sun M crosystens, Inc.//DTD JavaServer Faces Config 1.0//EN'

"http://java. sun. com dt d/ web- f acesconfig_1 0.dtd">
<faces-config>

<managed- bean>
<descri pti on>Basi ¢ User Bean</ descri pti on>
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<managed- bean- name>user </ nanaged- bean- nane>
<managed- bean- cl ass>or g. j boss. portl et. hel | 0. bean. User </ managed- bean- cl ass>
<managed- bean- scope>sessi on</ managed- bean- scope>
</ managed- bean>
<navi gati on-rul e>
<navi gati on- case>
<f rom out cone>done</ f r om out conme>
<to-viewid> WEB-INF/jsp/result.]jsp</to-viewid>
</ navi gati on- case>
</ navi gati on-rul e>
</ faces-config>

There is nothing special about the f aces- config. xm file included here. This application would work just as
well outside of a portlet as it would inside a portlet container. In the above lines, we define a basic User Bean
and a navigation rule to handle the submittal of the original form oni ndex. j sp.

5.2.4.3. Building and deploying your portlet

If you have downloaded the sample, you can execute the build.xml with ant or inside your IDE. Executing ant will
compile al source files and produce a hel | owor | dj sfportlet.war filein away similar to what we saw in Sec-
tion 5.2.1.5.

Deploying the portlet is as easy as copying/moving the hel | owor | dj sf nyf acesportl et.war fileto the server de-
pl oy directory. We can then see our portlet on the Portal default page (http://localhost:8080/portal/):
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Greatings!

Fl
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Demo. Download. Accessorize.

This is a basic installation of JBoss Portal
2.6.0-GA. You may log in at any time, using
the Login link at the top-right of this page,
with the following credentials:

user fuser or admin/admin

If you are in need of guidance with regards
to navigating, configuring, or operating the
portal, please view our online documentation.

User portlet T i |

You are currently not logged in.

You can create an account.

. . . a dvision of Red Hat

Support Services

JBoss Inc. offers various
support services tailored to fit
your needs. Explore support
and service options for JBoss
Fortal.

2

JBoss Portal provides an open source platform for hosting and serving a
portal Web interface, publishing and managing its content, and
customizing its experience. While most packaged Portal framewaorks
help enterprises launch Portals more guickly, only JBoss Portal delivers
the benefits of @ zero-cost open source license combined with a
flexible and scalable underling platform.

PortletSwap Project Information
Portletswap.com is an open community Learn more about the JBoss Portal
sponsored by JBoss, Inc. to facilitate the project, on-going development,
exchange of portlets and layouts for open issues, and our user and
use in JBoss Portal. developer communities.

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we enjoy

dewveloping it!

Baci e abbracci,
The JBoss Portal Team.

HelloWorld JSF Portlet
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Roy Russo <roy@ boss. or g>

6.1. Changes since previous releases

The previous releases of JBoss Portal did not have an external schema to validate the various XML descriptors al-
though it was internally validated by the portal. Since 2.6 we have worked on providing Document Type Definition
(DTD) for the various descriptors. The DTD validation will be only effective if you XML descriptors declares it
like that:

<?xm version="1.0" encodi ng="UTF-8""?>

<! DOCTYPE depl oynents PUBLI C

"-//JBoss Portal //DTD Portal Object 2.6//EN'
"http://ww.jboss. org/ portal /dtd/ portal -object_2 6.dtd">

If you do not perform the declaration then the previous mechanism will be used. The main difference between us-
ing the DTD and not is that the additional DTD validation is more strict specifically on the order of the XML ele-
ments. The following example will be accepted without the DTD declaration and will not with the DTD declara-
tion:

<?xm version="1.0" encodi ng="UTF-8""?>

<depl oynent >
<if-exists>overwite</if-exists>
<parent-ref>defaul t.defaul t </ parent-ref>

</débioynEnt>

The correct descriptor is rather:

<?xm version="1.0" encodi ng="UTF-8""?>

<depl oynent >
<parent-ref >def aul t. def aul t </ parent - r ef >
<if-exists>overwite</if-exists>

</ depl oynment >

The various DTD available are:

e For -object.xml descriptors: "-//JBoss Portal//DTD Portal Object 2.6//EN"

e For jboss-app.xml descriptors. "-//JBoss Portal//DTD JBoss Web Application 2.6//EN"
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For jboss-portlet.xml descriptors. "-//JBoss Portal//DTD JBoss Portlet 2.6//EN"

For portlet-instances.xml descriptors: "-//JBoss Portal//DTD Portlet Instances 2.6//EN"

Those files are available in the jboss-portal .sar/dtd/ folder

6.1.1. JBoss Portlet DTD

Element <IELEMENT portlet-app (remotable?,portlet* ,service*)>

The renotable elenment is used to configure the default behavior of the portlets with
respect to WBRP exposure.

For each portlet defined in portlet.xm, it is possible to configure specific
settings of the portlet container

It is also possible to inject services in the portlet context of the application
using the service el enents.

Element <I[ELEMENT portlet (portlet-name,remotabl e?,a) ax?,sessi on-config? transaction?,header-content?) >

Addi tional configuration for a portlet.

The portlet-nane defines the nane of the portlet. It nust match a portlet defined already
in portlet.xm of the same web application

The renotabl e el ement configures the portlet exposure to WSRP. If no value is present
then the value considered is either the value defined globally at the portlet
application |evel or false.

The trans-attribute val ue specifies the behavior of the portlet when it is invoked at

runtine with respect to the transactionnal context. According to how the portlet is

i nvoked a transaction may exi st or not before the portlet is invoked. Usually in the

| ocal context the portal transaction could be present. By default the val ue considered is
Not Supported whi ch neans that the portal transaction will be suspended for the duration
of the portlet invocation

Exanpl e:

<portlet>
<portl et-name>M/Port| et </ portl et-name>
<r enot abl e>t r ue</r enot abl e>

<trans-attribute>Required</trans-attribute>
</portlet>

Element <![ELEMENT portlet-name (#PCDATA)>

The portl et nane.

Element <!ELEMENT remotable (#PCDATA)>

The renotabl e value is used for WSRP exposure. The accepted val ues are the
litterals true of false.
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e Element <lELEMENT gjax (partial-refresh)>

The ajax tag allows to configure the ajax capabilities of the portlet. If

the portlet is tagged as partial-refresh then the portal nay use partial page

refreshing and render only that portlet. If the portlet partial-refresh val ue

is false, then the portal will performa full page refresh when the portlet is refreshed.

e Element <lELEMENT partial-refresh (#PCDATA)>

The aut horized values for the partial-refresh elenent are true or false.

e Element <lELEMENT session-config (distributed)>

This el enent configure the portlet session of the portlet.

The distributed el ement instructs the container to distribute the session attributes
using the portal session replication. It applies only to |local portlets are not to
renote portlets. The default value is fal se.

Exanpl e:

<sessi on-confi g>

<di stri but ed>t rue</di stri but ed>
</ sessi on-confi g>

«  Element <!ELEMENT distributed (#PCDATA)>

The aut hori zed values for the distributed el enent are true or false.

e Element <IELEMENT transaction (trans-attribute)>

Defines how the portlet behaves with the transactionnal context. The default val ue
i s Never.

Exanpl e:
<t ransacti on>

<trans-attri bute>Required</transacti on>
<transacti on>

e Element <![ELEMENT trans-attribute (#PCDATA)>

The trans-attribute val ue defines the transactionnal behavior. The accepted val ues
are Required, Mandatory, Never, Supports, Not Supported and RequiresNew.

e Element <lELEMENT header-content (link | script | meta)* >

Speci fy content which should be included in the portal aggregated page when the portlet
is present on that page. This setting only applies when the portlet is used in the |ocal node.
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Element <!lELEMENT link EMPTY >

No content is allowed inside an |ink el enent.

Element <IELEMENT script (#PCDATA)>

The script header element can contain inline script definitions.

Element <I[ELEMENT metaEMPTY >

No content is allowed for neta el enent.

Element <I[ELEMENT service (service-name,service-class,service-ref)>

Decl are a service that will be injected by the portlet container as an
attribute of the portlet context.

Exanpl e:

<servi ce>
<servi ce- nane>User Mbdul e</ servi ce- nanme>
<service-cl ass>org.j boss. portal .identity. User Mdul e</service-cl ass>
<servi ce-ref>:servi ce=Mdul e, t ype=User </ servi ce-ref >

</ servi ce>

In the portlet it is then possible to use it by doing a | ookup on the service
nane, for exanple in the init() lifecycle method

public void init()
{

}

User Modul e user Modul e = (User Modul e) get Port | et Cont ext (). get Attri bute("User Modul e");

Element <I[ELEMENT service-name (#PCDATA)>

The service name that will be used to bind the service as a portlet context attribute.

Element <IELEMENT service-class (#PCDATA)>

The full qualified nane of the interface that the service inplenents.

Element <I[ELEMENT service-ref (#PCDATA)>

The reference to the service. In the JMX M crokernel environment it consist of the JMX
name of the service MBean. For an MBean reference if the domain is left out, then the
current domain of the portal will be used.

6.1.2. Portlet Instance DTD
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Element <![ELEMENT deployments (deployment*)>

The depl oyenments el enment is a container for deploynment el enents.

Element <IELEMENT deployment (if-exists?,instance)>

The deploynment is a container for an instance el enent.

Element <I[ELEMENT if-exists (#PCDATA)>

The if-exists elenent is used to define action to take if instance with such nane is

al ready present. Possible values are overwite or keep . Overwite wll destroy the
exi sting object in the database and create a new one, based on the content of the
depl oyment. Keep will maintain the existing object deployment or create a new one if

it does not yet exist.

Element <IELEMENT instance (instance-id,portlet-ref, preferences?,security-constraint?)>

The instance elenent is used to create an instance of a portlet fromthe portlet
application of the same war file containing the portlet-instances.xm file. The portlet
will be created and configured only if the portlet is present and an instance with
such a nanme does not al ready exist.

Exanpl e

<i nst ance>
<i nstance-i d>M/Port| et | nst ance</i nstance-i d>
<portlet-ref>MPortlet</portlet-ref>
<pr ef er ences>
<pr ef er ence>
<nanme>abc</ name>
<val ue>def </ val ue>
</ preference>
</ pr ef erences>
<security-constraint>
<pol i cy- per m ssi on>
<rol e- name>User </ r ol e- nane>
<acti on- nane>vi ew</ act i on- nane>
</ pol i cy- perni ssi on>
</ security-constraint>
</instance>

Element <![ELEMENT instance-id (#PCDATA)>

The identifier of the instance.

Element <IELEMENT portlet-ref (#PCDATA)>

The reference to the portlet which is its portlet nane.
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e Element <IELEMENT preferences (preference)>

The preferences el ement configures the instance with a specific set of preferences.

¢ Element <lELEMENT preference (name,value)>

The preference configure one preference of a set of preferences.

» Element <IELEMENT name (#PCDATA)>

A nane.

* Element <!IELEMENT vaue (#PCDATA)>

A string val ue.

e Element <lELEMENT security-constraint (policy-permission*)>

The security-constraint elenment is a container for policy-perm ssion el ements
Exanpl es:

<security-constraint>
<pol i cy- perm ssi on>
<rol e- nane>User </ r ol e- name>
<acti on- nane>vi ew</ act i on- name>
</ pol i cy-perni ssi on>
</ security-constraint>

<security-constraint>
<pol i cy- per m ssi on>
<unchecked/ >
<acti on- name>vi ew</ act i on- name>
</ pol i cy- perni ssi on>
</ security-constraint>

e Element <IELEMENT policy-permission (action-name* ,unchecked?,role-name*)>

The policy-perm ssion elenent is used to secure a specific portlet instance based on a user's role.

e Element <lELEMENT action-name (#PCDATA)>

The action-nanme elenment is used to define the access rights given to the role defined.
Possi bl e val ues are:

view - Users can view the page

vi ewr ecursive - Users can view the page and chil d pages.

personalize - Users are able personalize the page's thene.

personal i zerecursive - Users are able personalize the page AND its children's themnes.
pages.

* X X %
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* Element <!lELEMENT unchecked EMPTY >

The unchecked el ement is used to define (if present) that anyone can view this instance

* Element <!IELEMENT role-name (#PCDATA)>

The rol e-nane elenent is used to define a role that this security constraint will apply to

* <rol e- name>SOVEROLE</ rol e- nane> Access to this instance is limted to the defined role.

6.1.3. Portal Object DTD

e Element <lELEMENT deployments (deployment*)>

The depl oyenents elenment is a generic container for depl oyment el enents.

* Element <!IELEMENT deployment (parent-ref,if-exists?,(context | portal | page | window))>

The depl oynent is a generic container for portal object elenents. The parent-ref
child gives the nane of the parent object that the current object will use as parent.
The optional if-exists elenment define the behavior when a portal object which

an identical name is already child of the parent elenent. The default behavior of

the if-exist tag is to keep the existing object and not create a new object. The

| ast element is the portal object itself.

Exanpl e:

<depl oynent >
<par ent - r ef >def aul t </ parent -ref >
<page>
</ page>

</ depl oynent >

Al'l portal objects have a common configuration which can be

1/ a listener : specifies the id of a listener is the listener registry. A listener
object is able to listen portal events which apply to the portal node hierarchy.

2/ properties : a set of generic properties owned by the portal object. Sone
properties can drive the behavior of the object.

3/ security-constraint : defines security configuration of the portal object.

«  Element <!ELEMENT parent-ref (#°CDATA)>

Contains a reference to the parent object. The nami ng convention for nam ng object
is to concatenate the nanes of the path to the object and separate the nanes by a dot.
If the path is enpty then the enpty string nust be used.

Exanpl e:
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<parent-ref/> the root having an enpty path

<parent -ref>defaul t</parent-ref> the object with the name default under the root
havi ng the path (default)

<parent-ref>default.default</parent-ref> the object with the path (default, default)

¢ Element <![ELEMENT if-exists (#PCDATA)>

The aut horized values are overwite and keep. Overwrite neans that the existing
object will be destroyed and the current declaration will be used. Keep neans that
the existing object will not be destroyed and no creation hence will be done.

« Element <lELEMENT context (context-name,properties?,listener?,security-constraint?,portal* )>

A portal object of type context. A context type represent a node in the tree which
does not have a visual representation. It can exist only under the root. A context can
only have children with the portal type.

e Element <IELEMENT context-name (#PCDATA)>

The context nane val ue.

e Element <I[ELEMENT portal
(portal-name,supported-modes,supported-window-states?, properties?,listener?,security-constraint?, page* ) >

A portal object of type portal. A portal type represents a virtual portal and can

have children of type page. In addition of the common portal object elenents it support
al so the declaration of the nbdes and the wi ndow states it supports. If no declaration
of nodes or wi ndow states is done then the default value will be respectively

(view, edit, hel p) and (normal, m nim zed, maxi m zed).

* Element <!IELEMENT portal-name (#PCDATA)>

The portal nane val ue.

e Element <lELEMENT supported-modes (mode*)>

The supported npdes of a portal.
Exanpl e:

<support ed- node>
<node>vi ew</ node>
<node>edi t </ node>
<nmode>hel p</ node>
</ support ed- node>
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Element <![ELEMENT mode (#PCDATA)>

A portlet node val ue.

Element <IELEMENT supported-window-states (window-state* )>

The supported wi ndow states of a portal.
Exanpl e:
<support ed- wi ndow- st at es>
<wi ndow- st at e>nor mal </ wi ndow- st at e>
<wi ndow- st at e>mi ni m zed</ wi ndow- st at e>

<wi ndow st at e>maxi m zed</ wi ndow st at e>
</ support ed- wi ndow st at es>

Element <![ELEMENT window-state (#PCDATA)>

A w ndow st ate val ue.

Element <IELEMENT page (page-name,properties?,listener? security-constraint?,(page | window)*)>

A portal object of type page. A page type represents a page which can have children of
type page and wi ndow. The children wi ndows are the wi ndows of the page and the children
pages are the subpages of this page.

Element <IELEMENT page-name (#PCDATA)>

The page nane val ue.

Element <IELEMENT window (window-name,(instance-ref | content),region,height,properties?,listener?)>

A portal object of type window. A w ndow type represents a w ndow. Beside the comon
properties a wi ndow has a content and belong to a region on the page.

The instance-ref or content tags are used to define the content of the wi ndow The
usage of the content tag is generic and can be used to describe any kind of content.
The instance-ref is a shortcut to define a content type of portlet which points to a
portl et instance.

The region and hei ght defines how the window is placed in the page.

Element <IELEMENT window-name (#PCDATA)>

The wi ndow nane val ue.

Element <IELEMENT instance-ref (#PCDATA)>
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Define the content of the window as a reference to a portlet instance. The val ue
is the id of the instance.

Exanpl e:

<i nstance-ref >My/Port| et| nstance</i nstance-ref>

Element <!lELEMENT content (content-type,content-uri)>

Define the content of the window in a generic manner. The content is define by
the type of the content and an URI which acts as an identificator for the content.

Exanpl e:

<cont ent >
<content-type>portlet</content-type>
<content-uri>M/Portl etlnstance</content-uri>
</ cont ent >

<cont ent >
<cont ent -t ype>cns</ cont ent -t ype>
<content-uri>/default/index. htm </content-uri>
</ cont ent >

Element <![ELEMENT content-type (#PCDATA)>

The content type of the w ndow.

Element <![ELEMENT content-uri (#PCDATA)>

The content URlI of the w ndow.

Element <!lELEMENT region (#PCDATA)>

The region the wi ndow bel ongs to

Element <!ELEMENT height (#°CDATA)>

The hei ght of the window in the particul ar region

Element <!lELEMENT listener (#PCDATA)>

Define a listener for a portal object. The value is the id of the l|istener.

Element <I[ELEMENT properties (property*)>

A set of generic properties for the portal object.
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Element <I[ELEMENT property (name,vaue)>

A generic string property.

Element <IELEMENT name (#°CDATA)>

A nane val ue.

Element <IELEMENT value (#PCDATA)>

A val ue.

Element <IELEMENT security-constraint (policy-permission*)>

The security-constraint element is a container for policy-perm ssion el enents
Exanpl es:
<security-constraint>
<pol i cy- perm ssi on>
<rol e- name>User </ r ol e- nane>
<acti on- nane>vi ew</ act i on- name>
</ pol i cy- perni ssi on>
</security-constraint>
<security-constraint>
<pol i cy- perm ssi on>
<unchecked/ >
<acti on- nane>vi ew</ act i on- name>
</ pol i cy- permni ssi on>
</ security-constraint>

Element <![ELEMENT policy-permission (action-name* ,unchecked?,role-name*)>

The policy-perm ssion elenent is used to secure a specific portal page based on a user's role.

Element <![ELEMENT action-name (#PCDATA)>

The rol e-nane elenent is used to define a role that this security constraint will apply to

* <rol e- name>SOVEROLE</ r ol e- nane> Access to this portal page is limted to the defined role.

Element <!lELEMENT unchecked EMPTY >

The unchecked el enment is used to define (if present) that anyone can view this portal page

Element <I[ELEMENT role-name (#PCDATA)>

The action-nanme elenment is used to define the access rights given to the rol e defined.
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Possi bl e val ues are:

* view - Users can view the page

6.1.4. JBoss App DTD

* Element <!IELEMENT jboss-app (app-name?)>

<! DOCTYPE j boss- app PUBLIC
"-//JBoss Portal//DTD JBoss Wb Application 2.6//EN'
"http://ww.jboss.org/portal /dtd/jboss-app_2_6.dtd">

¢ Element <![ELEMENT app-name (#PCDATA)>

When a web application is deployed, the context path under wich it is depl oyed

is taken as application nane. The application nane value in this descriptor is

used to override it. Wien a conponent references a references a portlet, it needs to
reference the application too and if the portlet application war file is renamed

the reference is not valid anynore. Therefore this tag is used to have an application
nane that does not depend upon the context path under which the application is depl oyed.

6.2. Portlet Descriptors

To define your portal objects (portals, pages, portlet instances, windows, and portlets), you will be using the
descriptors found in this section. This section seeks to describe these descriptors. It is recommended you aso look
at Section 5.2 and Section 6.4 for samples on how they are used within a portlet application.

6.2.1. *-object.xml

The *-object.xml file is used to define: portal instances, pages, windows, window layout. Additionally, you can
also specify the themes and layouts used for specific portal instances, pages, and windows. The description below,
only defines a portlet window being added to the default page in the default portal. For advanced functionality, us-
ing this descriptor, please read Section 6.4.

Note

Is this descriptor mandatory? Technically, no, as you can define your portal object hierarchy (create
portals, pages, instances and organize them as you see fit) from the management portlet accessible to Portal
administrators.

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE depl oynments PUBLI C
"-//JBoss Portal //DID Portal Onhject 2.6//EN'
"http://ww.jboss. org/ portal /dtd/ portal -object_2 6.dtd">
<depl oynent s>
<depl oynent >
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<parent - ref >def aul t. def aul t </ parent - ref >
<if-exists>overwite</if-exists>
<wi ndow>
<wi ndow nane>Hel | oWor | dJSPPort | et W ndow</ wi ndow nane>
<i nstance-ref >Hel | oWwbr| dJSPPort | et | nst ance</ i nst ance-r ef >
<r egi on>cent er </ r egi on>
<hei ght >1</ hei ght >
</ w ndow>
</ depl oynent >
</ depl oynent s>

<depl oynent s>. . . </ depl oynent s>

The deployments tag, encapsulates the entire document. Y ou may specify more than one deployment within this
tag.

<depl oynment >. . . </ depl oynent >

The deployment tag is used to specify object deployments: portals, pages, windows, €tc...

<if-exists> ..</if-exists>

Possible values are overwrite or keep . Overwrite will destroy the existing object in the database and create a
new one, based on the content of the deployment. Keep will maintain the existing object deployment or create a
new oneif it does not yet exist.

<parent-ref>...</parent-ref>

The parent-ref tag specifies where a particulare object will exist within the portal object tree. In our example,
above, we are defining a window and assigning it to default.default , interpreted, this means the window will
appear in the default portal and the default page within it.

<wi ndow>. . . </ wi ndow>

Used to define a portlet window. Y ou will then need to assign to this window, a portlet instance and assign it to
alayout region.

<wi ndow nanme>. . . </ wi ndow nane>

A unique name given to this portlet window.

<i nstance-ref>...</instance-ref>

The portlet instance that this window will represent. It must correspond to the value of instance-id , assigned in
your portlet-instances.xml

<regi on>. .. </regi on><hei ght>. .. </ hei ght >

The values are used to specify where this window will appear within the page layout. Region often depends on
regions defined in your layout. Height can be any number between 0-X.
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The example *-object.xml, above, makes reference to items found in other descriptor files. To help with this topic,
we have included a sample image that depicts the relationship:

<deployment>
<instance>
<instance-id>HelloWorldPortletInstance< finstance-id>
<portlet> <portlet-ref> HelloWorldPortlet< /portlet-ref>
< portlet-name>HelloWorldPortlet</ portlgt-name>
< portlet-class>org.jboss.portlet. hello: portlet-class> <fdeployment> f
<supports>
<mime-type>text/html< /mime-type>
<portlet-mode >VIEW< /portlet-mode> I
</supports> <deployment>
<portlet-info> i <parent-ref>default.default< /ffarent-ref>
<title>HelloWorld Portlet</title> <if-exists>overwrite</ if-exisfE>
< fportlet-info> <window>

</ portlet> <window-name>HelloWorlli PortletWindow </ window-name>
<instance-ref>HelloWorld PortletInstance</instance-ref>
<region>center</region>
<height>1</height>
< fwindow>
< fdeployment>

6.2.2. portlet-instances.xml

This is a JBoss Portal specific descriptor that alows a developer to instantiate one-or-many instances of one-
or-many portlets. The benefit of using this technique, is to allow one portlet to be instantiated severa times with
different preference parameters.

Note
Is this descriptor mandatory? Technically, no, as you can define your portal object hierarchy (create
portals, pages, instances and organize them as you see fit) from the management portlet accessible to Portal
administrators.
Our example, below, has us instantiating two separate instances of the NewsPortlet with different preference para-
meters, one instance will draw afeed for RedHat announcements and the other from McDonalds announcements.

<?xm version="1.0" standal one="yes" ?>
<! DOCTYPE depl oynments PUBLI C
"-//JBoss Portal //DID Portlet Instances 2.6//EN
"http://ww. jboss. org/ portal /dtd/ portlet-instances_2_ 6.dtd">
<depl oynent s>
<depl oynent >
<i nst ance>
<i nst ance-i d>NewsPort| et | nstance2</i nstance-i d>
<portlet-ref>NewsPortlet</portlet-ref>
<pr ef erences>
<pr ef er ence>
<nane>expi r es</ nane>
<val ue>180</ val ue>
</ pr ef erence>
<pr ef er ence>
<name>RssXm </ name>
<val ue>htt p://finance. yahoo. coni rss/ headl i ne?s=r hat </ val ue>
</ pr ef erence>
</ pref erences>
<security-constraint>
<pol i cy- per m ssi on>
<acti on- nane>vi ew</ act i on- name>
<unchecked/ >
</ pol i cy- perni ssi on>
</ security-constraint>
</instance>
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</ depl oynent >
<depl oynent >
<i nst ance>
<i nst ance-i d>NewsPort| et | nst ance2</i nstance-i d>
<portlet-ref>NewsPortlet</portlet-ref>
<pr ef erences>
<pr ef er ence>
<nane>expi r es</ nane>
<val ue>180</ val ue>
</ pr ef erence>
<pr ef er ence>
<name>RssXm </ name>
<val ue>htt p://finance. yahoo. coni rss/ headl i ne?s=ntd</ val ue>
</ pr ef erence>
</ pref erences>
<security-constraint>
<pol i cy- per m ssi on>
<acti on- nane>vi ew</ act i on- name>
<unchecked/ >
</ pol i cy- permn ssi on>
</ security-constraint>
</instance>
</ depl oynent >
</ depl oynment s>

<depl oynent s>. . . </ depl oynent s>

The deployments tag, encapsulates the entire document. Y ou may specify more than one portlet instance de-
ployment, within thistag.

<depl oynent ><i nst ance>. . . </ i nst ance></ depl oynment >

The deployment , and embedded instance tags are used to specify one portlet instance.

<i nstance-id>...</instance-id>

A unigue name given to this instance of the portlet. It must correspond to the value of instance-ref , assigned
to the window in your *-object.xml .

<portlet-ref> ..</portlet-ref>

The portlet that this instance will represent. It must correspond to the value of portlet-name , assigned in your
portlet.xml .

<pr ef er ences><pr ef erence>. .. </ pref erence></ pr ef erences>

Preferences for this portlet instance are defined here, as type String, in a key-value pair style. It is also possible
to specify preferences as type String[], asin:

<pr ef erences>
<pr ef er ence>
<nane>f r ui t </ nanme>
<val ue>appl e</ val ue>
<val ue>or ange</ val ue>
<val ue>ki wi </ val ue>
</ pr ef erence>
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</ pref erences>

<security-constraint>
<pol i cy- per m ssi on>
<acti on- nane>vi ew ecur si ve</ acti on- name>
<unchecked/ >
</ pol i cy- pern ssi on>
</ security-constraint>

The security contraint portion is worth taking alook at, in an isolated fashion. It allows you to secure a specific

portlet instance based on a user'srole.

Role definition: You must define arole that this security constraint will apply to. Possible values are:

e <unchecked/> Anyone can view this page.

e <role-name>SOM EROL E</role-name> Access to this page is limited to the defined role.
Access Rights: You must define the access rights given to the role defined. Possible values are:

* view Users can view the page.

e viewrecursive Users can view the page and child pages.

e personalize Users are able to personalize the page's theme.

e personalizerecursive Users are able to personalize the page AND its children's themes.

The example portlet-instances.xml, above, makes reference to items found in other descriptor files. To help with

this topic, we have included a sample image that depicts the relationship:

<portlet>

<deployment>
<instance>
<instance-id>HelloWorldPortletInstance< finstance-id>
<portlet-ref> HelloWorldPortlet< fportiet-ref>

<portlet-name>HelloWorldPortlet< f portlgt-name>
< portlet-class>org.jboss.portlet. hello: portiet-class>
<supports>

<mime-type>text/html</mime-type>
<portlet-mode >VIEW< /portlet-mode>
< fsupports>
<portlet-info>
<title>HelloWorld Portlet</title>
< fportlet-info>
</ portlet>

el
</deployment> f

<deployment>
< parent-ref>default.default< /Farent-ref>
<jif-exists>overwrite</if-exisfE>
<window>
<window-name>HelloWorll PortletWindow </ window-name>
<instance-ref>HelloWorld PortletInstance</instance-ref>
<region>center</region>
<height>1</height>
< /window>

</deployment>

6.2.3. Jboss-portlet.xml

Note

Is this descriptor mandatory? Technically, no, but might be required to access JBoss-specific functionality

that is not covered by the Portlet specification.
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This descriptor is useful when you need to access JBoss-specific functionality within your portlet application. It
would normally be packaged inside your portlet war, alongside the other descriptors in this section.

6.2.3.1. Injecting Header Content

<?xm version="1.0" standal one="yes"?>
<! DOCTYPE portlet-app PUBLIC
"-//JBoss Portal //DID JBoss Portlet 2.6//EN'
"http://ww.jboss. org/ portal /dtd/jboss-portlet_2 6.dtd">
<portl et - app>
<portlet>
<port | et - nanme>Managenent Port| et </ port| et - nane>
<header - cont ent >
<link rel ="styl esheet" type="text/css" href="/inages/ managenent/mnagenent.css"
nmedi a="screen"/ >
</ header - cont ent >
</portlet>
</ portl et-app>

The above example will inject a specific style sheet link in the top of the portal page, allowing this portlet to lever-
age its specific style selectors.

6.2.3.2. Injecting Services in the portlet context

<?xm version="1.0" standal one="yes"?>
<! DOCTYPE portlet-app PUBLIC
"-//JBoss Portal //DID JBoss Portlet 2.6//EN'
"http://ww. jboss. org/ portal /dtd/jboss-portlet_2 6.dtd">
<portl et - app>
<service>
<servi ce- nane>User Mbdul e</ servi ce- nane>
<service-cl ass>org. | boss. portal .identity. User Mdul e</service-cl ass>
<service-ref>:servi ce=Mdul e, t ype=User </ servi ce-ref >
</ service>
</ portl et -app>

Injects the UserModule service as an attribute to the portlet context, allowing a portlet to then leverage the service.
For example:

User Modul e user Modul e = (User Modul €) getPortl et Context().getAttribute("UserMdul e");
String userld = request.get Paraneters().getParaneter("userid");
User user = userMdul e. findUserByl d(userld);

6.2.3.3. Defining extra portlet information

Since JBoss Portal 2.6.3, icons can be defined for a portlet.

<?xm version="1.0" standal one="yes"?>
<! DOCTYPE portlet-app PUBLIC
"-//JBoss Portal //DTD JBoss Portlet 2.6//EN'
"http://ww.jboss. org/portal /dtd/jboss-portlet_2 6.dtd">
<portl et -app>
<portlet>
<portl et - name>Managenent Port| et </ portl et - name>
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<portlet-info>

<i con>
<smal | -i con>/i mages/smal | | con. png</smal | -i con>
<l arge-icon>/i mages/ | argel con. png</smal | -i con>
</icon>

</portlet-info>
</portlet>
</ portl et-app>

The reference can be absol ute (http://www.example.com/images/smalllcon.png) or relative to the webapp context if
starting with a'/'. Those icons can be used by different parts of the portal User Interface.

6.2.3.4. Portlet Session Replication in a Clustered Environment

See Section 13.5.

6.2.4. portlet.xml

Thisis the standard portlet descriptor covered by the JSR-168 Specification. It is advisable that developers read the
specification items covering proper use of this descriptor, asit is only covered here briefly. For example purposes,
we use an edited version of our JBoss Portal UserPortlet definition. Normally, you would package this descriptor in
your portlet WAR file.

<?xm version="1.0" encodi ng="UTF-8""?>
<portlet-app
xm ns="http://java. sun.conl xm /ns/portlet/portlet-app_1_0.xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schenalLocati on="http://java.sun.com xm /ns/portlet/portlet-app_1_ 0.xsd
http://java. sun. conf xm /ns/portlet/portlet-app_1_0.xsd"
versi on="1.0">
<portlet>
<description>Portlet providing user |ogin/logout and profile managenent</description>
<portl et-nanme>User Portl et</portlet-name>
<di spl ay- nane>User Portl et </di spl ay- nane>
<portlet-class>org.jboss.portal.core.portlet.user.UserPortlet</portlet-class>
<i ni t-paranp
<descri pti on>Whet her we should use ssl on |l ogin and throughout the Portal
1=yes; 0=no</descri pti on>
<nane>useSSL</ nanme>
<val ue>0</ val ue>
</init-paranr
<support s>
<m me-type>text/htm </ m nme-type>
<portl et - mode>VI EW&/ port| et - nrode>
</ support s>
<support ed- | ocal e>en</ support ed-| ocal e>
<support ed-| ocal e>fr </ support ed-| ocal e>
<support ed-| ocal e>es</ support ed-| ocal e>
<r esour ce- bundl e>Resour ce</r esour ce- bundl e>
<portlet-info>
<title>User portlet</title>
</portlet-info>
</portlet>
</ portl et -app>

<portlet-app>...</portlet-app>
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The portlet-app tag, encapsulates the entire document. Y ou may specify more than one portlet, within this tag.

<portlet>. ..</portlet>

The portlet tag is used to define one portlet that is deployed within this archive.

<descri ption>...</description>

A verbal description of this portlet's function.

<portl et-nanme>...</portl et-nane>

The name of this portlet, usually the class name, though it doesn't have to be.

<portlet-class>...</portlet-class>

The fully-qualified name of this portlet class.

<i ni t- paranp<nanme>. .. </name><val ue>...</val ue></init-paranr

Using the init-param tag, you can specify initialization parameters to create initial state inside your portlet
class. Normally, they would be used in the portlet'sinit() method. Y ou can specify more than one init-param.

<supports>. .. </ supports>

Here, you would advertise the supported mime-type and supported portlet-modes for this portlet.

<supported-| ocal e>. .. </ supported-I|ocal e>

Here, you would advertise the supported locales for this portlet. Several locales can be specified.

<resour ce- bundl e>. .. </ resour ce- bundl e>

The resource bundle that will containing the localized information for the specified locales.

<portlet-info><title> ..</title></portlet-info>

The portlet title that will be displayed in the portlet window's title bar.

Note

This is a simple portlet.xml primer, and is not meant as a replacement for what is covered in the actual
Portlet specification.

6.3. JBoss Portal Descriptors

6.3.1. Datasource Descriptor (portal-*-ds.xml)

JBoss Portal requires a Datasource descriptor to be deployed alongside the jboss-portal.sar for access to a database.
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This section does not explain what a Datasource Descriptor is, but does explain where to obtain some templates
that you can configure for your own installation.

Note
For an in-depth introduction to datasources, you can view the JBoss AS documentation online here [1] .

6.3.1.1. Obtaining Datasource Descriptors Binary releases
Severa template datasource descriptors can be found in the binary and bundle distributions. They are commonly
located under the setup directory:
=~ [ jboss-portal-2.6
[ [ docs
[* [ jboss-portal.sar
[* ] =amples
[ 1 s=tup
jboss-partal-bin. README
The directory setup should contain the following files, that you can customize for your own Database/Connector:
- [ s=tup
portal-hsgld b-ds.xml
portal-rmysgl5-ds.xml
portal-mysgl-ds.zml
portal-oracle-ds.zml

portal-postg resg l-ds.xm|
portal-=qlserverds. <ml

6.3.1.2. Building Datasource Descriptors from Source

You will need avalid datasource descriptor, for JBoss Portal to communicate with your database. Having obtained
the sources and having set your JBOSS HOME environment variable ( Section 2.3.2.2 ), you can now have the
JBoss Portal build system generate preconfigured datasources for you.

Navigate to JBOSS PORTAL_HOME_DIRECTORY/core and type:

bui | d dat asource

[1] http://wiki.jboss.org/wiki/Wiki.jsp?page=ConfigDataSources
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= user@localhost:~/jboss-portal-2.6/core

SIS

File Edit Wiew Terminal Tabs Help

[/home/user/jboss-portal-2.6/core]l$ sh build.sh datasource
build.sh: Executing: /home/user/jboss-portal-2.6/tools/bins/ant -logger org.apache.tools.ant.NoBannerLogger datasource
Buildfile: build.xml

_buildmagic:init:
Trying to override old definition of task property

datasource:
[copy]l Copying 1 file to /home/user/jboss-portal-2.6/core/output/resources/setup
[copyl Copying 1 file to /home/user/jboss-portal-2.6/core/output/resources/setup
[copy]l Copying 1 file to /homefuser/jboss-portal-2.6/core/output/resources/setup
[copy]l Copying 1 file to /homefuser/jboss-portal-2.6/core/output/resources/setup
[copyl Copying 1 file to /home/user/jboss-portal-2.6/core/output/resources/setup
[copy]l Copying 1 file to /home/user/jboss-portal-2.6/core/output/resources/setup

BUILD SUCCESSFUL
Total time: @ seconds
[/home/user/jboss-portal-2.6/corel$ D

Once compl ete, the datasource build should produce the following directory and file structure:
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[ B3 api
[* [ bridge
[* [ build
[» E1 cms
= [ core
=~ [[] output
[* [ classes
P B et
[> B3 gen
[ £ lib
= [ resources
[» [ dd
[ jboss-portal
[ jboss-portal sar
7 portal-coresar
[ portal-core-test-jar
[ portal-core-war

[
[+
[
[
[+
[

7] portal-server-war

- [ s=tup

portal-ds.xml
portal-hsgld b-ds. xml
portal-rmysgl5-ds.xml
portal-rmysql-ds.xml
portal-oracle-ds. xml

portal-postg resg |-ds.xm |
portal-sqlserverds.cml

s=tup.sql

At this point, you should configure the one that suits you best with your Database and JDBC driver.

<?xm version="1.0" encodi ng="UTF-8""?>
<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>Por t al DS</ j ndi - name>
<connection-url >j dbc: post gresql : j bossportal </ connection-url >
<driver-cl ass>org. postgresql . Driver</driver-cl ass>
<user - nane>port al </ user - nane>
<passwor d>port al passwor d</ passwor d>
</l ocal -t x- dat asour ce>
</ dat asour ces>
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Please verify that the username, password, url, and driver-class are correct for your flavor of DB.

6.3.2. Portlet Debugging (jboss-portal.sar/conf/config.xml)

By default, JBoss Portal ships with all errors set to display. You can fine-tune this behavior by modifying some
propertiesin the file, jboss-portal .sar/conf/config.xml :

<I'-- \When a wi ndow has restrictedaccess : show or hide values are pernmtted -->

<entry key="core.render.w ndow_access_deni ed" >show</ entry>

<I'-- When a wi ndow i s unavail able : show or hide values are permtted -->

<entry key="core.render.w ndow_unavai | abl e">show</ entry>

<l-- \Wen a w ndow produces an error : show, hide or nessage only values are permtted -->
<entry key="core.render.w ndow_error">nessage_onl y</entry>

<l-- \Wen a wi ndow produces an internal error : show, hide are permtted -->

<entry key="core.render.w ndow_i nternal _error">show</entry>

<I-- Wen a window is not found : show or hide values are permtted -->

<entry key="core.render.w ndow_not _found">show</entry>
Either show or hide are allowed as flags in these el ements. Depending on the setting and actual error, either an error
message is deployed or a full stack trace within the portlet window. Additionally, the core.render.window_error
property supports the message only value. This value will only display the error message whereas show will dis-
play the full stack traceif it is available.

6.3.3. Login to dashboard

By default, when a user logs in, she is forwarded to the default page of the default portal. In order to forward her to
her dashboard, it is possible to set in the file jboss-portal .sar/conf/config.xml:

<l-- Nanmespace to use when | ogging-in, use "dashboard" to directly
| og-in the dashboard ot herw se use "default" -->
<entry key="core. | ogi n. nanespace" >dashboar d</entry>

6.4. Descriptor Examples

6.4.1. Defining a new portal page

This sample application and descriptor will create a new page, named MyPage in your portal. To illustrate our ex-
ample, we have made available a portlet with a page descriptor that you can download here: HelloWorld Page [2] .

Note
To use this example, smply extract the zip, and deploy the helloworldportal page.war where your portd is
running (hot-deployment supported).

Our sample includes a descriptor to define this new portal page, helloworld-object.xml , located under helloworld-
portalpage.war/WEB-INF/ , and it looks like this:

<?xm version="1.0" encodi ng="UTF-8""?>

<! DOCTYPE depl oynents PUBLI C
"-//JBoss Portal//DTD Portal OCbject 2.6//EN'
"http://ww.jboss. org/ portal /dtd/ portal -object_2 6.dtd">

[2] http://anonsvn.jboss.org/repos/portletswap/portlets/2_4/bundles/HelloWorl dPortal Page.zip
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<depl oynent s>
<depl oynent >
<parent - r ef >def aul t </ parent - ref >
<if-exists>overwite</if-exists>
<properties/>
<page>
<page- name>M/Page</ page- nane>
<security-constraint>
<pol i cy- per m ssi on>
<acti on- name>vi ewr ecur si ve</ act i on- nanme>
<unchecked/ >
</ pol i cy-perni ssi on>
</ security-constraint>
<wi ndow>
<wi ndow nane>Hel | oWr | dPort | et PageW ndow</ wi ndow- nane>
<i nst ance-ref >Hel | oWbr | dPor t | et Pagel nst ance</ i nst ance-r ef >
<r egi on>cent er </ r egi on>
<hei ght >0</ hei ght >
</ wi ndow>
</ page>
</ depl oyment >
</ depl oynment s>

A deployment file can be composed of a set of <deployments>. In our example file, above, we are defining a page,
placing the portlet as awindow on that page, and creating an instance of that portlet. Y ou can then use the Manage-
ment Portlet (bundled with JBoss Portal) to modify the instances of this portlet, reposition it, and so on...

<if-exists> Possible values are overwrite or keep . Overwrite will destroy the existing object and create a new
one based on the content of the deployment. Keep will maintain the existing objct deployment or create a new
oneif it does not yet exist.

<parent-r ef> Indicates whether the object should be hooked in to the portal tree.

<properties> Properties definition specific to this page, commonly used to define the specific theme and layout
to use. If not defined, the default portal 1ayouts'theme combination will be used.

<page> The start of a page definition.
<page-name> The name of the page.
<window> The start of awindow definition.
<window-name> The name of the window.

<instance-ref> The instance reference used by this window. Should correspond with the <instance-name> vari-
able.

<height> The vertical position of this window within the region defined in the layout.
<instance> The start of an instance definition. page.
<instance-name> Maps to the above <instance-ref> variable.

<component-ref> Takes the name of the application followed by the name of the portlet, as defined in the
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portlet.xml

<security-constraint>
<pol i cy- perm ssi on>
<acti on- name>vi ewr ecur si ve</ act i on- name>
<unchecked/ >
</ pol i cy- permn ssi on>
</ security-constraint>

The security contraint portion is worth taking alook at, in an isolated fashion. It allows you to secure a specific
page/portal based on auser'srole.

Role definition: You must define arole that this security constraint will apply to. Possible values are:

e <unchecked/> Anyone can view this page.

* <role-name>SOMEROL E</role-name> Access to this page is limited to the defined role.
Access Rights: You must define the access rights given to the role defined. Possible values are:

e view Users can view the page.
e viewrecursive Users can view the page and child pages.
* personalize Users are able to personalize the page's theme.

» personalizerecursive Users are able to personalize the page AND its children's themes.

6.4.2. Defining a new portal instance

To illustrate our example, we have made available a portlet that you can download here: HelloPortal [3] .

For our example we make available helloworld-object.xml located under helloworldportal.war/WEB-INF/ , and it
lookslikethis:

<?xm version="1.0" encodi ng="UTF-8""?>
<! DOCTYPE depl oynments PUBLI C
"-//JBoss Portal //DTD Portal OCbject 2.6//EN'
"http://ww.jboss. org/ portal /dtd/ portal -object_ 2 6.dtd">
<depl oynment s>
<depl oynent >
<parent-ref/>
<if-exists>overwite</if-exists>
<portal >
<port al - nane>Hel | oPort al </ port al - name>
<support ed- nodes>
<node>vi ew</ node>
<nmode>edi t </ node>
<node>hel p</ node>
</ support ed- nndes>
<support ed- wi ndow- st at es>
<wi ndow- st at e>nor mal </ wi ndow- st at e>
<wi ndow- st at e>mi ni m zed</ wi ndow st at e>
<wi ndow st at e>maxi m zed</ wi ndow st at e>
</ support ed- wi ndow st at es>
[3] TILLP./7ANOTNSVILJDUSS. ONY/ T EePLY PUILELSW AP/ PUTLIELY £_4/DuUluley Reriovvornurora . Zip
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<properties>
<I-- Set the |layout for the default portal -->
<!-- see also portal -layouts. xm -->
<property>
<nane>| ayout . i d</ name>
<val ue>generi c</ val ue>
</ property>
<I-- Set the theme for the default portal -->
<I-- see also portal -thenes.xm -->
<property>
<nane>t hene. i d</ nane>
<val ue>r enai ssance</ val ue>
</ property>
<I-- set the default render set name (used by the render tag in |ayouts)
<l-- see also portal -render Set.xm -->
<property>
<nane>t hene. r ender Set | d</ name>
<val ue>di vRender er </ val ue>
</ property>
</ properties>
<security-constraint>
<pol i cy- perm ssi on>
<acti on- name>per sonal i zer ecur si ve</ act i on- name>
<unchecked/ >
</ pol i cy- perni ssi on>
</ security-constraint>
<page>
<page- nanme>def aul t </ page- name>
<security-constraint>
<pol i cy- per m ssi on>
<acti on- nane>vi ew ecur si ve</ acti on- nanme>
<unchecked/ >
</ pol i cy- perni ssi on>
</ security-constraint>
<wi ndow>
<wi ndow nane>M/Port | et W ndow</ wi ndow nane>
<i nstance-ref>M/Port| et| nstance</instance-ref>
<regi on>cent er </ regi on>
<hei ght >0</ hei ght >
</ wi ndow>
</ page>
</ portal >
</ depl oynent >
<depl oynent >
<parent-ref>Hel | oPortal </ parent-ref>
<if-exists>overwite</if-exists>
<page>
<page- nanme>f oobar </ page- nane>
<security-constraint>
<pol i cy- perm ssi on>
<acti on- nane>vi ew ecur si ve</ acti on- name>
<unchecked/ >
</ pol i cy- pern ssi on>
</ security-constraint>
<wi ndow>
<wi ndow nanme>MyPort | et W ndow</ wi ndow nane>
<i nstance-ref >MyPort| et | nstance</i nstance-ref>
<r egi on>cent er </ r egi on>
<hei ght >0</ hei ght >
</ wi ndow>
</ page>
</ depl oynent >
</ depl oynment s>

-->
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This example, when deployed, will register a new portal instance named Hel | oPort al with two pages in it. The
portal instance can be accessed by navigating to: http://localhost:8080/portal/portal/HelloPortal for the default
page, and http://localhost:8080/portal/portal/HelloPortal/foobar , for the second page created.

Note
Y ou must define a page named def aul t for any new portal instance to be accessible via aweb browser.
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Portal urls

Julien Viet <j ul i en@boss. or g>
Thomas Heute <t heut e@ boss. or g>

Roy Russo <roy@ boss. or g>

7.1. Introduction

Most of the time portals use very complicated urls, however it is possible to setup entry pointsin the portal that fol-
low simple patterns.

Each portal container can contain multiple portals and within a given portal, windows are organized in pages, a
page simply being a collection of windows associated to a name.

Before reading this chapter you must know how to define a page and a portal, you can refer to the chapter about
XML descriptors to have a better understanding of those notions.

7.2. Accessing a portal

Each portal container can contains multiple portals, also there is one specia portal which is the default portal, i.e
the one used when no portal is specified in particular.

e "/portal", will point to the default page of the default portal.

e "/portal/portalname/” will point to the default page of the portal port al name

7.3. Accessing a page

It is possible to have multiple pages per portal. As for portal there is a default page for a given portal. Once the
portal has been selected, then a page must be used and al the windows present in that page will be rendered. The
page selection mechanism is the following.

e "/portal/default/pageName" will render the pageNane page.
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7.4. Accessing CMS Content

The CM SPortlet delivers content transparently, without modifying the url displayed. However, if you wish to deliv-
er binary content (gif, jpeg, pdf, zip, €tc...), it is desirable to display this content outside of the confines of the
portal.

e "/content/defaul t/imges/jboss_| ogo. gi f* will display thej boss_I ogo. gi f outside of the portal. Thisis
accomplished as the portal interprets any path beginning with / cont ent as arequest for CM S content. As long
asthe mime-typeisnottext/htm ortext/text, it will berendered independently of the portal.
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Julien Viet <j uli en. vi et @ boss. conp

JBoss Portal's request pipeline allows for fine-grained, dynamic configuration of how Portal will behave when an
error occurs at runtime.

8.1. Error types

There are severa kind of errors that can happen during a request:

» Access denied: the user does not have the security rights to access a resource
e FError: an anticipated error as when a portlet throws an exception

e Internal error: an unexpected error

* Resource not found: aresource is not found

* Resource not available: aresourceisfound but is not serviceable

8.2. Control policies

When an error occurs, the request control flow changes according to the configuration. The configuration is also
called control policy.

8.2.1. Policy delegation and cascading

Whenever a control policy is invoked it is possible to change the response sent by the control flow. If the control
policy ignores the error then the next policy will handle the error at this turn. However if the control policy decides
to provide a new response then the next policy will not be invoked since the new response will not be of type error.
For instance, if aportlet part of a page produces an exception, the following reactions are possible:

» Theerror isdisplayed in the window
¢ Thewindow is removed from the aggregation

e Anporta error pageis displayed
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e« AnHTTP500 error response is sent to the browser

8.2.2. Default policy

The default policy applies when errors are not handled at other level. By default errors are translated into the most
appropriate HTTP response;

e Accessdenied: HTTP 403 Forbidden response

e Error: HTTP 500 Internal Server Error response

e Internal error; HTTP 500 Internal Server Error response
¢ Resource not found: HTTP 404 Not Found response

* Resource not available: HTTP 404 Not Found response

8.2.3. Portal policy

The portal error policy controls the response that will be sent to the browser when an error occurs. There is a de-
fault configuration and it is reconfigurable per portal. Whenever an error occurs, the policy can either handle are-
direct to a JSP page or ignore the error. If the error isignored it will be handled by the default policy, otherwise a
JSP page will be invoked with appropriate request attributes to allow page customization.

8.2.4. Page policy
The window error paolicy controls how the page reacts to aggregation errors. Indeed the page is most of the time an
aggregation of several portlet windows and the action to take when an error occurs is different than the other

policies. Whenever an error occurs, the policy can either handle it or ignoreit. If the error isignored then it will be
treated by the portal policy. The different actions that are possible upon an error are:

¢ Remove the window from the aggregation

* Replace the markup of the window by aredirection to a JSP page

8.3. Configuration using the XML descriptors

Since the different policies are configured using portal object properties it is possible to configure the error hand-
ling policy in the XML descriptors of those objects (the * - obj ect . xmi filesfor your Portal deployment).

8.3.1. Portal policy properties

A set of properties configure the the behavior of the portal policy. Those properties will only be taken in account
for objects of type portal.
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Table 8.1. Portal policy properties

Property name Description Possible values

control.portal .access denied On access denied ignore and jsp
control.portal.unavailable On resource not available ignore and jsp
control.portal .error On an expected error ignore and jsp
control.portal.internal _error On an unexpected error ignore and jsp
control.portal.not_found On resource not found ignoreand jsp

control.portal .resource_uri The path of the JSP used for redir- = A valid path to a JSP located in the

ections portal-core.war file

An example of portal configuration:

<portal >
<portal - nane>M/Por t al </ port al - nane>

<properties>

<property>
<nane>control . portal . access_deni ed</ nane>
<val ue>i gnor e</ val ue>

</ pr operty>

<property>
<nane>control . portal . unavai | abl e</ name>
<val ue>i gnor e</ val ue>

</ property>

<property>
<nane>control . portal . not _f ound</ name>
<val ue>i gnor e</ val ue>

</ property>

<property>
<nanme>control . portal .internal _error</name>
<val ue>j sp</val ue>

</ property>

<property>
<nanme>control . portal . error</nanme>
<val ue>j sp</val ue>

</ property>

<property>
<nanme>control . portal . resource_uri </ name>
<val ue>/ \EEB- | NF/ j sp/ error/ portal .jsp</val ue>

</ property>

</ properties>

</ portal >

8.3.2. Page policy properties

A set of properties configure the the behavior of the page policy. Those properties will only be taken in account for
objects of type portal and page.
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Table 8.2. Page policy properties

Property name Description Possible values
control.page.access denied On access denied ignore, jsp and hide
control.page.unavailable On resource not available ignore, jsp and hide
control.page.error On an expected error ignore, jsp and hide
control.page.internal _error On an unexpected error ignore, jsp and hide
control.page.not_found On resource not found ignore, jsp and hide
control .page.resource_uri The path of the JSP used for redir- ignore, jsp and hide

ections

An example of page configuration:

<page>
<page- name>My/Port al </ page- name>

<properties>

<property>
<nane>control . page. access_deni ed</ name>
<val ue>hi de</ val ue>

</ pr operty>

<property>
<nane>control . page. unavai | abl e</ name>
<val ue>hi de</ val ue>

</ property>

<property>
<nane>contr ol . page. not _f ound</ nane>
<val ue>hi de</ val ue>

</ property>

<property>
<nane>cont rol . page. i nternal _error</name>
<val ue>j sp</val ue>

</ property>

<property>
<nane>control . page. error </ name>
<val ue>j sp</val ue>

</ property>

<property>
<nanme>cont r ol . page. resour ce_uri </ name>
<val ue>/ WEB- | NF/ j sp/ error/ page. j sp</ val ue>

</ property>

</ properties>
</ page>

Note

Y ou can configure the page properties also on objects of type portal, in that case they will be inherited by

the pages which are located in the portal.
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8.4. Handling errors with JSP

As described above it is possible to redirect error handling to a JavaServer Page. Two pages can be created to
handle errors at portal and page level. Portal level error handling requires a page that will produce a full page and
the page level error handling requires a page that will produce markup for a window only. When the page is in-
voked a set of request attributes will be passed.

Table 8.3. Request attributes

Attribute name Attribute Description Attribute value
org.jboss.portal.control. ERROR_T The error type The possible values are AC-
Y PE CESS DENIED, UNAVAILABLE,
ERROR, INTERNAL_ERROR,
NOT_FOUND
org.jboss.portal.control.CAUSE The throwabl e cause that can be The object is a subclass of
null javalang.Throwable
org.jboss.portal.control. MESSAG | An error message that can be null Text
E
Note

The JavaServer Pages have to be located in the jboss-portal .sar/portal-core.war Web Application.

8.5. Configuration using the Portal Management Application

The Error handling policy can also be configured via the portal management application. The functionality is avail-
able as part of the properties for each configuration level where it makes sense: you can specify the default error
handling policy (at the root of the portal object hierachy), for each portal or each page by clicking on the Properties
link on each of these pages. Y ou can also specify how dashboards should behave with respect to error handling by
clicking on the Dashboards tab of the Portal management application.
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Portal Error Handling

| Configure how the system handles errors on portal level.

Case

Inheritance

Action

When access to the page is denied
When the page is unavailable

When there is an error on the page
When there is an error within the page
When the page is not found

On error redirect to this resource

inherit action from parent

| inherit action from parent

inherit action from parent

| inherit action from parent

inherit action from parent

| inherit action from parent

[ Display the default error message H

[ Display the default error message H

| Redirect to the specified resource H

[ Redirect to the specified resource H

| Display the default error message H

/WEB-INF/jsp/errar/ portal.jsp

Update

| Configure how the system handles errors on page level.

Case

Inheritance

Action

When access to the window is denied
When the window is unavailable

When there is an error on the window
When there is an error within the window
When the window is not found

On error redirect to this resource

inherit action from parent

| inherit action from parent

inherit action from parent

| inherit action from parent

inherit action from parent

| inherit action from parent

" Remove the resource from page H

[ Remove the resource from page H

" Redirect to the specified resource H

[ Redirect to the specified resource H

[ Remove the resource from page H

JWEB- INF/jsp/error/ page. jsp
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Julien Viet <julien @jboss dot conp

Since JBoss Portal 2.6 it is possible to provide an easy integration of content within the portal. Up to the 2.4 ver-
sion content integration had to be done by configuring a portlet to show some content from an URI and then place
that portlet on a page. The new content integration capabilities allows to directly configure a page window with the
content URI by removing the need to configure a portlet for that purpose.

Note

We do not advocate to avoid the usage portlet preferences, we rather advocate that content configuration
managed at the portal level simplifies the configuration: it helps to make content a first class citizen of the
portal instead of having an intermediary portlet that holds the content for the portal. The portlet preferences
can still be used to configure how content is displayed to the user.

e ey SR
Vg I CMS [

cMS cms || Portlet | ~»{cmsmie]|  CMS

Content

Window Window

CMS
Portlet

Portal page
\ page J

The portal uses portlets to configure content
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The portal references directly the content and use portlet to interact with content

9.1. Window content

The content of awindow is defined by

e The content URI which is the resource that the window is pointing to. It is an arbitrary string that the portal
cannot interpret and is|eft up to the content provider to interpret.

e Thewindow content type which defines how the portal interpret the window content

» The default content type is for portlets and has the value portlet. In this case the content URI is the portlet
instance id.

« The CMS content type allows to integrate content from the CMS at the page and it has the value cms. For
that content type, the content URI isthe CM Sfile path.

« The content parameters which are a set of additional key/value string pairs holding state that is interpreted by
the content provider.

At runtime when the portal needs to render a window it delegates the production of markup to a content provider.
The portal comes with a preconfigured set of providers which handles the portlet and the cms content types. The
most natural way to plug a content provider in the portal is to use a JSR 168 Portlet. Based on a few carefully
chosen conventions it is possible to provide an efficient content integration with the benefit of using standards and
without requiring the usage of a proprietary API.

9.2. Content customization
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Content providers must be able to alow the user or administrator to chose content from the external resource it in-
tegratesin the portal in order to properly configure a portal window. A few interactions between the portal, the con-
tent provider and the portal user are necessary to achieve that goal. Here again it is possible to provide content cus-
tomization using a JSR 168 Portlet. For that purpose two special portlet modes called edit_content and se-
lect_content has been introduced. It signals to the portlet that it is selecting or editing the content portion of the
state of a portlet. select_content is used to select a new content to put in a window while edit_content is used to
modify the previously defined content, often the two modes will display the same thing. The traditional edit mode
is not used because the edit mode is more targeted to configure how the portlet shows content to the end user rather
than what content it shows.

Portal Objects Portlet Instances Portlet Definitions Dashboards

Portals : default portal : default page : CMSWindow window
Browsing: Home > default

Name
images
private

index.html
project.html

support.html

Example of content customization - CMS Portlet

9.3. Content Driven Portlet

Portlet components are used to integrate content into the portal. It relies on a few conventions which allow the
portal and the portlet to communicate.

9.3.1. Displaying content

At runtime the portal will call the portlet with the view mode when it displays content. It will send information
about the content to display using the render parameters to the portlet. Therefore the portlet has just to read the
render parameters and use them to properly display the content in the portlet. The render parameters values are the
key/value pairs that form the content properties and the resource URI is available under the uri parameter name.

9.3.2. Configuring content

As explained before, the portal will call the portlet using the edit_content mode. In that mode the portlet and the
portal will communicate using either action or render parameters. We have two use cases which are:

e The portal needs to configure a new content item for a new window. In that use case the portal will not send
specia render parameters to the portlet and the initial set of render parameters will be empty. The portlet can
then use render parametersin order to provide navigation in the content repository. For example the portlet can
navigate the CMS tree and store the current CM S path in the render parameters. Whenever the portlet has de-
cided to tell the portal that content has been selected by the user it needs to use an action URL with a special set
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of parameters:

e content.action.select equalsto any value
e content.uri equals to the content URI
e content.param. used as prefix to configure content parameters

« The second use case happens when the portal needs to edit existing content. In such situation everything works
as explained before except that the initial set of render parameters of the portlet will be prepopulated with the
content uri URI and parameters.

9.3.3. Step by step example of a content driven portlet

9.3.3.1. The Portlet skeleton

Here is the base skeleton of the content portlet. The FSContentDrivenPortlet shows the files which are in the war
file in which the portlet is deployed. The arbitrary name filesystem will be the content type interpreted by the port-
let.

public class FSContentDrivenPortl et extends GenericPortl et

{

/** The edit_content node. */
public static final PortletMde ED T_CONTENT_MODE = new Portl et Mode("edit_content");

/** The sel ect _content node. */
public static final PortletVbde SELECT CONTENT_MODE = new Portl et Mbde("sel ect_content");

9.3.3.2. Overriding the dispatch method

First the doDispatch(Render Request req, Render Response resp) is overridden in order to branch the request flow to
amethod that will take care of displaying the editor.

protected voi d doDi spat ch( Render Request req, Render Response resp)
throws Portl et Exception, PortletSecurityException, |OException

i f (EDI T_CONTENT_MODE. equal s(req. getPortl et Mde()) ||
SELECT_CONTENT_MODE. equal s(req. get Portl et Mbde()))
{

}
el se

{
}

doEdi t Content (req, resp);

super . doDi spatch(req, resp);

}
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9.3.3.3. Utilities methods

The portlet also needs a few utilities methods which take care of converting content URI to a file back and forth.
There is also an implementation of afile filter that keep only text files and avoid the WEB-INF directory of the war
file for security reasons.

protected File getFile(String contentURI) throws | COException

{
String real Path = get Port| et Cont ext (). getReal Pat h(content URI);
if (realPath == null)
{
t hrow new | OExcepti on(" Cannot access war file content");
}
File file = new Fil e(real Path);
if (Ifile.exists())
{
throw new | OException("File " + contentURI + " does not exist");
}
return file;
}

protected String getContentURI (File file) throws | OException

{

String rootPath = getPortl et Context().getReal Path("/");

if (rootPath == null)

{

t hrow new | OExcepti on(" Cannot access war file content");

}

/1 Make it canoni cal

root Path = new Fil e(root Pat h) . get Canoni cal Pat h() ;

/1 Get the portion of the path that is significant for us

String filePath = file. getCanoni cal Pat h();

return filePath.length() >=

root Path.length() ? filePath.substring(rootPath.length()) : null;

}

private final FileFilter filter = new FileFilter()

{
publ i c bool ean accept(File file)
{
String nane = file.getNane();
if (file.isDirectory())
{
return !"WEB- | NF". equal s(nane) ;
}
else if (file.isFile())
{
return nanme. endsWth(".txt");
}
el se
{
return false;
}
}
}
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9.3.3.4. The editor

The editor is probably the longest part of the portlet. It tries to stay simple though and goes directly to the point.

Portal Chjects Portlet Instances Portlet Definitions Dashboards

Portals » default portal : default page @ FileSystemWindow window
Directories

dirl

images

dir2
portlet-styles

Files:

Content editor of FSContentDrivenPortlet in action

protected voi d doEdi t Cont ent (Render Request req, Render Response resp)
throws Portl et Exception, PortletSecurityException, |OException
{
/1 Get the uri value optionally provided by the portal
String uri = req.getParaneter("content.uri");

/1 Get the working directory directory
File workingDr;

if (uri !'=null)
{
worki ngDir = getFile(uri).getParentFile();
}
el se
{
// Gherwise try to get the current directory we are browsing,
/1 if no current dir exist we use the root
String currentDir = req.getParaneter("current_dir");
if (currentDir == null)
{
currentDir = "/";
}
workingDir = getFile(currentDir);
}

/1 Get the parent path
String parentPath = get Content URI (worki ngDir.getParentFile());

/1l Cet the children of the selected file, we use a filter
/1l to retain only text files and avoid WEB-INF dir
File[] children = workingDir.listFiles(filter);

/1 Configure the response
resp. set Content Type("text/htm");
PrintWiter witer = resp.getWiter();

I

witer.print("Directories:<br/>");
witer.print("<ul>");

Portl et URL choseDir URL = resp. creat eRender URL();
if (parentPath !'= null)

{
choseDi r URL. set Paraneter ("current _dir", parentPath);
witer.print("<li><a href=\"" + choseDirURL + "\">. .</a></li>");
}
for (int i = 0;i < children.length;i++)
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{
File child = children[i];
if (child.isDirectory())
{
choseDi r URL. set Paraneter ("current _dir", getContentURl (child));
witer.print("<li><a href=\"" + choseDirURL + "\">" + child.getNane() +
"<fa></li>");
}
}

witer.print("</ul><br/>");

Il

witer.print("Files:<br/>");

witer.print("<ul>");

Portl et URL sel ectFileURL = resp.createActi onURL();

sel ect Fil eURL. set Paranet er ("content. acti on. sel ect”, "select");
for (int i = 0;i < children.length;i++)
{

File child = children[i];
if (child.isFile())

{
sel ect Fi |l eURL. set Paraneter ("content.uri", getContentURl (child));
witer.print("<li><a href=\"" + selectFileURL + "\">" + child. getNane() +
"<fa></li>");
}

}

witer.print("</ul><br/>");

11
witer.close();

9.3.3.5. Viewing content at runtime

Last but not least the portlet needs to implement the doView(Render Request reg, Render Response resp) method in
order to display the file that the portal window wants to show.

protected voi d doVi ew( Render Request req, Render Response resp)
throws Portl et Exception, PortletSecurityException, |OException
{
/1 Get the URI provided by the portal
String uri = req.getParaneter("uri");

/1 Configure the response
resp. set Content Type("text/htm ");
PrintWiter witer = resp.getWiter();

11

if (uri == null)

{ witer.print("No selected file");
}

el se

{

File file = getFile(uri);

FilelnputStreamin = null;

try

{
in = new Fil el nputStrean(file);
Fi | eChannel channel = in.getChannel ();
byte[] bytes = new byte[(int)channel.size()];
Byt eBuf fer buffer = ByteBuffer.wap(bytes);
channel . read(buffer);
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witer.wite(new String(bytes, 0, bytes.length, "UTF8"));

catch (Fi | eNot FoundException e)

{
witer.print("No such file " + uri);
getPortletContext().log("Cannot find file " + uri, e);
}
finally
{
if (in!=null)
in.close();
}
}
}
I

witer.close();

9.3.3.6. Hooking the portlet into the portal

Portal Objects Portlet Instances FPortlet Definitions Dashboards

Portals ; default portal : default page Layout

Define a name for the window of content (optional):

center Region

m CMSWindcw [~ Up

Window Name: |Fi|esystemwmdm

Select the type of content that will ke added to the page:
Content Type: I filesystem = |

Select content that will be added to the page:

Delete

Directories:

left Region
v odirl
» images m ISPRortletindow -]
v odir2 lele ntityUse rPortle tWindow
v portlet-styles CurrentUse rs Portle tWindow m

Management portlet with filesystem content type enabled

Finally we need to make the portal aware of the fact that the portlet can edit and interpret content. For that we need
afew descriptors. The portlet.xml descriptor will define our portlet, the portlet-instances.xml will creste asinglein-
stance of our portlet. The web.xml descriptor will contain a servlet context listener that will hook the content type in
the portal content type registry.

<?xm version="1.0" encodi ng="UTF-8"?>
<portlet-app
xm ns="http://java. sun. conli xm /ns/portlet/portlet-app_1_0.xsd"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : schenalLocati on="http://java.sun.com xm /ns/portlet/portlet-app_1_0.xsd

http://java.sun.com xm /ns/portlet/portlet-app_1_0.xsd"
version="1.0">
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<portlet>
<description>File System Content Driven Portlet</description>
<port | et - name>FSCont ent Dri venPort| et </ portl et - name>
<di spl ay- name>Fi | e System Content Driven Portl et</display-nanme>
<portlet-class>org.jboss.portal.core.portlet.test.FSContentDrivenPortlet</portlet-class>
<support s>
<m me-type>text/htm </ m nme-type>
</ support s>
<portlet-info>
<title>File Portlet</title>
<keywor ds>sanpl e, t est </ keywor ds>
</portlet-info>
</portlet>

</p6;£let-app>

The portlet.xml descriptor

<depl oynment s>

<depl oynent >
<i nst ance>
<i nstance-i d>FSCont ent Dri venPort| et | nstance</i nstance-i d>
<portlet-ref>FSContentDrivenPortlet</portlet-ref>
</instance>
</ depl oyment >

</ depl oynent s

The portl et-instances.xml descriptor

<web- app>

<cont ext - par an>
<par am nane>or g. j boss. portal . cont ent _t ype</ par am nanme>
<par am val ue>fil esyst enx/ param val ue>
</ cont ext - par an>
<cont ext - par an>
<par am nane>or g. j boss. portal . portl et _i nstance</ param nanme>
<par am val ue>FSCont ent Dri venPor t | et | nst ance</ par am val ue>
</ cont ext - par an>
<li stener>
<l i stener-cl ass>org. j boss. cont ent. Cont ent TypeRegi stration</I|i stener-class>
</listener>

</méb:app>
The web.xml descriptor

Warning
Y ou don't need to add the listener class into your war file. Asit is provided by the portal it will always be
available.

9.4. Configuring window content in deployment descriptor
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How to create a portlet that will enable configuration of content at runtime has been covered above, however it is
also possible to configure content in deployment descriptors. With our previous example it would give the follow-
ing snippet placed in a*-portal.xml file:

<wi ndow>

<wi ndow name>MyW ndow</ wi ndow name>

<cont ent >
<content-type>fil esystenx/content-type>
<content-uri>/dirl/foo.txt</content-uri>

</ cont ent >

<regi on>cent er </ regi on>

<hei ght >1</ hei ght >

</ wi ndow>

File Portlet
Foo content
Final effect - portal window with FSContentDrivenPortlet

Note
How to configure CM Sfile thisway is covered in the CM S chapter: Section 21.3
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Widget Integration

Emanuel Muckenhuber <emuckenh@ edhat . con»

10.1. Introduction

JBoss Portal supports the integration of Google gadgets and Netvibes (UWA [1] compatible) widgets out of the
box. This integration allows you to display the content of the widget within a portlet. Both types can be added in
the administration interface by editing the 'Page Layout' of a page or in the configuration of the users dashboard
when selecting the appropriate 'Content type'.

10.2. Widget portlet configuration

It is possible to modify certain behavior of caching and fetching widgets by changing the init-param values of the
portlet.

e connectionTimeout
Connection timeout used for the directory lookup in milliseconds.
e widgetExpiration

Time in minutes for which awidget should be cached. After this time the cached widget information will be de-
leted and fetched again when the information are needed.

* queryExpiration

Times in minutes for which a directory query should be cached. After this time the cached query information
will be deleted.

» fetchWidgetsOnDirectoryL ookup

This parameter defines if al widgets from a directory lookup should be fetched at the time of the query or not.
The default values is false. This means that widgets are only fetched on demand - when the information is
really needed.

The parameter for both widget types can be changed identically in either:

[1] http://dev.netvibes.com/doc/uwa_specification
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e jboss-portal.sar/portal-widget.war/\WEB-INF/portlet.xml (for google gadgets)

e or jboss-portal.sar/portal -widget-netvibes.war/WEB-INF/portlet.xml (for netvibes widgets).

<portlet>

<init-paranp
<nane>connect i onTi neout </ name>
<val ue>5000</ val ue>
</init-paranp
<init-paranp
<nane>w dget Expi r at i on</ nane>
<val ue>360</ val ue>
</init-paranr
<init-paranp
<name>quer yExpi r ati on</ name>
<val ue>60</ val ue>
</init-paranr
<init-paranp
<nane>f et chW dget sOnDi r ect or yLookup</ nane>
<val ue>f al se</val ue>
</init-paranr

</portlet>

For Netvibes widgets it is aso possible to define ainit-param called defaultHeight to set a specific default height
if no height attribute is defined by the widget itself. The default value is 250.
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Portlet Modes

Julien Viet <j uli en. vi et @ boss. conp

JBoss Portal supports the standard portlet modes defined by the JSR-168 specification which are view, edit and
help. In addition of that it also supports the admin portlet mode.

11.1. Admin Portlet Mode

The admin mode defines a mode for the portlet which allows the administration of the portlet. Access to this mode
is only granted to users having an appropriate role. In order to grant admin access to a portlet, the user must have a
role which grants him the admin action permission on the portlet instance. This can be done in the instance deploy-
ment descriptor or using the administation portlet of the portal.

11.1.1. Portlet configuration

In order to be able to use the admin mode, the portlet must declare it in the portlet deployment descriptor.

<portlet-app>
<portlet>
<support s>
<m me-type>text/htm </ m me-type>
<portl et - mode>adni n</ portl et - nrode>
</ support s>
</portlet>
<cust om portl et - nnde>
<nane>adm n</ name>

</ custom portl et - node>

</p6;ilet-app>

11.1.2. Declarative instance security configuration

The following example shows the configuration of a portlet instance that grants the admin action permission to the
Admin security role. It also grants the view action permission to all users.

<i nst ance>
<i nst ance-i d>ModePort| et | nst ance</i nstance-i d>
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<portlet-ref>MdePortlet</portlet-ref>
<security-constraint>
<pol i cy- perm ssi on>
<act i on- nane>admni n</ acti on- nanme>
<r ol e- name>Admni n</r ol e- nane>
</ pol i cy-perni ssi on>
<pol i cy- perm ssi on>
<acti on- nane>vi ew</ act i on- name>
<unchecked/ >
</ pol i cy- perni ssi on>
</ security-constraint>
</instance>

11.1.3. Instance security configuration with the administration portlet

At runtime the security configuration section of the administration portlet can be used to grant or revoke the admin
access. It can be done by clicking the security action of the portlet instance and then use the security editor.

FPortlet Instances  ModePortletlnstance security settings

Roles Permissions

A H H . . H
Role Administrators: |_ View |-"_ Admin
Role Users: |_ View |_ Admin

Role Unchecked: F oview I Admin

Edit the security instance configuration
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Portal API

Julien Viet <j ul i en@boss. or g>

Thomas Heute <t heut e@ boss. or g>

12.1. Introduction

JBoss Portal provides an Application Programming Interface (API) which allows to write code that interacts with
the portal. The life time and validity of the API istied to the major version which means that no changes should be
required when code is written against the API provided by the JBoss Portal 2.x versions and used in a later version
of JBoss Portal 2.x.

The Portal API package prefix is org.jboss.portal.api. All of the classes that are part of this APl are prefixed with
this package name except for the org.jboss.portal.Mode and org.jboss.portal. WindowState classes. These two
classes were defined before the official Portal API framework was created and so the names have been maintained
for backward compatibility.

The Portlet APl defines two classes that represent a portion of the visual state of a Portlet which are
javax.portlet.PortletMode and javax.portlet. WindowSate. Likewise the Portal API defines similar classes named
org.jboss.portal.Mode and org.jboss.portal. WindowState which offer comparable characteristics, the main differ-
ences are:

« Usage of factory methods to obtain instances.

e Classesimplementsthe java.io.Serializable interface.

Mode

=name ; 3tring

+createl name : String § : Mode
+createl name : String, preserveCase | boolean ) : Mode

The Mode class
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WindowState

=name ; 3tring

+oreate] name : String 1 WindowState
+createl name : String, preserveCase : boolean ) WindowState

The WindowState class

Note

In the Portal API, the Mode interface is named like this because it does represent the mode of some visual
object. The Portlet APl names it PortletMode because it makes the assumption that the underlying object is
of type Portlet.

12.2. Portal URL

The Portal API defines the org.jboss.portal.api.Portal URL interface to represent URL managed by the portal.

PortalURL )

—<zgiter==+zetduthenticated] wantduthenticated © Boolgan ) . void
w<gpliter==+zatSecure wantSecure - Boolean ) © void
<<zelter->=+setRelativel relative ; boolean )  void

+toString(] © String

The Portal URL interface

* The setAuthenticated(Boolean wantAuthenticated) methods defines if the URL requires the authentication of
the user. If the argument value is true then the user must be authenticated to access the URL, if the argument
value is false then the user should not be authenticated. Finally if the argument value is null then it means that
the URL authenticated mode should reuse the current mode.

e The setSecure(Boolean wantSecure) methods defines the same as above but for the transport guarantee offered
by the underlying protocol which means most of the time the secure HTTP protocol (HTTPS).

» The setRelative(boolean relative) defines the output format of the URL and whether the created URL will be an
URL relative to the same web server or will be the full URL.

* ThetoString() method will create the URL as a string.

12.3. Portal session
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PortalSession Y

<<getter=>+getid(] : String

w<geiter==+getditribute name ; Siring ) | Ohect
wspiter==+zatditribute name ; Siring, attribute © Ohiect ) © void
+removedttributel name | String ) © void

The Portal Session interface

It is possible to have access to a portion of the portal session to store objects. The
org.jboss.portal.api.session.PortalSession  interface  defines its APl and is smilar to the
javax.serviet.http.HttpSession except that it does not offer methods to invalidate the session as the session is man-
aged by the portal.

12.4. Portal runtime context

PortalRuntimeContext ]

<<getter=>+getUserid(] . String
<<getter==+getSession|] ;| PortalSession
<<geiter==+geiNavigationalState Context() . NawvigationalState Context

The Portal RuntimeContext interface

The org.jboss.portal.api.Portal RuntimeContext gives access to state or operations associated at runtime with the
current user of the portal. The Sring getUserld() retrieve the user id and can return null if no user is associated
with the context. It also gives access to the Portal Session instance associated with the current user. Finally it gives
access to the Navigational SateContext associated with the current user.

12.5. Portal nodes

The portal structure isatree formed by nodes. It is possible to programmatically access the portal tree in order to

» discover the tree structure of the portal
e create URL that will render the different portal nodes

e access the properties of a specific node
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PortalNode )

<<gefter==+getType(] | int
w<geiter==+getRoot(] ; PortaiNode
w<geiter==+getParent(] : PortaiNode

<<getter>>+gethName() . String 0.1
<<getter==+getDisplayName( locale : Locale ) © String
<<gelter==+getChid] name . String ) © PortaiNode -parent

<<gefter==+getChidren(] | Colection

+resolve relativePath © String ) © PortaiNode

wogeiter==+getPropertes() : Map

+createlRL[ portalRuntimeContext | PortaiRuntimeContext ) ; PortaiNodelURL

0.* -Children

The PortalNode interface

As usual with tree structures, the main interface to study is the org.jboss.portal .api.node.PortalNode. That interface
isintentionally intended for obtaining useful information from the tree. It is not possible to use it to modify the tree
shape because it is not intended to be a management interface.

public interface Portal Node

{
int getType();
String getNane();
String getDi spl ayNane(Local e | ocal e);
Map get Properties();
Por t al NodeURL creat eURL( Portal Runti neCont ext portal Runti neCont ext);

}

The interface offers methods to retrieve informations for a given node such as the node type, the node name or the
properties of the node. The noticeable node types are:

* PortalNode.TYPE_PORTAL : the node represents a portal
« PortalNode. TYPE_PAGE : the node represents a portal page
¢ PortalNode. TYPE_WINDOW : the node represents a page window

The org.jboss.portal.api.node.PortalNodeURL is an extension of the PortalURL interface which adds additional
methods useful for setting parameters on the URL. There are no guarantees that the portal node will use the para-
meters. So far portal node URL parameters are only useful for nodes of type PortalNode. TYPE_WINDOW and they
should be treated as portlet render parameters in the case of the portlet is alocal portlet and is not a remote portlet.
The method that creates portal node URL requires as parameter an instance of Portal RuntimeContext.

The interface also offers methods to navigate the node hierarchy:

public interface Portal Node

{
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Port al Node get Chil d(String nane);
Col | ection get Children();

Por t al Node get Root () ;

Port al Node getParent();

12.6. Portal navigational state

The navigational state is a state managed by the portal that associates to each user the state triggered by its naviga-
tion. A well known part of the navigational state are the render parameters provided at runtime during the call of
the method void render (Render Request req, Render Response resp). The portal API offers an interface to query and
update the navigational state of the portal. For now the API only exposes mode and window states of portal nodes
of type window.

NavigationalStateContext i)

<<getter==+getWindowState! window . PortaiNode ) | WindowStale
<<sglter==+setWindowState! window : PortaiNode, windowState © WindowState ) | void
<<getter=>+getldode window . PortaiNode ) ; Mode

<<sgiter==+seilMode] window ;| PortaiNode, mode ;| Mode ) ; woid

The Navigational StateContext interface

12.7. Portal events

Portal events are a powerful mechanism to be aware of what is happening in the portal at runtime. The base pack-
age for event is org.jboss.portal .api.event and it contains the common event classes and interfaces.

PortalEvent

The Portal Event class

The org.jboss.portal .api.event.Portal Event abstract classis the base class for al kind of portal events.

PortalEventCGonfaext [ @]

o

<<gefter==+getPortalRuntime Context() ;| PortalRuntimeContext

The Portal EventContext interface
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The org.jboss.portal.api.event.Portal EventContext interface defines the context in which an event is created and
propagated. It allows retrieval of the Portal RuntimeContext which can in turn be used to obtain the portal context.

PortalEventLisfenar Y

+onEvent] eventContext ;| PortalEventContext, event ; PortalEvent ) ; void

The Portal EventListener interface

The org.jboss.portal.api.event.Portal EventListener interface defines the contract that class can implement in order
to receive portal event notifications. It contains the method void onEvent(Portal Event event) called by the portal
framework.

Listeners declaration requires a service to be deployed in JBoss that will instantiate the service implementation and
register it with the service registry. We will see how to achieve that in the example section of this chapter.

Note

The event propagation model uses one instance of a listener class to receive all portal events that may be
routed to that class when appropriate. Therefore implementors needs to be aware of that model and must
provide thread safe implementations.

12.7.1. Portal node events

Portal node events extend the abstract portal event framework in order to provide notifications about user interface
events happening at runtime. For instance when the portal renders a page or a window, a corresponding event will
be fired.
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PortalNodeEvent

<<getter>>+getNode() | PortalNode

I

PageEvant WindowEvent

<<getter==+getMode() : Mode
‘l'llw'.l <cgetter>>+setMode mode : Mode ) : void

PageRenderEvent <cgetter>>+getWindowState() | WindowState
<<sgtter==+setWindowState windowState | WindowState ) @ void

WindowRenderEvent

<<getter==+getParameters() : Map
<<setter=>+setParameters( parameters . Map ) : void

WindowMavigationEvent

<<getter=>+getParameters() | Map
<<ggtter==+setParameters( parameters | Map ) © void

WindowActionEvent

<<gonstructor==+WindowactionEvent( node : PortalNode )
<<getter==+getParameters() . Map
<cgetter>>+setParameters| parameters . Map ) : void

The portal node event class hierarchy

The org.jboss.portal .api.node.event.Portal NodeEvent class extends the org.jboss.portal .api.node.Portal Event class
and is the base class for all events of portal nodes. It defines a single method PortalNode getNode() which can be
used to retrieve the node targetted by the event.

The org.jboss.portal.api.node.event. WindowEvent is an extension for portal nodes of type window. It provides ac-
cess to the mode and window state of the window. It has 3 subclasses which represent different kind of event that
can target windows.

The org.jboss.portal .api.node.event.WindowNavigationEvent is fired when the window navigational state changes.
For a portlet it means that the window is targetted by an URL of type render.

The org.jboss.portal .api.node.event. WindowActionEvent is fired when the window is targetted by an action. For a
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portlet it means that the window is targetted by an URL of type action.

The org.jboss.portal .api.node.event. WindowRender Event is fired when the window is going to be rendered by the
portal.

The org.jboss.portal .api.node.event.PageEvent is an extension for portal nodes of type page.

The org.jboss.portal .api.node.event.PageRender Event is fired when the page is going to be rendered by the portal.

12.7.1.1. Portal node event propagation model

A portal node event is fired when an event of interest happens to a portal node of the portal tree. The notification
model is comparable to the bubbling propagation model [1] defined by the DOM specification. When an event is
fired, the event is propagated in the hierarchy from the most inner node where the event happens to the root node of

/f- Portal ﬂ\

) N

4 4
Page Page
| Window Window | | |4..

Window Window

[ Window | Window

\\ J —

" 1]
* L T T L L

*‘rlli"‘

The portal node event propagation model

12.7.1.2. Portal node event listener

The org.jboss.portal .api.node.event.PortalNodeEventListener interface should be used instead of the too generic
org.jboss.portal.api.event.Portal EventListener when it comes down of listening portal node events. Actually it does
not replace it, the Portal EventListener interface semantic allows only traditional event delivering. The Portal-
NodeEventListener interface is designed to match the bubbling effect during an event delivery.

The PortalNodeEvent onEvent(PortalNodeEventContext context, PortalNodeEvent event) method declares a
PortalNodeEvent as return type. Commonly the method returns null; however, areturned PortalNodeEvent replaces
the event in the listeners subsequently called during the event bubbling process.

[1] http://en.wikipedia.org/wiki/DOM_Events#Event_flow
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12.7.1.3. Portal node event context

PortalNodeEventContext )

+dizspatch(] : PortalNodeEvent
<<gefter==+gethode(] ;| PortaiNode

The PortalNodeEventContext interface

The org.jboss.portal.api.node.event.Portal NodeEventContext interface extends the PortalEventContext interface
and plays an important role in the event delivery model explained in the previous section. That interface gives full
control over the delivery of the event to ascendant nodes in the hierarchy, even more it gives the possibility to re-
place the current event being delivered by a new event that will be transformed into the corresponding portal beha-
vior. However there are no guarantees that the portal will turn the returned event into a portal behavior, here the
portal provides a best effort policy, indeed sometime it is not possible to achieve the substitution of one event by
another.

Here the simplest implementation of a listener that does nothing except than correctly passing the control to a par-
ent event listener if thereis one.

publ i c Portal NodeEvent onEvent (Port al NodeEvent Cont ext context, Portal NodeEvent event)
{

return context.dispatch();

}

The method PortalNode getNode() returns the current node being selected during the event bubbler dispatching
mechanism.

12.7.2. Portal session events

The life cycle of the session of the portal associated with the user can also raise events. This kind of event is not
bound to a portal node since it is triggered whenever a portal session is created or destroyed

Paortal SessionEvent

+SESSION CREATED : int = O{readOnhy}
+SESSION DESTROYED : int = 1{readOnh}

<<getier==+getType() . int

The Portal SessionEvent class

There are two different types of events:
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e org.jboss.portal .api.session.event.Portal SessionEvent. SESSION_CREATED, fired when a new portal sessionis
created

e org.jboss.portal .api.sessi on.event.Portal SessionEvent. SESSION_DESTROYED, fired when a new portal ses-
sion is destroyed

12.7.3. Portal user events

The life cycle of the portal user can also raise events such as its authentication. A subclass of the wider scope
UserEvent classis provided and triggers events whenever a user signsin or out. The UserEvent object gives access
to the user name of the logged-in user through the method String getld().

UserEvent
#userld ; String{readOnhy}

<<getter==+getUserld() : String

UserAuthenticationEvent

+SIGM M @ int = readOniyd
+SIGN OUT :int = 1{readCnh?}

<<getter==+getType() : int

The UserEvent class and UserAuthenticationEvent sub-classes

The UserAuthenticationEvent triggers two events that can be catched:

e org.jboss.portal.api.session.event.UserAuthenticationEvent.SIGN_IN, fired when a portal user signsin
e org.jboss.portal .api.session.event.UserAuthenticationEvent.SIGN_OUT, fired when aportal user signs out

Based on the UserEvent class other custom user related events could be added like one that would trigger when a
new user is being registered

12.8. Examples

The events mechanism is quite powerful, in this section of the chapter we will see few simple examples to explain
how it works.
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12.8.1. UserAuthenticationEvent example

In this example, we will create a simple counter of the number of logged-in registered users. In order to do that we
just need to keep track of Sign-in and Sign-out events.

First, let's write our listener. It just a class that will implement org.jboss.portal .api.event.Portal EventListener and
its unique method void onEvent(Portal EventContext eventContext, Portal Event event). Here is such an example:

package org.j boss.portal.core.portlet.test.event;

import[...]
public class UserCounterlListener inplenments Portal EventLi stener
{
/** Thread-safe |ong */
private final SynchronizedLong counter = new Synchroni zedLong(O0);
[** Thread-safe |ong */
private final Synchroni zedLong counterEver = new Synchroni zedLong(0);
publ i c void onEvent (Portal Event Cont ext event Cont ext, Portal Event event)
{
i f (event instanceof UserAuthenticati onEvent)
{
User Aut hent i cati onEvent user Event = (User Aut henti cati onEvent)event;
i f (userEvent.getType() == UserAuthenticati onEvent.SIG\_IN)
{
counter.increment();
count er Ever.increment();
el se if (userEvent.getType() == UserAuthenticati onEvent. SI GN_OUT)
{
counter. decrenent ();
}
System out . printl n(" Counter : " + counter.get());
System out. println("Counter ever: " + counterEver.get());
}
}
}

On this method we simply filter down to UserAuthenticationEvent then depending on the type of authentication
event we update the counters. counter keeps track of the registered and logged-in users, while counterEver only
counts the number of times people logged-in the portal.

Now that the Java class has been written we need to register it so that it can be called when the events are triggered.
To do so we need to register it as an MBean. It can be done by editing the sar descriptor file: YourSer-
vice.sar/META-INF/jboss-service.xml so that it looks like the following:

<?xm version="1.0" encodi ng="UTF-8"?>
<server>
<mbean
code="org.j boss. portal.core. event. Port al Event Li st ener Servi cel npl "
nanme="portal : servi ce=Li st ener Servi ce, t ype=counter _| i stener"
xmbean- dd=""
xnbean- code="org. j boss. portal . jens. as. syst em JBossSer vi ceMbdel MBean" >
<xmbean/ >
<depends
optional -attri bute-name="Regi stry"
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proxy-type="attribute">portal:service=Li st enerRegi stry</depends>
<attribute name="Regi stryld">counter_I|istener</attribute>
<attri bute name="Li stenerd assNane" >
org.j boss.portal .core. portlet.test.event. User CounterListener
</attribute>
</ mbean>
</ server>

This snippet can be kept asit is, providing you change the values:

* name: Must follow the pattern: portal:service=ListenerService,type={ { UNIQUENAME} }
¢ Registryld: Must match the type (here: counter_listener)

¢ ListenerClassName: Full path to the listener (here:
org.jboss.portal .core.portlet.test.event.UserCounterListener).

That'sit - we now have a user counter that will display it states each time a user logs-in our logs-out.

12.8.2. Achieving Inter Portlet Communication with the events mechanism

The first version of the Portlet Specification (JSR 168), regretfully, did not cover interaction between portlets. The
side-effect of diverting the issue to the subsequent release of the specification, has forced portal vendors to each
craft their own proprietary APl to achieve inter portlet communication. Here we will see how we can use the event
mechanism to pass parameters from one portlet to the other (and only to the other portlet).

The overal scenario will be that Portlet B will need to be updated based on some parameter set on Portlet A. To
achieve that we will use a portal node event.

Portlet A isasimple Generic portlet that has aform that sends a color name:

public class PortletA extends GenericPortl et
{
protected voi d doVi ew( Render Request request, Render Response response)
throws Portl et Exception, PortletSecurityException, |OException
{

response. set Cont ent Type("text/htm ");
PrintWiter witer = response.getWiter();
witer.println("<formaction=\"" + response.createActi onURL() + "\" method=\"post\">");
witer.println("<select name=\"col or\">");
witer.println("<option>blue</option>");
witer.println("<option>red</option>");
witer.println("<option>black</option>");
witer.println("</select>");
witer.println("<input type=\"submt\"/>");
witer.println("</form");

writer.close();

The other portlet (Portlet B) that will receive parameters from Portlet A is also asimple Generic portlet:

public class PortletB extends GenericPortl et
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{
public void processAction(Acti onRequest request, Acti onResponse response)
throws Portl et Exception, PortletSecurityException, |OException
{
String color = request.getParaneter("color");
if (color !'=null)
{
response. set Render Par amet er ("col or", color);
}
}
protected voi d doVi ew( Render Request request, Render Response response)
throws Portl et Exception, PortletSecurityException, |OException
{
String color = request.getParaneter("color");
response. set Cont ent Type("text/htm ");
PrintWiter witer = response.getWiter();
witer.println("<div" +
(color == null 2?2 "" : " style=\"color:" + color + ";\"") +
">sonme text in color</div>");
writer.close();
}
/1 Inner listener explained after
}

With those two portlets in hands, we just want to pass parameters from Portlet A to Portlet B (the color in as are-
quest parameter in our case). In order to achieve this goal, we will write an inner Listener in Portlet B that will be
triggered on any WindowActionEvent of Portlet A. This listener will create a new WindowA ctionEvent on the win-
dow of Portlet B.

public static class Listener inplenents Portal NodeEventLi stener

{
publ i c Portal NodeEvent onEvent (Port al NodeEvent Cont ext context, Portal NodeEvent event)

{
Port al Node node = event. get Node();
/| Get node nane
String nodeNane = node. get Nanme();
/'l See if we need to create a new event or not
W ndowAct i onEvent newEvent = null;
i f (nodeNane. equal s("Portl et AWndow') && event instanceof W ndowActi onEvent)

{
/1 Find wi ndow B
W ndowAct i onEvent wae = (W ndowActi onEvent)event;
Port al Node wi ndowB = node. resol ve("../Portl et BWndow");
if (windowB != null)
{
/1 W can redirect
newEvent = new W ndowAct i onEvent (wi ndowB) ;
newEvent . set Par anet er s(wae. get Paraneters());
newEvent . set Mode(wae. get Mode());
newEvent . set W ndowSt at e( W ndowSt at e. MAXI M ZED) ;
/!l Redirect to the new event
return newEvent;
}
}

/1 Otherw se bubble up
return context.dispatch();
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It isimportant to note here some of the important itemsin thislistener class. Logic used to determine if the request-
ing node was Portlet A..

nodeNane. equal s(" Port| et AW ndow")

Get the current window object so we can dispatch the event to it:

Por t al Node wi ndowB = node. resol ve("../Portl et BWndow");

Set the original parameter from Portlet A, so Portlet B can access them in its processAction():

newEvent . set Par anet er s(wae. get Paraneters());

We still need to register our listener as an mbean:

<mbean
code="org. | boss. portal . core. event. Port al Event Li st ener Servi cel npl "
name="portal : servi ce=Li st ener Servi ce, type=test_|istener”
xnbean- dd=""
xnmbean- code="org.j boss. portal .jens. as. system JBossServi ceMbdel MBean" >
<xnmbean/ >
<depends
optional -attri but e-nanme="Regi stry"
proxy-type="attribute">portal:service=ListenerRegi stry</depends>
<attribute name="Registryld">test |istener</attribute>
<attribute name="Li stenerCl assNane" >
org.j boss. portal . core. sanpl es. basi c. event. Port| et B$Li st ener
</attribute>
</ nbean>

For node events, we aso need to declare on which node we want to listen, this is done by modifying the
*-obj ect. xm that defines your portal nodes. In this example we want to trigger the listener each time the window
containing the portlet A is actioned. We can add the |istener tag to specify that out listener with
Regi st ryl d=test_listener should be triggered on events on the embedding object.

<wi ndow>
<wi ndow nane>Por t | et AW ndow</ wi ndow- nane>
<i nstance-ref >Port| et Al nst ance</i nst ance-ref>
<r egi on>cent er </ r egi on>
<hei ght >0</ hei ght >
<listener>test_listener</listener>

</ wi ndow>

Of course we could have added it at the page level instead of the window level. Note that a unique listener can be
specified, the event mechanism is primarily done to let the developer change the navigation state of the portal, this
example being a nice side-effect of thisfeature.

Note
The portlet 2.0 specification (JSR 286) will cover Inter Portlet Communication so that portlets using it can
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work with different portal vendors.

12.8.3. Link to other pages

Linking to some other pages or portalsis also out of the scope of the portlet specification. As seen previously JBoss
Portal offers an APl in order to create links to other portal nodes. The JBoss request gives access to the current
window node from which we can navigate from.

/1 Get the ParentNode. Since we are inside a Wndow, the Parent is the Page
Por t al Node t hi sNode = req. get Portal Node().getParent();

/1l CGet the Node in the Portal hierarchy tree known as "../default"
Port al Node |inkToNode = thi sNode. resol ve("../default");

/]l Create a RenderURL to the "../default" Page Node
Por t al NodeURL pageURL = resp.createRender URL(| i nkToNode) ;

/1 CQutput the Node's name and URL for users
ht M . append("Page: " + |inkToNode. get Name() + " ->");
htm . append(“<a href=\"" + pageURL.toString() + "\">" + |inkToNode. get Name() + "</a>");

From this, it is easy to create a menu or sitemap, the List getChildren() method will return al the child nodes on
which the user has the view right access.

Samples

Those examples are available in the core-samples package in the sources of JBoss Portal. There are more
examples of events usage in the samples delivered with JBoss Portal. One of them shows the usage of a
portal node event to only have one window in norma mode at atime in aregion. Anytime another window
isbeing put in normal mode, all the other windows of the same regions are automatically minimized.
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This section covers configuring JBoss Portal for a clustered environment.

13.1. Introduction

JBoss Portal leverages various clustered services that are found in JBoss Application Server. This section briefly
details how each isleveraged:

» JBoss Cache: Used to replicate data among the different hibernate session factories that are deployed in each
node of the cluster.

» JBossHA Singleton:
1. Used to make the deployer a singleton on the cluster, in order to avoid concurrency issues when deploying

the various *-object.xml files. Without that, each node would try to create the same objects in the database
when it deploys an archive containing such descriptors.

2. Used with JCR. The Jackrabbit server is not able to run in acluster by itself, therefore we make a singleton
on the cluster. This provides HA-CMS, which is similar to the current HA JBossMQ provided in JBoss
AS.

e HA-JINDI: Used to replicate a proxy that will talk to the HA CMS on the cluster.
e Http Session Replication: Used to replicate the portal and the portlet sessions.

» JBoss SSO: Used to replicate the user identity, an authenticated user does not have to login again when failover
ocCurs.

Note
JBoss Clustering details can be found in the Wiki [1] or the clustering documentation [2].

[1] http://wiki.jboss.org/wiki/Wiki.jsp?page=IBossHA
[2] http://labs.jboss.com/jbossas/docs/
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13.2. Considerations

When you want to run JBoss Portal on a cluster there are afew things to keep in mind:

» Deploy the portal under the all application server configuration as it contains the clustering services that is
leveraged by JBoss Portal.

« All the portal instances have to use the same datasource : the database is used to store the portal persistent state
like pages. If you don't use a shared database then you will have consistency problems.

13.3. JBoss Portal Clustered Services

13.3.1. Portal Session Replication

The portal associates with each user a http session in order to keep specific objects such as:

¢ Navigationa state : thisis mainly the state of different portlet windows that the user will manipulate during its
interactions with the portal. For instance a maximized portlet window with specific render parameters.

 WSRP objects : the WSRP protocol can require to provide specific cookies during interactions with a remote
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portlet.
Replicating the portal session ensures that this state will be kept in sync on the cluster, e.g The user will see exactly
the same portlet window on every node of the cluster. The activation of the portal session replication is made
through the configuration of the web application that is the main entry point of the portal. This setting is available
in the file jboss-portal .sar/portal -server .war/WEB-1 NF/web.xml

<web- app>
<descri pti on>JBoss Portal </ descri pti on>
<l-- Comment/Unconment to enabl e portal session replication -->

<di stri but abl e/ >

</ Web- app>

13.3.2. Hibernate clustering

JBoss Portal |everages hibernate for its database access. In order to improve performances it uses the caching fea
tures provided by hibernate. On a cluster the cache needs to be replicated in order to avoid state inconsistencies. Hi-
bernate is configured with JBoss Cache which performs that synchronization transparently. Therefore the different
hibernate services must be configured to use JBoss Cache. The following hibernate configurations needs to use a
replicated JBoss Cache :

e jboss-portal .sar/conf/hiber nate/user/hiber nate.cfg.xml
e jboss-portal .sar/conf/hiber nate/instances/hiber nate.cfg.xml
e jboss-portal.sar/conf/hiber nate/portal /hiber nate.cfg.xml

* jboss-portal .sar/conf/hibernate/portl et/hiber nate.cfg.xml
The cache configuration should look like :

<! --
| Uncomment in clustered node : use transactional replicated cache
-=>
<property nanme="cache. provi der_cl ass">org.j boss. portal . core. hi bernate. IMXTreeCachePr ovi der
</ property>
<property nane="cache. obj ect _nane">portal : servi ce=Tr eeCachePr ovi der, t ype=hi ber nat e
</ property>

<l--

| Conmment in clustered node

<property nane="cache. provi der _configuration_file_resource_path">

conf/ hi bernat e/ i nstance/ ehcache. xm </ property>

<property nane="cache. provi der _cl ass">org. hi bernat e. cache. EnCachePr ovi der </ property>
caD

Also we need to ensure that the cache is deployed by having in the file jboss
portal.sar/META-INF/jboss-service.xml the cache service uncommented :

<l--
| Uncoment in clustered nobde : replicated cache for hibernate
oo
<mbean
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code="org. j boss. cache. TreeCache"

nanme="portal : servi ce=TreeCache, t ype=hi ber nat e" >

<depends>j boss: ser vi ce=Nani ng</ depends>

<depends>j boss: servi ce=Tr ansact i onManager </ depends>

<attri bute name="Transacti onManager Lookupd ass" >

org. j boss. cache. JBossTransact i onManager Lookup</attri but e>
<attribute name="1|sol ati onLevel ">REPEATABLE READ</ attri but e>
<attribute name="CacheMbde" >REPL_SYNC</ attri bute>

<attribute name="C uster Name">portal . hi bernate</attribute>
</ mbean>

<mbean

code="org.j boss. portal.core. hi bernate. JBossTreeCacheProvi der"

nanme="portal : servi ce=TreeCachePr ovi der, t ype=hi ber nat e" >

<depends optional -attribute-name="CacheNane" >portal : servi ce=Tr eeCache, t ype=hi ber nat e
</ depends>

</ nbean>

More information can be found here [3].

13.3.3. Identity clustering

JBoss Portal leverages the servlet container authentication for its own authentication mechanism. When the user is
authenticated on one particular node he will have to reauthenticate again if a different node of the cluster (during a
failover for instance) isused. Thisisvalid only for the FORM based authentication which is the default form of au-
thentication that JBoss Portal uses. Fortunately JBoss provides transparent reauthentication of the user called JBoss
clustered SSO. Its configuration can be found in
$JBOSS_HOME/ server/ al | / depl oy/ j boss-web. depl oyer/server.xm and you will need to uncomment the fol-
lowing valve:

<Val ve cl assNanme="org. ] boss. web. tontat . servi ce. sso. Cl ust er edSi ngl eSi gnOn" />

More information can be found here [4].

13.3.4. CMS clustering

The CM S backend storage relies on the Apache Jackrabbit project. Jackrabbit does not support clustering out of the
box. So the porta run the Jackrabbit servicey on one node of the cluster using the HA-Singleton [5] technology.
The file jboss-portal.sar/portal-cms.sar/META-INF/jboss-service.xml contains the configuration. We will not re-
produce it in this documentation as the changes are quite complex and numerous. Access from al nodes of the
cluster is provided by a proxy bound in HA-JNDI. In order to avoid any bottleneck JBoss Cache is leveraged to
cache CMSS content cluster wide.

[3] http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossCacheHibernate
[4] http://www.jboss.org/wiki/Wiki.jsp?page=SingleSignOn
[5] http://www.onjava.com/pub/a/onjava/2003/08/20/jboss_clustering.html
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13.4. Setup

We are going to outline how to setup a two node cluster on the same machine in order to test JBoss Portal HA. The
only missing part from the full fledged setup is the addition of aload balancer in front of Tomcat. However alot of
documentation exist on the subject. A detailed step by step setup of Apache and mod_jk is available from the JBoss

Wiki [6].

As we need two application servers running at the same time, we must avoid any conflict. For instance we will
need Tomcat to bind its socket on two different ports otherwise a network conflict will occur. We will leverage the
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.

JBoss
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service binding manager this chapter [7] of the JBoss AS documentation.

The first step is to copy the all configuration of JBoss into two separate configurations that we name ports-01 and

ports-02 :

>cd $JBOSS_HOVE/ ser ver
>cp -r all ports-01
>cp -r all ports-02

[6] Nttp://WIKI.JDOSS.Org/WIKI/WIKI . SpZpage=uUsingvViod_|K1.2WIthJBOSS
[7] http://docs.jboss.org/jbossas/jbossAguide/r3/html/ch10.html
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Edit the file $IBOSS HOME/ser ver/ports-01/conf/jboss-service.xml and uncomment the service binding manager :

<nbean code="org.jboss. servi ces. bi ndi ng. Servi ceBi ndi ngManager "

nane="j boss. syst em ser vi ce=Ser vi ceBi ndi ngManager " >

<attribute name="Server Nanme" >ports-01</attri bute>

<attribute name="StoreURL">

${j boss. hone. url }/ docs/ exanpl es/ bi ndi ng- manager/ sanpl e- bi ndi ngs. xm </ attri but e>

<attribute name="St or eFact oryCl assNanme" >or g. j boss. servi ces. bi ndi ng. XM_Ser vi cesSt or eFact ory</attri bute>
</ mbean>

Edit the file $IBOSS HOME/server/ports-02/conf/jboss-service.xml, uncomment the service binding manager and
change the value ports-01 into ports-02:

<nmbean code="org. ] boss. servi ces. bi ndi ng. Servi ceBi ndi ngManager "
nanme="j boss. syst em servi ce=Ser vi ceBi ndi ngManager " >
<attribute name="Server Name" >ports-02</attri bute>
<attribute name="StoreURL">
${j boss. hone. url }/ docs/ exanpl es/ bi ndi ng- manager/ sanpl e- bi ndi ngs. xm </ attri but e>
<attribute name="StoreFactoryd assNane" >
org. j boss. servi ces. bi ndi ng. XM_Ser vi cesSt or eFact ory</attri bute>
</ mbean>

Setup a database that will be shared by the two nodes and obviously we cannot use an embedded database. For in-
stance using postgresyt we would need to copy the file portal-postgresgl-dsxml into
$IBOSS HOME/server/ports-01/deploy and $IBOSS HOME/server/ports-02/deploy.

Copy JBoss Portal HA to the deploy directory of the two configurations.

Note

To improve CMS performance JBoss Cache is leveraged to cache the content cluster wide. We recommend
that you use the following version of JBoss Cache for best performance:

* JBoss Cache 1.4.0.SP1 and above

e JGroups?2.2.70or 2.2.8
When building from source the following command: {core}/build.xm depl oy-ha automatically up-
grades your JBoss Cache version.

Alternative: If upgrading your JBoss Cache version is not an option, the following configuration change is
needed in the j boss-portal - ha. sar/portal -cms. sar/ META- | NF/ j boss- servi ce. xm . Replace the fol-
lowing configuration in the cms.pm.cache: service= TreeCache Mbean:

<l--
Configuring the Portal CMSCachelLoader
CachelLoader configuration for 1.4.0
-->
<attribute name="CachelLoader Confi gurati on">
<confi g>
<passi vati on>f al se</ passi vati on>
<pr el oad></ pr el oad>
<shar ed>f al se</ shar ed>
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<cachel oader >
<cl ass>org. ] boss. portal . cns. hi bernat e. st at e. Port al CMSCachelLoader </ cl ass>
<properties></properties>
<async>f al se</ async>
<f et chPer si st ent St at e>f al se</f et chPer si st ent St at e>
<i gnor eModi fi cati ons>f al se</i gnoreMdi fi cati ons>
</ cachel oader >
</ confi g>
</attribute>

with the following configuration:

<l--
Configuring the Portal CMSCachelLoader

CachelLoader configuratoon for 1.2.4SP2
-->
<attribute name="CachelLoader C ass">org. ] boss. portal . cns. hi bernat e. st at e. Port al CMsCachelLoader
</attribute>
<attribute name="CachelLoader Confi g" repl ace="fal se"></attri bute>
<attribute name="CachelLoader Passi vati on">fal se</attri bute>
<attribute name="CachelLoader Prel oad"></attri bute>
<attri bute name="CachelLoader Shar ed" >f al se</attri bute>
<attribute name="CachelLoader Fet chTransi ent St at e">f al se</attri bute>
<attribute name="CachelLoader Fet chPersi stent State">fal se</attri bute>
<attribute name="CachelLoader Asynchronous">f al se</attri bute>

Finally we can start both servers, open two shells and execute :

>cd $JBOSS_HOVE/ bi n
> /run.sh -c ports-01

>cd $JBOSS_HOVE/ bi n
>, /run.sh -c ports-02

13.5. Portlet Session Replication

Web containers offer the capability to replicate sessions of web applications. In the context of a portal using port-
lets the use case is different. The portal itself is a web application that benefits of web application session replica
tion. We have to make the distinction between local or remote portlets:

e Loca portlets are web applications deployed in the same virtual machine as the portal web application. At
runtime the access to a portlet is done using the mechanism of request dispatching. The portlet session is actu-
aly amere wrapper of the underlying http session of the web application in which the portlet is deployed.

* Remote portlets are accessed using aweb service, we will not cover the replication in this chapter.

The servlet specification is very loose on the subject of replication and does not state anything about the replication
of sessions during a dispatched request. JBoss Portal offers a portlet session replication mechanism that leverages
the usage of the portal session instead which has several advantages
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* Replicate only the portlet that requiresiit.
¢ Portal session replication is just web application replication and is very standard.
There are, however, some limitations. For example, you can only replicate portlet-scoped attributes of a portlet ses-

sion. This means that any application-scoped attribute are not replicated.

13.5.1. JBoss Portal configuration

The mandatory step to make JBoss Portal able to replicate portlet sessionsis to configure the portal web application
to be distributed as explained in Section 13.3.1

13.5.2. Portlet configuration

In order to activate portlet session replication you need to:

* Add aPortal-specific listener classto the/ WeB- | NF/ web. xmi file of your portlet web application

« Configureyour portlet to be distributed in the / WEB- | NF/ j boss- port | et. xm file

<web- app>
<l i stener>
<l istener-class> org.jboss.portal.portlet.session. SessionListener </l|istener-class>
</listener>

</ web- app>

Example web.xml

<portl et - app>
<portlet>
<portl et-nanme>Your Portl et</portl et-name>
<sessi on-confi g>
<di stri but ed>true</di stri but ed>
</ sessi on-confi g>
</portlet>

</p6}£let-app>
Configure Y ourPortlet to be replicated in jboss-portlet.xml

13.5.3. Limitations

Aswe noted above there are advantages as well as limitations to the clustering configuration
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« You can only replicate portlet scoped attributes of a portlet. The main reason of thisisto keep consistency with
the session state. If accessing a portlet would trigger replication of application scoped attribute during the ren-
dering of a page then another portlet on the same page could use this attribute for generating its markup. Then
the state seen by this second portlet would not necessarily be the same depending on the order in which the
portlets on this page are rendered.

« Mutable objects need an explicit call to setAttribute(String name, Object value) on the portlet session object in
order to trigger replication by the container.

public void processAction(Acti onRequest req, ActionResponse resp)
throws Portl et Exception, |OException

{
if ("addltent.equal s(action))
{
Portl et Sessi on session = req. get Portl et Session();
Shoppi ngCart cart = (Portl et Session)session.getAttribute("cart");
cart.addltem(iten);
/1l Performan explicit set in order to signal to the container that the object
/'l state has changed
session.setAttribute("cart", cart);
}
}
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14.1. Introduction

The Web Services for Remote Portlets specification defines a web service interface for accessing and interacting
with interactive presentation-oriented web services. It has been produced through the efforts of the Web Services
for Remote Portlets (WSRP) OASIS Technical Committee. It is based on the requirements gathered and on the
concrete proposals made to the committee.

Scenarios that motivate WSRP functionality include:

« Content hosts, such as portal servers, providing Portlets as presentation-oriented web services that can be used
by aggregation engines.

» Aggregating frameworks, including portal servers, consuming presentation-oriented web services offered by
content providers and integrating them into the framework.

More information on WSRP can be found on the official website for WSRP [1]. We suggest reading the primer [2]
for agood, albeit technical, overview of WSRP.

14.2. Level of support in JBoss Portal

The WSRP Technical Committee defined WSRP Use Profiles[3] to help with WSRP interoperability. We will refer
to terms defined in that document in this section.

JBoss Portal provides a Simple level of support for our WSRP Producer except that out-of-band registration is not
currently handled. We support in-band registration and persistent local state (which are defined at the Complex
level).

On the Consumer side, JBoss Portal provides a Medium level of support for WSRP, except that we only handle
HTML markup (as Portal itself doesn't handle other markup types). We do support explicit portlet cloning and we

[1] http://www.0asi s-open.org/lcommittees/tc_home.phpawg_abbrev=wsrp
[2] http://www.0asi s-open.org/committees/tc_home.php?wg_abbrev=wsrp
[3] http://www.0asi s-open.org/committees/download.php/3073
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fully support the PortletManagement interface.

As far as caching goes, we have Level 1 Producer and Consumer. We support Cookie handling properly on the
Consumer and our Producer requires initialization of cookies (as we have found that it improved interoperabilty
with some consumers). We don't support custom window states or modes, as Portal doesn't either. We do, however,
support CSS on both the Producer (though it's more a function of the portlets than inherent Producer capability) and
Consumer.

While we provide a complete implementation of WSRP 1.0, we do need to go through the Conformance
statements [4] and perform more interoperability testing (an area that needs to be better supported by the WSRP
Technical Committee and Community at large).

14.3. Deploying JBoss Portal's WSRP services

JBoss Portal provides a complete support of WSRP 1.0 standard interfaces and offers both consumer and producer
services. WSRP support is provided by the portal -wsrp. sar service archive, included in the main j boss-
portal . sar service archive, if you've obtained JBoss Portal from a binary distribution. If you don't intend on using
WSRP, we recommend that you remove port al - wspr. sar fromthe mainj boss- portal . sar service archive.

If you've obtained the source distribution of JBoss Portal, you need to build and deploy the WSRP service separ-
ately. Please follow the instructions on how to install JBoss Portal from the sources [5]. Once this is done, navigate
t0 JBOSS_PORTAL_HOME_DI RECTORY/ wsr p and type: build deploy At the end of the build process, port al - wsr p. sar
is copied to JBOSS_HOVE/ ser ver/ def aul t / depl oy.

14.3.1. Considerations to use WSRP when running Portal on a non-default
port or hostname

If you have modified the port number on which Portal runs or bound your Application Server to a specific host
name, you will also need update the port and/or hostname information for WSRP [6] as found on JBoss Portal's
wiki [7].

14.3.2. Considerations to use WSRP with SSL

It is possible to use WSRP over SSL for secure exchange of data. Please refer to the instructions [8] on how to do
so from JBoss Portal's wiki [9].

[4] http://www.0asi s-open.org/committees/downl oad.php/6018

[5] http://docs.jboss.com/jbportal/v2.6/reference-guide/en/html/instal lation.html#instal |_source
[6] http://wiki.jboss.org/wiki/Wiki.jsp?page=WSRPChangePorts

[7] http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossPortal

[8] http://wiki.jboss.org/wiki/Wiki.jsp?page=WSRPUseSSL

[9] http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossPortal
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14.4. Making a portlet remotable

JBoss Portal does NOT, by default, expose local portlets for consumption by remote WSRP consumers. In order to
make a portlet remotely available, it must be made "remotable” by adding a r enot abl e element to the j boss-
portlet.xm deployment descriptor for that portlet. If aj boss-portlet.xm file does not exist, one must be added
to the ves- | NF folder of the web application containing the portlet.

In the following example, the "BasicPortlet" portlet is specified as being remotable. The r enot abl e element is op-
tional.

Example 14.1.

<?xm version="1.0" standal one="yes"?>
<! DOCTYPE portlet-app PUBLIC "-//JBoss Portal //DTD JBoss Portlet 2.6//EN'
"http://ww.jboss. org/portal /dtd/jboss-portlet_2 6.dtd">
<portlet-app>
<portlet>
<portl et -name>Basi cPort| et</portl et-name>
<r enot abl e>t r ue</r enot abl e>
</portlet>
</ portl et-app>

It isalso possible to specify that all the portlets declared within agivenj boss- portlet. xm file have a specific "re-
motable" status by default. This is done by adding a single r enot abl e element to the root port | et - app €lement.
Usually, this feature will be used to remotely expose several portlets without having to specify the status for al the
declared portlets. Let'slook at an example:

Example 14.2.

<?xm version="1.0" standal one="yes" ?>
<! DOCTYPE portlet-app PUBLIC

"-//JBoss Portal //DTD JBoss Portlet 2.6//EN'

"http://ww. jboss. org/portal /dtd/jboss-portlet_2 6.dtd">
<portlet-app>

<r enot abl e>t r ue</r enot abl e>

<portl et>

<portl et - name>Renot el yExposedPort| et </ portl et - name>

</portlet>

<portl et>
<port | et - name>Not Renot el yExposedPort| et </ port| et - name>
<r enot abl e>f al se</renot abl e>

</portlet>
</ portl et-app>

In the example above, we defined two portlets with a default "remotable” status set to true. This means that all port-
lets defined in this descriptor are, by default, exposed remotely by JBoss Portal's WSRP producer. Note, however,
that it is possible to override the default behavior by adding a r enot abl e element to a portlet description. In that
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case, the "remotable" status defined by the portlet takes precedence over the default. In the example above, the Re-
not el yExposedPor t | et inherits the "remotable" status defined by default since it does not specify ar enot abl e ele-
ment in its description. The Not Renot el yExposedPor t | et , however, overrides the default behavior and is not re-
motely exposed. Note that in the absence of atop-leve renot abl e element, portlets are NOT remotely exposed.

14.5. Consuming JBoss Portal's WSRP portlets from a remote
Consumer

WSRP Consumers vary a lot as far as how they are configured. Most of them require that you either specify the
URL for the Producer's WSDL definition or the URL s for the individual endpoints. Please refer to your Consumer's
documentation for specific instructions. For instructions on how to do so in JBoss Portal, please refer to Sec-
tion 14.6.

JBoss Portal's Producer is automatically set up when you deploy a portal instance with the WSRP service. You can
access the WSDL file at htt p: //{host nane}: {port}/portal - wsr p/ Mar kupSer vi ce?wsd| . You can access the en-
dpoint URLs at:

e http://{hostnane}: {port}/portal -wsrp/ServiceDescriptionService
e http://{hostname}: {port}/portal-wsrp/ MarkupService
e http://{hostnane}: {port}/portal -wsrp/RegistrationService

e http://{hostnanme}: {port}/portal-wsrp/Portl et Managenent Servi ce
The default hostnameis| ocal host and the default port is 8080.

14.6. Consuming remote WSRP portlets in JBoss Portal

14.6.1. Overview

To be able to consume WSRP portlets exposed by a remote producer, JBoss Portal's WSRP consumer needs to
know how to access that remote producer. One can configure access to a remote producer using WSRP Producer
descriptors. Alternatively, a portlet is provided to configure remote producers.

Once aremote producer has been configured, it can be made available in the list of portlet providers in the Manage-
ment portlet on the Admin page of JBoss Portal. Y ou can then examine the list of portlets that are exposed by this
producer and configure the portlets just like you would for local portlets.

JBoss Portal's default configuration exposes some of the sample portlets for remote consumption. As a way to test
the WSRP service, adefault consumer has been configured to consume these portlets. To make sure that the service
indeed works, check that there is a portlet provider with the sel f identifier in the portlet providerslist in the Man-
agement portlet of the Admin page. All local portlets marked as remotable are exposed as remote portlets via the
sel f portlet provider so that you can check that they work as expected with WSRP. The port al - wsr p. sar file con-
tains a WSRP Producer descriptor (def aul t -wsr p. xni ) that configures this default producer. This file can be ed-
ited or removed if needed.
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14.6.2. Configuring a remote producer walk-through

Let's work through the steps of defining access to a remote producer so that its portlets can be consumed within
JBoss Portal. We will configure access to BEA's public WSRP producer. We will first examine how to do so using
the configuration portlet. We will then show how the same result can be accomplish with a producer descriptor.

14.6.2.1. Using the configuration portlet

As of Portal 2.6, a configuration portlet is provided to configure access to remote WSRP Producers grahically. You
can accessit at http: //{hostnane}: {port}/portal /auth/portal / adni n/ WBRP oOr by logging in as a Portal admin-
istrator and clicking on the WSRP tab in the Admin portal. If al went well, you should see something similar to
this:

Consumers Configuration Producer Configuration
Consumers

Manage Consumers

Create a consumer named:
Consumer [status: active, inactive, neads rafresh] Actions
self (active) (refresh needed) Pconfigure | @ Refresh | [J Deactivate | [if Delete

This screen presents al the configured producers associated with their status and possible actions on them. A Con-
sumer can be active or inactive. Activating a Consumer meansthat it is ready to act as a portlet provider. Deactivat-
ing it will remove it from the list of available portlet providers. Note also that a Consumer can be marked as requir-
ing refresh meaning that the information held about it might not be up to date and refreshing it from the remote
Producer might be a good idea. This can happen for several reasons: the service description for that remote Produ-
cer has not been fetched yet, the cached version has expired or modifications have been made to the configuration
that could potentially invalidate it, thus requiring re-validation of the information.

Next, we create a new Consumer which we will callbea. Type "bea" in the "Create a consumer named:" field then
click on "Create consumer":

Manage Consumers

Create a consumer named: bea|

Y ou should now see aform alowing you to enter/modify the information about the Consumer. Set the cache expir-
ation value to 300 seconds and enter the WSDL URL for the producer in the text field and press the "Refresh &
Save" button:

Consumers Consumer 'bea’ configuration {inactive) (refresh needed)
Producer id: bea
Cache expiration: 300 (seconds before expiration)

Endpoint configuration: @ Use WSDL? http://wsrp.bea.com: 7001/ producer producer?WsDL|

Refresn & save | cancel

This will retrieve the service description associated with the Producer which WSRP is described by the WSDL file

JBoss Release 2.6.3 125



Web Services for Remote Portlets (WSRP)

found at the URL you just entered. In our case, querying the service description will allow us to learn that the Pro-

ducer requires registration and that it expects a value for the registration property named r egi st r at i on/ consuner -
Rol e:

Cnnsumers} I:I Consumer 'bea' configuration (inactive)

Error: Producer 'bea’ requires registration. Missing value for property ‘registration fconsumerRole’.
Registration configuration is NOT valid. Producer 'bea’ requires registration. Missing value for property

'registration fconsumerRole’. Registration configuration is NOT valid. Producer information successfully
refreshed.

Producer id: bea
Cﬂ':l_"ﬂ i 300 (seconds before expiration)
expiration:
E“dl':‘ﬂi“t i M Use WSDL? http://wsrp.bea.com: 7001/ producer! producer?WsDL
configuration:
Registration Current registration information:
information:
Name Description Value
registration/consumerRole The consumer's rall.
must he_u:un_e of: public Error: Missing value
partner insider
Note

At this point, there is no automated way to learn about which possible values (if any) are expected by the
remote Producer. In the case of BEA's public producer, the possible values are indicated in the registration
property description. Thisis not aways the case... Please refer to the specific Producer's documentation.

Enter "publ i ¢" as the value for the registration property and press "Save & Refresh” once more. Y ou should now
see something similar to:

Consumers:. I:l Consumer 'bea' configuration {active)

Producer "bea’ requires registration. Registration configuration is valid. Consumer with id 'bea’ successfully
registered with handle: '50252'. Producer information successfully refreshed.

Producer id: bea

Cache expiration: [3p {seconds before expiration)

Endpoint
configuration:

M Use WSDL? http://wsrp.bea.com: 7001/ producer/ producer?WsDL

Registration
information:

Current registration information:

Name Description Value

registration/consumerRole The consumer's raoll.
must be one of:
public partner insider

public

Update properties
Registration Handle: 50252 Erase local registration
context:

The Consumer for the bea Producer should now be available as a portlet provider and is ready to be used.

A producer is configured, by default, by retrieving the producer's information via a WSDL URL. There are rare
cases, however, where URL s need to be provided for each of the producer's end points. Y ou can do exactly that by
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unchecking the "Use WSDL?" checkbox, asisthe case for thesel f producer:

Consumers I:I Consumer ‘self' configuration (active) (refresh needed)

Producer id: calf

Cache expiration: 300 {seconds before expiration)

Endpoint configuration: [ Use WSDL?

3‘;‘:“‘3 Description http:// localhost: BOBOY portal-wsrp/ ServiceDescriptionService
Markup URL: http:// localhost: BOBOY portal-wsrp/ MarkupService
Registration URL: http://localhost: BOBOY portal-werp/ RegistrationService

E;‘:l et Management  pp: i/ localhost: BOBD/ portal-wsrp/ PortletManagementService

Registration Current registration information:

information:
Registration is indicated as required without registration properties.

Registration context: Handle: 1 e lo registration

Refresh & Save || cancel |

14.6.2.2. Using a WSRP Producer XML descriptor

We will create a publ i c-bea-wsrp. xmi descriptor. Note that the actual name does not matter as long as it ends
with- wsrp. xm :

Example 14.3.

<?xm version='1l.0" encodi ng=' UTF-8'" ?>
<! DOCTYPE depl oynments PUBLIC "-//JBoss Portal //DID WSRP Renote Producer Configuration 2.6//EN'
"http://ww. jboss. org/ portal /dtd/jboss-wsrp-consunmer_2_ 6.dtd">
<depl oynent s>
<depl oynent >
<wsr p- producer id="bea" expiration-cache="300">
<endpoi nt -wsdl -url >htt p://wsrp. bea. com 7001/ pr oducer/ pr oducer ?\WSDL</ endpoi nt - wsdl -ur| >
<regi stration-data>
<property>
<name>r egi strati on/ consuner Rol e</ name>
<l ang>en</| ang>
<val ue>publ i c</val ue>
</ property>
</registration-data>
</ wsr p- producer >
</ depl oynent >
</ depl oynent s>

This producer descriptor gives access to BEA's public WSRP producer. We will look at the details of the different
elements later. Note for now the producer -i d element with a"bea" value. Put this file in the deploy directory and
start the server (with JBoss Portal and its WSRP service deployed).

14.6.2.3. Configuring access to a remote portlet

Let's now look at the Admin page and the Management portlet. Click on the "Portlet definitions' tab at the top.
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Once this is done, look at the list of available portlet providers. If all went well, you should see something similar
tothis:

Portal Objects Portlet Instances Partlet Definitions Dashboards

View portlets provided by the portlet provider named + local

self

Portlet name Description Remote Remotable Actions

w Administration Portlet Administration Portlet ¥ create instance
é Dashboard Configurator Portlet pashboard Configurator Partlet = = ¥ Create instance
Tﬂl Portal Pages Catalog Portlet  pgrtjet providing navigable list of portal pages ‘::ﬂ Create instance
':ﬂ. User Partlet Portlet providing user login/logout and profile management [ = ‘:ﬂ Create instance
,;}L User Roles Portlet Paortlet for managing user roles ‘:ﬂ Create instance
Tﬂl WSRP Configuration Configuration portlet for WSRP. = = ‘:ﬁ Create instance

We have 3 available portlet providers: | ocal , sel f andbea. Thel ocal portlet provider exposes all the portlets de-
ployed in this particular instance of Portal. As explained above, the sel f provider refers to the default WSRP con-
sumer bundled with Portal that consumes the portlets exposed by the default WSRP producer. The bea provider

corresponds to BEA's public producer we just configured. Select it and click on "View portlets'. Y ou should now
see something similar to:

Partal Objects Portlet Instances Partlet Definitions Dashboards

View portlets provided by the portlet provider named: | bea uT!

Portlet name Description Remote Remotable Actions
T BEA: Hello World Hello World v ‘:Lnﬂ Create instance
BEA: How To ¥ = ‘:E Create instance
BEA: Portlet Prefs v = preferences | ‘:?_J Create instance

From there on out, you should be able to configure WSRP portlets just as any other. In particular, you can create an
instance of one of the remote portlets offered by BEA's public producer just like you would create an instance of a

local portlet and then assign it to a window in a page. If you go to that page, you should see something similar to
below for this portlet:

BeaWindow

M
¥
#hea
Welcome to Weblogic Portal WSREFP Demo.

Click here to goto next page.

14.6.3. WSRP Producer descriptors
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A WSRP Producer descriptor is an XML file which name ends in - wsr p. xm and which can be dropped in the de-
ploy directory of the JBoss application server or nested in .sar files. It is possible to configure access to several dif-
ferent producers within a single descriptor or use one file per producer, depending on your needs. The DTD for the
WSRP Producer descriptor format can be found at por t al - wsr p. sar/ dt d/ j boss- wsr p- consuner _2_6. dt d.

Note

It isimportant to note how WSRP Producer descriptors are processed. They are read the first time the WS-
RP service starts and the associated information is then put in the Portal database. Subsequent launch of the
WSRP service will use the database-stored information for all producers which identifier is already known
to Portal. More specifically, all the descriptors are scanned for producer identifiers. Any identifier that is
already known will be bypassed and the configuration associated with this remote producer in the database
will be used. If a producer identifier is found that wasn't already in the database, that producer information
will be processed and recorded in the database. Therefore, if you wish to delete a producer configuration,
you need to delete the associated information in the database (this can be accomplished using the configur-
ation portlet as we saw in Section 14.6.2.1) AND remove the associated information in any WSRP Produ-
cer descriptor (if such information exists) as the producer will be re-created the next time the WSRP is
launched if that information is not removed.

14.6.3.1. Required configuration information
Let's now look at which information needs to be provided to configure access to a remote producer.

First, we need to provide an identifier for the producer we are configuring so that we can refer to it afterwards. This
is accomplished viathe mandatory i d attribute of the <wsr p- pr oducer > element.

JBoss Portal also needs to learn about the remote producer's endpoints to be able to connect to the remote web ser-
vices and perform WSRP invocations. Two options are currently supported to provide this information:

¢ You can provide the URLSs for each of the different WSRP interfaces offered by the remote producer via the
<endpoi nt - confi g> element and its <servi ce-descri ption-url >, <markup-url >, <regi stration-url> and
<port | et - managenent - ur | > children. These URLSs are producer-specific so you will need to refer to your pro-
ducer documentation or WSDL file to determine the appropriate values.

« Alternatively, and this is the easiest way to configure your producer, you can provide a URL pointing to the
WSDL description of the producer's WSRP services. This is accomplished via the <endpoi nt - wsdl -ur| > ele-
ment. JBoss Portal will then heuristically determine, from the information contained in the WSDL file, how to
connect appropriately to the remote WSRP services.

Note

It is important to note that, when using this method, JBoss Portal will try to match a port hame to an inter-
face based solely on the provided name. There are no standard names for these ports so it is possible
(though rare) that this matching process fails. In this case, you should look at the WSDL file and provide
the endpoint URL s manually, as per the previous method.

Both thei d attribute and either <endpoi nt - conf i g> Or <endpoi nt - wsdl - ur | > elements are required for a function-
al remote producer configuration.

14.6.3.2. Optional configuration
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It isalso possible to provide addtional configuration, which, in some cases, might be important to establish a proper
connection to the remote producer.

One such optional configuration concerns caching. To prevent useless roundtrips between the local consumer and
the remote producer, it is possible to cache some of the information sent by the producer (such as the list of offered
portlets) for a given duration. The rate at which the information is refreshed is defined by the expi rati on- cache
attribute of the <wsr p- pr oducer > element which specifies the refreshing period in seconds. For example, providing
avalue of 120 for expiration-cache means that the producer information will not be refreshed for 2 minutes after it
has been somehow accessed. If no value is provided, JBoss Portal will always access the remote producer regard-
less of whether the remote information has changed or not. Since, in most instances, the information provided by
the producer does not change often, we recommend that you use this caching facility to minimize bandwidth usage.

Additionally, some producers require consumers to register with them before authorizing them to access their
offered portlets. If you know that information beforehand, you can provide the required registration information in
the producer configuration so that the Portal consumer can register with the remote producer when required.

Note
At thistime, though, only simple String properties are supported and it is not possible to configure complex
registration data. This should however be sufficient for most cases.

Registration configuration is done via the <regi strati on-dat a> element. Since JBoss Portal can generate the
mandatory information for you, if the remote producer does not require any registration properties, you only need
to provide an empty <regi strati on-dat a> element. Vaues for the registration properties required by the remote
producer can be provided via <pr oper t y> elements. See the example below for more details. Additionally, you can
override the default consumer name automatically provided by JBoss Portal via the <consuner - name> element. If
you choose to provide a consumer name, please remember that this should uniquely identify your consumer.

14.6.4. Examples

Here is the configuration of the sel f producer as found in def aul t-wsrp. xm Wwith a cache expiring every five
minutes:

Example 14.4.

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE depl oynents PUBLIC "-//JBoss Portal //DTD WSRP Renbte Producer Configuration 2.6//EN
"http://ww.jboss.org/portal/dtd/jboss-wsrp-consunmer_2_6.dtd">

<depl oynent s>
<depl oynent >
<wsr p- producer id="self" expiration-cache="300">
<l--
we need to use the individual endpoint configuration because the configuration via
wsdl forces an immedi ate attenpt to access the web service description which is not
avail abl e yet at this point of depl oyment
-->
<endpoi nt - confi g>
<servi ce-description-url>
http://1 ocal host: 8080/ portal -wsrp/ Servi ceDescri ptionService
</ servi ce-description-url>
<mar kup-ur | >http://1 ocal host: 8080/ portal - wsr p/ Mar kupSer vi ce</ mar kup- ur | >
<regi stration-url>
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http://1 ocal host: 8080/ portal -wsrp/ Regi strati onService
</registration-url>
<portl et - managenent - ur| >
http://1 ocal host: 8080/ portal -wsr p/ Port| et Managenent Ser vi ce
</ portl et - managenent - ur| >
</ endpoi nt - confi g>
<regi stration-datal/>
</ wsr p- producer >
</ depl oynent >
</ depl oynent s>

Here is an example of a WSRP descriptor with a 2 minute caching time and manual definition of the endpoint
URLs:

Example 14.5.

<?xm version="1.0" encodi ng="UTF-8""?>
<! DOCTYPE depl oynents PUBLIC "-//JBoss Portal //DTD WBRP Renbte Producer Configuration 2.6//EN
"http://ww. j boss. org/ portal /dtd/jboss-wsrp-consuner_2_6.dtd">

<depl oynment s>
<depl oynent >
<wsr p- producer id="M/Producer" expiration-cache="120">
<endpoi nt - confi g>

<servi ce-description-url>
http: // ww. soneproducer. com portal - wsrp/ Servi ceDescri ptionService

</ servi ce-description-url>

<mar kup- ur| >
http://ww. sonepr oducer . con portal - wsr p/ Mar kupSer vi ce

</ mar kup-url >

<regi stration-url>
http: // ww. soneproducer. com portal -wsrp/ Regi strationService

</registration-url>

<portl et - managenent - ur| >
http://ww. soneproducer. conl portal -wsr p/ Port| et Managenent Ser vi ce

</ portl et-managenent - url >

</ endpoi nt - confi g>
</ wsr p- producer >
</ depl oynent >
</ depl oynent s>

Here is an example of a WSRP descriptor with endpoint definition via remote WSDL file, registration data and
cache expiring every minute:

Example 14.6.

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE depl oynents PUBLIC "-//JBoss Portal //DITD WSRP Renote Producer Configuration 2.6//EN
"http://ww. jboss.org/portal /dtd/jboss-wsrp-consuner_2_6.dtd">

<depl oynent s>
<depl oynent >
<wsr p- producer i d="Anot her Producer" expiration-cache="60">
<endpoi nt-wsdl -url >http://exanpl e. com producer/ producer ?WSDL</ endpoi nt - wsdl -ur| >

JBoss Release 2.6.3 131



Web Services for Remote Portlets (WSRP)

<regi stration-dat a>
<property>
<name>property name</name>
<l ang>en</| ang>
<val ue>property val ue</val ue>
</ property>
</regi stration-data>
</ wsr p- producer >
</ depl oynent >
</ depl oynent s>

14.7. Consumers maintenance

14.7.1. Modifying a currently held registration

14.7.1.1. Registration modification for service upgrade

Producers often offer several levels of service depending on consumers' subscription levels (for example). Thisis
implemented at the WSRP level with the registration concept: producers assert which level of service to provide to
consumers based on the values of given registration properties.

It is therefore sometimes necessary to modify the registration that concretizes the service agreement between a con-
sumer and a producer. An example of easily available producer offering different level of servicesis BEA's public
producer. We configured access to that producer in Section 14.6.2.1. If you recall, the producer was requiring regis-
tration and required a value to be provided for the regi strati on/ consuner Rol e property. The description of that
property indicated that three values were possible: publ i ¢, partner or i nsi der each corresponding to a different
service level. We registered using the publ i ¢ service level. This gave us access to three portlets as shown here:

Portal Objects Portlet Instances Portlet Definitions Dashboards

View portlets provided by the portlet provider named: | bea ?!

Portlet name Description Remote Remotable Actions
T‘ BEA: Hello World Hello World i ‘?-E Create instance
BEA: How Ta v - ‘?«E Create instance
BEA: Portlet Prefs v 2= Preferences | ::ﬂ Create instance

Suppose now that we would like to upgrade our service level to the "insider" level. We will need to tell BEA's pro-
ducer that our registration data has been modified. Let's see how to do this. Assuming you have configured access
to the producer as previously described, please go to the configuration screen for the bea producer and modify the
value of ther egi strati on/ consumer Rol e t0i nsi der instead of public:

Name Description Value

registration/consumerRole The consumer's roll. must be Insider
one of: public partner insider
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Now click on "Update properties' to save the change. A "Moadify registration” button should now appear to let you
send this new data to the remote producer:

Current registration information:

Name Description Value

registration/consumerRole The consumer's roll. must be Inslder
ane of: public partner insider

Modify registration jj Update properties

Click on this new button and, if everything went well and your updated registration has been accepted by the re-
mote producer, you should see something similar to:

Consur‘ners> I:I Consumer 'bea' configuration (active)
Successfully modified Registration!

Producer id: bea
Cache expiration: [3pp {seconds before expiration)
Endpoint M Use WSDL? http: //wsrp.bea.com: 7001/ producer) producer?WsDL

configuration:

Registration
information:

Current registration information:

Name Description Value

registration/consumerRole The consumer's roll. | |ncider
must be one of:
public partner insider

Update properties
Registration Handle: 50252 Erase local registration

context:

[Retresn & save ] cancel

Y ou can now check the list of available portlets from the bea provider and verify that new portlets are now avail-
able:

Portal Objects Portlet Instances Portlet Definitions Dashboards

View portlets provided by the portlet provider named: | bea Bm

Portlet name Description Remote Remotable Actions

T"z BEA: Create a User Account Create a user account 7 = @ Create instance

ﬁ BEA: Hello World Hello World i = ¥& Create instance

T-] BEA: How To v = ¥ create instance

L=-] 258 Login i = ¥ Create instance

L="1 BEA: P3P User Properties v - @ Create instance

ﬁ S V! = EE Preferences | @ Create instance
ﬁ BEA: Redirect This portlet redirects you to www.bea.com v = @ Create instance

L=-§ BEA: Select a Character Set  ge|ect a character set for response i = ¥ Create instance

ﬁ BEA: Upload Files Upload Files il = ¥ create instance

14.7.1.2. Registration modification on producer error
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It can also happen that a producer administrator decided to require more information from registered consumers. In
this case, invoking operations on the producer will fail with an Oper at i onFai | edFaul t . JBoss Portal will attempt
to help you in this situation. Let's walk through an example using the sel f producer. Let's assume that registration
is required without any registration properties (as is the case by default). If you go to the configuration screen for
this producer, you should see:

Consumers I:I Consumer 'self' configuration (active) (refresh needed)

Producer id: salf

Cache expiration: 300 (seconds before expiration)

Endpoint configuration: [ Use WSDL?

3;‘:“3 Description http://localhost: BOBOY portal-wsrp/ ServiceDescriptionService
Markup URL: http: // lecalhost: BOBDY portal-wsrp/ MarkupService
Registration URL: http://localhost: BOBDY portal-wsrp/ ReglstrationService

E;‘:‘Et Management hittp:// localhost: BOBOY portal-wsrp/ PortletManagementService

Registration Current registration information:

information:
Registration is indicated as required without registration properties.

Registration context: Handle: 1 @ lo registration

Refresh & Save J Cancel

Now suppose that the administrator of the producer now requires a value to be provided for an emai | registration
property. We will actually see how to do perform this operation in JBoss Portal when we examine how to configure
Portal's producer in Section 14.8. Operations with this producer will now fail. If you suspect that a registration
modification is required, you should go to the configuration screen for this remote producer and refresh the inform-
ation held by the consumer by pressing "Refresh & Save':
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Consur‘ners> I:l Consumer 'self' configuration (inactive) (refresh needed)

Error: Producer "self’ requires registration. Missing value for property 'email’. Registration configuration is NOT
valid.

Producer id: calf
Cache expiration: [3pp {seconds before expiration)
Endpoint B Use WSDL?

configuration:

Service Description URL: http://localhost: BOBDY portal-wsrp/ ServiceDescriptionService

Markup URL: http: //local host: BOBO/ portal-wsrp/ MarkupService

Registration URL: http: //local host: BOBO/ portal-wsrp/ RegistrationService

Partlet Management URL: [nip: 1/1ocalhost: BOBD/ portal-wsrp/ PortletManagementService

Registration Current registration information:

information:
Registration is indicated as required without registration properties.

Name Description Value

email A wvalid email that can be
used to contact this
consumer's administrator.

Error: Missing value

Modify registration
Registration Handle: 1 Erase local registration

context:

[Retres & save ] cancel

Asyou can see, the configuration screen now shows the currently held registration information and the expected in-
formation from the producer. Enter a value for the emai | property and then click on "Modify registration”. If all
went well and the producer accepted your new registration data, you should see something similar to:

Consumers> I:l Consumer 'self' configuration (active)
Successfully modified Registration!

Producer id: salf
Cache expiration: 300 (seconds before expiration)
Endpoint O Use WSDL?

configuration:

Service Description URL: hittp: // localhost: BOBD/ portal-wsrp/ ServiceDescriptionService

Markup URL: http://localhost: BOBO/ portal-wsrp/ MarkupService

Registration URL: http://localhost: BUBD/ portal-wsrp/ RegistrationService

Portlet Management URL: | htp: //localhost: BOBO/ portal-wsrp/ PortletManagementService

Registration Current registration information:
information:
Name Description Value
email A valid email that can be | example@example.com
used to contact this
consumer's

administrator.

Update properties
Registration Handle: 1 Erase local registration

context:

[Retresn  save ] cancei
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Note

Asof WSRP 1, it israther difficult to ascertain for sure what caused an Oper at i onFai | edFaul t asit isthe
generic exception returned by producers if something didn't quite happen as expected during a method in-
vocation. This means that Oper at i onFai | edFaul t can be caused by several different reasons, one of them
being a request to modify the registration data. Please take alook at the log files to see if you can gather
more information as to what happened. WSRP 2 introduces an exception that is specific to a request to
modify registrations thus reducing the ambiguity that currently exists.

14.7.2. Consumer operations

Several operations are available from the consumer list view of the WSRP configuration portlet:

Consumers Configuration Producer Configuration

Consumers

Manage Consumers

Create a consumer named:
Consumer [status: active, inactive, neads refresh] Actions
self (active) P configure | @ Refresh | [J Deactivate | [ Deregister | [if Delets

The available operations are:

» Configure: displays the consumer details and allows user to edit them

* Refresh: forces the consumer to retrieve the service description from the remote producer to refresh thelocal in-
formation (offered portlets, registration information, etc.)

« Activate/Deactivate: activates/deactivates a consumer, governing whether it will be available to provide portlets
and receive portlet invocations

* Register/Deregister: registers/deregisters a consumer based on whether registration is required and/or acquired

« Délete: destroysthe consumer, after deregisterting it if it was registered

14.7.3. Erasing local registration data

There are rare cases where it might be required to erase the local information without being able to deregister first.
This is the case when a consumer is registered with a producer that has been modified by its administrator to not re-
quire registration anymore. If that ever was to happen (most likely, it won't), you can erase the local registration in-
formation from the consumer so that it can resume interacting with the remote producer. To do so, click on "Erase
local registration” button next to the registration context information on the consumer configuration screen:

Registration Handle: 1 Erase local registration
context:
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Note
This operation is dangerous as it can result in inability to interact with the remote producer if invoked when
not required. A warning screen will be displayed to give you a chance to change your mind!

L Delete local registration for 'self' consumer?

Warning: You are about to delete the local registration
information for the 'self' consumer! This is only needed if this
consumer had previously registered with the remote producer
and this producer has been modified to not require registration
anymore.

Only erase local registration information if you experience
errors with the producer due to this particular situation. Erasing
local registration when not required might lead to inability to
work with this producer anymore.

Are you sure you want to proceed?

cancel || Erase local registration

14.8. Configuring JBoss Portal's WSRP Producer

14.8.1. Overview

Y ou can configure the behavior of Portal's WSRP Producer by using the WSRP administration interface, which is
the preferred way, or by editing the conf/ confi g. xm filefound in portal - wsr p. sar. Several aspects can be modi-
fied with respects to whether registration is required for consumers to access the Producer's services.

14.8.2. Default configuration

The default producer configuration is to require that consumers register with it before providing access its services
but does not require any specific registration properties (apart from what is mandated by the WSRP standard). It
does, however, require consumers to be registered before sending them a full service description. This means that
our WSRP producer will not provide the list of offered portlets and other capabilities to unregistered consumers.
The producer also uses the default Regi st rat i onPol i cy paired with the default Regi st rati onPropertyVal i dator.
We will look into property validators in greater detail later in Section 14.8.3. Suffice to say for now that this allows
users to customize how Portal's WSRP Producer decides whether a given registration property isvalid or not.

JBoss Portal 2.6.3 introduces aweb interface to configure the producer's behavior. Y ou can access it by clicking on
the "Producer Configuration” tab of the "WSRP" page of the "admin” portal. Here's what you should see with the
default configuration:
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Consumers Configuration Producer Configuration

Producer configuration

@ Access to full service description reguires consumers to be registered.
# Requires registration. Modifying this information will trigger invalidation of consumer reqgistrations.

Registration policy class name:

org.jboss. portal.registration. policies. DefaultRegistrationPolicy

Registration property validator class  grg.jboss. portal.registration. policies. DefaultRegistrationPropertyValidator
name:

Registration properties

Mo specified required registration properties. LLEEIGT 104

As would be expected, you can specify whether or not the producer will send the full service description to unre-
gistered consumers, and, if it requires registration, which Regi strati onPol i cy to use (and, if needed, which Re-

gi strationPropertyVal i dat or), along with required registration property description for which consumers must
provide acceptable values to successfully register.

14.8.3. Registration configuration

In order to require consumers to register with Portal's producer before interacting with it, you need to configure
Portal's behavior with respect to registration. Registration is optional, as are registration properties. The producer
can require registration without requiring consumers to pass any registration properties as is the case in the default
configuration. Let's configure our producer starting with a blank state:

Producer configuration

[ Access to full service description requires consumers to be registered.

[0 Requires registration. Modifying this infarmation will trigger invalidation of consumer registrations.

save | cance|
We will alow unregistered consumers to see the list of offered portlets so we leave the first checkbox ("Access to
full service description requires consumers to be registered.") unchecked. We will, however, specify that con-
sumers will need to be registered to be able to interact with our producer. Check the second checkbox ("Requires

registration. Modifying this information will trigger invalidation of consumer registrations."). The screen should
now refresh and display:

Producer configuration
O Access to full service description requires consumers to be registered.

M Regquires registration. Modifying this information will trigger invalidation of consumer registrations.

Registration policy class name:

org.jboss. portal. registration. policles. DefaultRegistrationPollcy

Registration property validator class | grg.jboss. portal. registration. policies. DefaultRegistrationPropertyValidator
name:

Registration properties

Mo specified required registration properties. LLEETGT 50050

You can specify the fully-qualified name for your Regi strationPol i cy and Regi strationPropertyVal i dat or
there. We will keep the default value. See Section 14.8.3.1 for more details. Let's add, however, aregistration prop-
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erty called emai 1 . Click "Add property" and enter the appropriate information in the fields, providing a description
for the registration property that can be used by consumersto figure out its purpose:

Producer configuration

O Access to full service description requires consumers to be registered.

™ Requires registration. Modifying this information will trigger invalidation of consumer registrations.

Registration policy class name: org.jboss. portal.registration. policies. DefaultiegistrationPolicy

Registration property validator class name: org.jboss. portal.registration. policies. DefaultiegistrationPropertyValidator
MName Type Label Hint Action
emall wsdistring & | A valid emall that can be used to contact this consumer's a W

save | cancel
Press " Save" to record your modifications.

Note

At this time, only String (xsd:string) properties are supported. If your application requires more complex
properties, please et us know.

Note

If consumers are already registered with the producer, modifying the configuration of required registration
information will trigger the invalidation of held registrations, requiring consumers to modify their registra-
tion before being able to access the producer again. We saw the consumer side of that process in Sec-
tion 14.7.1.2.

14.8.3.1. Customization of Registration handling behavior

Registration handling behavior can be customized by users to suit their Producer needs. This is accomplished by
providing an implementation of the Regi strati onPol i cy interface. This interface defines methods that are called
by Portal's Registration service so that decisions can be made appropriately. A default registration policy that
provides basic behavior is provided and should be enough for most user needs.

While the default registration policy provides default behavior for most registration-related aspects, there is till
one aspect that requires configuration: whether a given value for a registration property is acceptable by the WSRP
Producer. This is accomplished by plugging a Regi st rati onPropertyVal i dat or in the default registration policy.
This allows usersto define their own validation mechanism.

Please refer to the Javadoc for org.jboss.portal.registration. RegistrationPolicy and
org.jboss. portal . Registration. policies. Regi strationPropertyValidator for more details on what is ex-
pected of each method.

Defining a registration policy is required for the producer to be correctly configured. This is accomplished by spe-
cifying the qualified class name of the registration policy. Since we anticipate that most users will use the default
registration policy, it is possible to provide the class name of your custom property validator instead to customize
the default registration policy behavior. Note that property validators are only used by the default policy.

Note

Since the policy or the validator are defined via their class name and dynamically loaded, it is important
that you make sure that the identified class is available to the application server. One way to accomplish
that is to deploy your policy implementation as JAR file in your AS instance deploy directory. Note also
that, since both policies and validators are dynamically instantiated, they must provide a default, no-
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argument constructor.
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Roy Russo <roy@ boss. or g>

Julien Viet <j ul i en@boss. or g>

15.1. Securing Portal Objects

This section describes how to secure portal objects (portal instances, pages, and portlet instances), using the JBoss
Portal *-object.xml descriptor OR portlet-instances.xml descriptor. View the User Guide for information on how to
secure objects using the Management Portlet.

Securing portal objects declaratively, is done through the *-object.xml ( Section 6.2.1 ), for Portal Instances and
Pages, or the portlet-instances.xml ( Section 6.2.2 ) for Portlet Instances. The portion you will be adding to each
object is denoted by the <security-constraint> tag:

<?xm version="1.0" encodi ng="UTF-8""?>
<! DOCTYPE depl oynments PUBLIC
"-//JBoss Portal//DTD Portal Cbject 2.6//EN
"http://ww.jboss.org/portal/dtd/portal -object_2_6.dtd">
<depl oynment s>
<depl oynent >
<par ent - r ef >def aul t </ parent -ref >
<if-exists>overwite</if-exists>
<properties/>
<page>
<page- nane>MyPage</ page- nane>
<wi ndow>
<wi ndow nanme>Hel | oWor | dPort | et PageW ndow</ wi ndow name>
<i nstance-ref >Hel | oWor | dPort | et Pagel nst ance</i nst ance-ref >
<r egi on>cent er </ r egi on>
<hei ght >0</ hei ght >
</ wi ndow>
<security-constraint>
<pol i cy- perm ssi on>
<acti on- nane>vi ew ecur si ve</ acti on- nanme>
<unchecked/ >
</ pol i cy- perni ssi on>
</security-constraint>
</ page>
</ depl oynent >
</ depl oynent s>

The basic principle of the security mechanism is that everything is restricted unless you grant privileges. Y ou grant
privilege on a portal node by adding a security constraint as explained here:

<security-constraint>
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<pol i cy- per m ssi on>
<unchecked/ >
<acti on- nane>vi ew ecur si ve</ acti on- name>
</ pol i cy- perni ssi on>
</ security-constraint>

The example above will grant the view privilege to anyone (unchecked role) to the current object and any child ob-
ject recursively.

The security contraint portion is worth taking a look at, in an isolated fashion. It allows you to secure a specific
window/page/portal-instance based on a user'srole.

Role definition: Y ou must define arole that this security constraint will apply to. Possible values are:

e <unchecked/> Anyone can view this page.

e <roleename>SOMEROL E</role-name> Access to this page is limited to the defined role.
Access Rights: You must define the access rights given to the role defined. Possible values are:

e view Users can view the page.
* viewrecursive Users can view the page and child pages.
* personalize Users are able to personalize the page's theme.

e personalizerecursive Users are able to personalize the page AND its children's pages themes.

Restricting access

Out of the box the default portal as a viewrecursive right for all the users, it means that whenever a page is
added, this page will be seen by any user. To restrict access to this page, the default portal security con-
straint must be changed from viewrecursive to view, and viewrecursive security constraints must be added
toits children so that they can be viewed except the one you want to restrict access to.

We provide three live samples of this descriptor, here Section 6.2.2 , Section 6.4.1 ,and Section 6.4.2

15.2. Securing the Content Management System

The JBoss Portal CMS system consists of a directory structure of Files organized unto their respective Folders.
Both Files and Folders are considered to be CM S resources that can be secured based on portal Roles and/or Users.

The following features are supported by the fine grained security system of Portal CMS:

e You can associate "Read"”, "Write", and "Manage' Permissions at the CM S node level. (Both Files and Folders
are treated as CM S nodes)

e The Permissions are propagated recursively down afolder hierarchy
« Any Permissions specified explicitly on the CMS Node overrides the policy inherited via recursive propagation

* You can manage the Permissions using the CMS Admin GUI tool viathe newly added " Secure Node" feature
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Table 15.1. Portal CM S Permission Matrix:

Permissions Allowed Actions Implies
Read Read Contents of Folder, Fileand = N/A
itsversions
Write Create and Update new Folder and Read Access
File
Manage Delete/Copy/Move/Rename Read and Write Access

Folders and Files

15.2.1. CMS Security Configuration

The  configuration for the CMS  Security  service is  gspecified in the jboss-
portal .sar/portal -cms. sar/ META-| NF/ j boss-servi ce. xni file. The portion of the configuration relevant for se-
curing the CM S serviceislisted asfollows:

<l-- CMS Authorization Security Service -->

<mbean
code="org.j boss. portal.cns.security. Authorizati onManager | npl "
nanme="portal : servi ce=Aut hori zat i onManager, t ype=cns"
xnbean- dd=""

xnmbean- code="org.j boss. portal .jens. as. system JBossSer vi ceMbdel MBean" >

<xnmbean/ >

<attribute name="JNDI Nane">j ava: portal / cns/ Aut hori zati onManager </ attri but e>
<depends optional -attribute-nanme="Provi der" proxy-type="attribute">

portal : servi ce=Aut hori zat i onProvi der, t ype=cns
</ depends>
</ mbean>
<nbean
code="org.j boss. portal .cns. security. Aut hori zati onProvi der | npl "
nane="portal : servi ce=Aut hori zati onProvi der, t ype=cns"
xnbean- dd=""

xnmbean- code="org. j boss. portal .jens. as. system JBossServi ceMbdel MBean" >

<xnbean/ >
<!--

NOTE: cnsRoot User Name denotes a single Portal user that has access
carefully and should be synonynbus to the 'root' user in a UniX sys
"admi n' user account. This can be changed to any other user account

-->
<attribute nane="CrsRoot User Name" >adm n</ attri but e>

<depends optional -attribute-nane="I1dentityServiceController" proxy-type="at

</ nbean>

<I-- ACL Security Interceptor -->

<nbean
code="org.jboss.portal.cns.inpl.interceptors. ACLI nterceptor"
nanme="portal : servi ce=l nt erceptor, type=Crs, name=ACL"
xmbean- dd=""

xnmbean- code="org.j boss. portal . j ens. as. syst em JBossSer vi ceMbdel MBean" >

<xmbean/ >

<attribute name="JNDI Nane">j ava: / portal /cns/ ACLI nterceptor</attribute>
<attribute name="CnsSessi onFactory">j ava:/ portal /cns/ CM5Sessi onFact ory</ att
<attribute name="I|dentitySessi onFactory">java:/portal/ldentitySessi onFact or
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<attribute name="Defaul t Policy">

<pol i cy>
<I-- perm ssions on the root cns node -->
<criteria nane="path" val ue="/">
<perm ssi on nanme="cns" action="read">
<rol e nane="Anonynous"/>
</ perm ssi on>
<perm ssi on name="cns" action="wite">
<rol e name="User"/>
</ perm ssi on>
<per m ssi on name="cns" action="nanage">
<rol e name="Adni n"/>
</ perm ssi on>
</criteria>
<l-- perm ssions on the default cns node -->
<criteria name="path" val ue="/defaul t">
<per m ssi on name="cns" action="read">
<rol e nane="Anonynous"/>
</ perm ssi on>
<perm ssi on nanme="cns" action="wite">
<rol e nanme="User"/>
</ per m ssi on>
<per m ssi on name="cns" action="nmanage">
<rol e name="Admi n"/>
</ perm ssi on>
</criteria>
<l-- perm ssions on the private/protected node -->
<criteria nane="path" val ue="/defaul t/private">
<per m ssi on name="cns" action="nmanage">
<rol e name="Admi n"/>
</ perm ssi on>
</criteria>
</ pol i cy>

</attribute>
<depends optional -attribute-name="Aut hori zati onManager" proxy-type="attri bt
portal : servi ce=Aut hori zati onManager, t ype=cns
</ depends>
<depends>port al : servi ce=Hi ber nat e, t ype=CM5</ depends>
<depends>port al : servi ce=Modul e, t ype=I denti t yServi ceControl | er </ depends>
</ mbean>

15.2.1.1. CMS Super User

A CMS Super User is a designated Portal User Account that has access to al resources/functionsin the CMS. It is
a concept similar to the super user concept in a Linux/Unix security system. This account should be carefully used
and properly protected. By default, JBoss Portal designates the built-in 'admin’ user account as a CM S Super User.
This can be changed by modifying the cmsRootUserName vaue in  the |boss-
portal .sar/portal -cms. sar/ META- | NF/ j boss- servi ce. xm configuration.

<nbean

code="org.j boss. portal.cns. security. Authorizati onProviderl| npl "

nane="portal : servi ce=Aut hori zati onProvi der, t ype=cns"

xmbean- dd=""

xnmbean- code="org. j boss. portal . j ens. as. syst em JBossSer vi ceMbdel MBean" >

<xmbean/ >

<l--
NOTE: cnsRoot User Name denotes a single Portal user that has access
carefully and shoul d be synonynbus to the 'root' user in a UniX sys
"admi n' user account. This can be changed to any other user account
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<attri bute name="CnsRoot User Nane" >adm n</ attri but e>
<depends optional -attribute-nane="I1dentityServiceController" proxy-type="at
</ nbean>

15.2.1.2. CMS Security Console

The CMS Security Console is used to assign proper permissions to all the nodes/content in the CMS. Besides pro-
tection on CMSS content, this console itself needs to be secured against unauthorized acceess. Currently, the console
can be accessed only by Portal users that are members of the specified Role. By default, JBoss Portal uses the built-
in Admin role to allow access to this security console. This can be customized by modifying the value of defaultAd-
minRole option specified inj boss- portal . sar/ conf/i dentity/standardi dentity-config.xm

15.3. Authentication with JBoss Portal

JBoss Portal relies on Java EE for the authentication of users. The Java EE authentication has its advantages and
drawbacks. The main motivation for using Java EE security is the integration with the application server and the
operational environment in which the portal is deployed. The servlet layer provides already the authentication func-
tionality and obviously it is not a responsibility of the portal. Whenever a user is authenticated by the servlet layer
its security identity is propagated throughout the call stack in the different layers of the Java EE stack. The weak-
nesses are the lack of an explicit logout mechanism and the lack of dynamicity in the mapping of URL as security
resources. However JBoss Portal improves that behavior when it is possible to do so.

15.3.1. Authentication configuration

JBoss Portal can be seen before all as a web application and therefore inherits al the configuration mechanisms re-
lated to web applications. The main entry point of the whole portal is the jboss-portal .sar/portal-server.war de-
ployment which is the web application that defines and maps the portal servlet. Here you can configure various
things

* In the WEB-INF/web.xml you can change the authentication mode. The default authentication mechanism uses
the form based authentication, however you can change it to any of the mechanism provided by the serviet spe-
cification.

* In the WEB-INF/jboss-web.xml you can change the security domain used by the portal. The default security do-
main used by the portal is java:/jaas/portal. That setting is specific to the JBoss Application Server and how it
binds the Java EE security to the operational environment. A security domain is a scope defined at the Applica-
tion Server Level and defines usually a JAAS authentication stack. The portal security domain authentication
stack is defined in the jboss-portal .sar/conf/login-config.xml and is dynamically deployed with the portal. The
JBoss Application Server documentation is certainly the best reference for that topic.

» Thefileslogin.jsp and error.jsp represent the pages used the form based authentication process. More informa-
tion can be found in any good servlet documentation.

15.3.2. The portal servlet
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The portal defines a single servlet to take care of all portal requests. The class name of that servlet is
org.jboss.portal.server.serviet.Portal Serviet. That servliet needs to be declared two times with different configura-
tions otherwise the portal would not be able to know about some request details which are importants.

e Portal ServietWithPathMapping is used for path mapping mappings.

» Portal ServietWithDefaultServietMapping is used for the default servlet mapping.

The portal servlet is mapped four times with different semantics, the differences between the semantics are related
to the transport layer. Each one of those for mappings will have the same request meaning for the portal beside the
transport aspect. By default those mappings are

e [*: the default access, does not define any security constraint. Thisis the default access that everybody uses.

e /sec/* : the secured access, requires https usage. It is triggered when a portlet is defined as secure or when a se-
cure portlet link is created. It requires the configuration of the https connector in JBoss Web. The JBoss Applic-
ation Server documentation provides more information about it.

e Jauth/* : the authenticated access, requires the user to be authenticated to be used.

e Jauthsec/* : combine the two previous options into a single one.
Usually ones should not care much about those mappings as the portal will by itself switch to the most appropriate
mapping.

15.4. Authorization with JBoss Portal

JBoss Portal defines a framework for authorization. The default implementation of that framework is based on the
Java Authorization Contract for Containers (JACC) which is implemented by J2EE 1.4 Application Servers. This
section of the documentation focuses on defining the framework and its usage and is not an attempt to define what
authorization is or is not because it is out of scope of this context. Instead we will try to straightforwardly describe
the framework and how it is used. No specific knowledge is expected about JACC athough it is a recommended
read.

15.4.1. The portal permission

The org.jboss.portal .security.Portal Permission object is used to describe a permission for the portal. It extends the
java.security.Permission class and any permission checked in the portal should extend the PortalPermission as
well. That permission adds two fields to the Permission class

* uri:isastring which represents an URI of the resource described by the permission.

« collection : an object of class org.jboss.portal.security.Portal PermissionCollection which is used when the per-
mission act as a container for other permissions. If that object exists then the uri field should be null as a portal
permission represents an uri or acts as a container in an exclusive manner.

15.4.2. The authorization provider
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The org.jboss.portal.security.spi.provider.AuthorizationDomain is an interface which provides access to several
Services.

public interface Authorizati onDorain

{
String get Type();
Domai nConf i gur at or get Confi gurator();
Per m ssi onReposi tory get Perm ssi onRepository();
Per m ssi onFactory get Perm ssionFactory();
}

e org.jboss.portal.security.spi.provider.DomainConfigurator provides configuration access to an authorization
domain. The authorization schemais very simple asit consists of bindings between URI, roles and permissions.

» org.jboss.portal.security.spi.provider.PermissionRepository provides runtime access to the authorization do-
main. Usually it is used to retrieve the permissions for a specific role and URI. It is used at runtime by the
framework to take security decisions.

e org.jboss.portal.security.spi.provider.PermissionFactory is a factory to instantiate permissions for the specific
domain. It isused at runtime to create permissions objects of the appropriate type by the security framework.

15.4.3. Making a programmatic security check

Making a security check is an easy thing as it consists in creating a permission of the appropriate type and make a
check against the org.jboss.portal.spi.auth.Portal AuthorizationManager service. That service is used by the portal
to make security checks. It is connected to the different authorization providersin order to take decisions at runtime
based on the type of the permisson. Access to that service is done through the
org.jboss.portal.spi.auth.Portal AuthorizationManager Factory. The factory is a portal service which is usualy in-
jected in other services like that

<?xm version="1.0" encodi ng="UTF-8"?>
<server>
<mbean
code=' MyServi ce"
nanme="portal : servi ce=MyServi ce">
<depends
optional -attri bute-name="Portal Aut hori zati onManager Fact ory"
proxy-type="attribute">portal:service=Portal Aut hori zati onManager Fact or y</ depends>

</nﬁéén>
</sé}9er>
It can be injected in the servlet context of awar file in the file WEB-INF/jboss-portlet.xml

<?xm version="1.0" encodi ng="UTF-8""?>
<! DOCTYPE portlet-app PUBLIC

"-//JBoss Portal//DTD JBoss Portlet 2.6//EN'

"http://ww. jboss.org/portal/dtd/jboss-portlet_2 6.dtd">
<portl et-app>

<servi ce>
<servi ce- nane>Por t al Aut hori zati onManager Fact or y</ servi ce- name>
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<servi ce-cl ass>
org.j boss. portal .security.spi.auth. Portal Aut hori zati onManager Fact ory

</ servi ce-cl ass>
<servi ce-ref>:service=Portal Aut hori zati onManager Fact or y</ servi ce-ref >

</ servi ce>

</ port | et - app>

Here is an example of how a security check is made for a specific page

Port al Aut hori zati onManager pam = factory. get Manager () ;

Portal Cbjectld id = page.getld();
Port al Cbj ect Permi ssi on perm = new Portal Obj ect Perm ssion(id, Portal ObjectPerm ssion. VI EW MASK) ;

i f (pam checkPerm ssion(pern) == fal se)

{
}

Systemout.println("Current user is not authorized to view page " + id);

15.4.4. Configuring an authorization domain

Configuring adomain can be done through the DomainConfigurator interface

public interface Donai nConfi gurator

{
Set get SecurityBi ndings(String uri);
voi d set SecurityBindings(String uri, Set securityBindings)
throws SecurityConfigurati onExcepti on;
voi d renoveSecurityBindings(String uri) throws SecurityConfigurati onExcepti on;
}

The various methods of that interface allows to configure security bindings for a given resource where aresourceis
naturally identified by an URI. The org.jboss.portal.security.RoleSecurityBinding object is an object which encap-
sulate arole name and a set of actions bound to thisrole.

new Rol eSecurityBi ndi ng(Col | ections. singleton("view'), "Adnmin");

Rol eSecuri t yBi ndi ng bi ndi ngl
new Rol eSecuri tyBi ndi ng(Col | ections. singleton("view'), "User");

Rol eSecuri t yBi ndi ng bi ndi ng2
Set bi ndi ngs = new HashSet () ;
bi ndi ngs. add( bi ndi ngl);
bi ndi ngs. add( bi ndi ng2) ;
configurator.setSecurityBi ndi ng(pageURl, bindings);
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JBoss Portal Identity Management

Boleslaw Dawidowicz <bol esl aw dot dawi dowi cz at redhat dot conw

This chapter addresses identity management in JBoss Portal 2.6

16.1. Identity management API

Since JBoss Portal 2.6 there are 4 identity services and 2 identity related interfaces. The goal of having such afine
grained AP is to enable flexible implementations based on different identity storage like relational databases or
LDAP servers. The Membership service takes care of managing the relationship between user objects and role ob-
jects. The User Profile service is responsible for managing the profile of a user, it has database and LDAP imple-
mentations as well as a mode that combines data from both.

* Theorg.jboss.portal.identity.User interface represents a user and exposes the following operations:

/** The user identifier. */
public Object getld();

[** The user name. */
public String getUserNane();

/** Set the password using proper encoding. */
public void updat ePassword(String password);

/** Return true if the password is valid. */
publ i ¢ bool ean val i dat ePassword(Stri ng password);

Warning
Important Note! The proper usage of getld() method is:

/1 Always use it like this:
user.getld().toString();

// Do not use it like this:

/1 W would get a Long object if we are using the database inplenentation
(Long) user.getld();

/1 W& would get a String with an LDAP server
(String)user.getld();

This is because the ID value depends on the User implementation. It'll probably be String object with the
LDAP implementation and a Long object with the database implementation but it could be something else
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if one has chosen to make its own implementation.

The org.jboss.portal.identity.Role interface represents a Role and exposes the following operations:

/[** The role identifier. */
public Object getld();

/** The role nane used in security rules. This nane can not be nodified */
public String getNane();

[** The rol e display name used on screens. This nane can be nodified */
public String getDi splayNane();

/** */
public void setDisplayNane(String nane);

The org.jboss.portal.identity.User M odul e interface exposes operations for users management:

/**Retrieve a user by its nane.*/
User findUserByUser Name(String user Nane)
throws IdentityException, |l egal Argument Excepti on, NoSuchUser Excepti on;

/**Retrieve a user by its id.*/
User findUserByl d(Ooject id)
throws IdentityException, |l egal Argument Excepti on, NoSuchUser Excepti on;

/[**Retrieve a user by its id.*/
User findUserByld(String id)
throws IdentityException, |Ilegal Argunent Exception, NoSuchUser Excepti on;

/** Creates a new user with the specified nane.*/
User createUser(String userName, String password)
throws IdentityException, |lI]egal Argunent Excepti on;

/** Renmove a user.*/
voi d renoveUser (oj ect id)
throws IdentityException, |l1legal Argunent Excepti on;

/** Get a range of users.*/
Set findUsers(int offset, int limt)
throws IdentityException, |llegal Argunent Excepti on;

/** Get a range of users.*/
Set findUsersFilteredByUserName(String filter, int offset, int limt)
throws IdentityException, |IIlegal Argunent Excepti on;

/**Returns the nunber of users.*/
int getUserCount() throws IdentityException, IIIlegal Argunent Excepti on;

The org.jboss.portal.identity.RoleM odule interface exposes operations for roles management:

/** Retrieves a role by its name*/
Rol e fi ndRol eByNanme(Stri ng nane)
throws IdentityException, |l egal Argument Excepti on;

/**Retrieve a collection of role fromthe role nanmes. */
Set findRol esByNanes(String[] nanes)
throws IdentityException, |l egal Argument Excepti on;

/** Retrieves a role by its id.*/
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Rol e fi ndRol eByl d( Obj ect id)
throws IdentityException, |Ilegal Argunent Exception;

/** Retrieves a role by its id.*/
Rol e findRol eByld(String id)
throws IdentityException, |Ilegal Argunent Excepti on;

[** Create a newrole with the specified nane.*/
Rol e createRol e(String nane, String di spl ayNane)
throws IdentityException, |IIegal Argunent Exception;

/** Rermove a role.*/
voi d renoveRol e(oj ect id)
throws IdentityException, |lIlegal Argunent Excepti on;

/** Returns the nunber of roles. */
i nt get Rol esCount ()
throws IdentityException;

[** Get all the roles */
Set findRol es()

throws IdentityException;/** Retrieves a role by its name*/
Rol e findRol eByNane(String nane)

throws IdentityException, |l1legal Argunent Excepti on;

/**Retrieve a collection of role fromthe rol e nanes. */
Set findRol esByNanmes(String[] names)
throws IdentityException, |Ilegal Argunent Excepti on;

/** Retrieves a role by its id.*/
Rol e fi ndRol eByl d( Obj ect id)
throws IdentityException, |l egal Argunment Excepti on;

/** Retrieves a role by its id.*/
Rol e findRol eByld(String id)
throws IdentityException, |l egal Argunment Excepti on;

/** Create a new role with the specified nanme.*/
Rol e createRol e(String nane, String di spl ayNane)
throws IdentityException, |l egal Argument Excepti on;

/** Renove a role.*/
voi d renpveRol e( Obj ect id)
throws IdentityException, |l egal Argument Excepti on;

/** Returns the nunber of roles. */
i nt get Rol esCount ()
throws IdentityException;

[** Get all the roles */
Set findRoles() throws |dentityException;

« The MembershipM odule interface exposes operations for obtaining or managing relationships beetween users
and roles. The role of this service is to decouple relationship information from user and roles. Indeed while user
role relationship is pretty straightforward with a relational database (using a many to many relationship with an
intermediary table), with an LDAP server there a different ways to define relationships between users and roles.

/** Return the set of role objects that a given user has.*/
Set get Rol es(User user) throws ldentityException, |IlI|egal Argunent Excepti on;

Set getUsers(Role role) throws ldentityException, |IlIlegal Argunent Excepti on;
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/** Creates a relationship beetween a role and set of users. Other roles that have
assotiontions with those users remain unaffected.*/
voi d assignUsers(Role role, Set users) throws IdentityException, |l egal Argunment Excepti on;

/** Creates a relationship beetween a user and set of roles. This operation will erase any
ot her assotientions beetween the user and roles not specified in the provided set.*/
voi d assi gnRol es(User user, Set roles) throws IdentityException, |IIlegal Argument Excepti on;

/** Returns role nenbers based on rol ename - depreci ated net hod ethod here only
for conmpatibility with old Rol eMbdul e interface */
Set findRol eMenbers(String roleNanme, int offset, int limt, String userNaneFilter)
throws |dentityException, Il|egal Argument Excepti on;

* The UserProfileM odule interface exposes operations to access and manage informations stored in User profile:

public Object getProperty(User user, String propertyNane)
throws IdentityException, |l egal Argunent Excepti on;

public void setProperty(User user, String nane, Object property)
throws IdentityException, |Ilegal Argunent Excepti on;

public Map getProperties(User user)
throws IdentityException, |l egal Argunment Excepti on;

public Profilelnfo getProfilelnfo()
throws IdentityException;

Warning
UserProfileModule.getProperty() method returns an Object. In most cases with DB backend it will always

be String object. But normally you should check what object will be retrieved using getProfilelnfo() meth-
od.

« The Profilelnfo interface can be obtained using the User ProfileM odule and exposes meta information of a
profile:

/** Returns a Map o Propertylnfo objects describing profile properties */
public Map get Propertieslnfo();

public Propertylnfo getPropertylnfo(String nane);

« Propertylnfo interface expose methods to obtain information about accessible property in User profile

public static final String ACCESS MODE READ ONLY = "read-only";
public static final String ACCESS MODE READ WRI TE = "read-wite";
public static final String USAGE MANDATORY = "mandatory";

public static final String USAGE _OPTI ONAL = "optional ";

public static final String MAPPI NG DB TYPE COLUWN = "col um";
public static final String MAPPI NG DB TYPE DYNAM C = "dynam c";

public String get Nane();
public String getType();
public String get AccesshWbde();

public String getUsage();
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public LocalizedString getDi splayName();
public LocalizedString getDescription();
public String get Mappi ngDBType();

public String get Mappi ngLDAPVal ue();
public String get Mappi ngDBVal ue();

publ i c bool ean i sMappedDB() ;

publ i c bool ean i sMappedLDAP();

16.1.1. How to obtain identity modules services ?

The advocated way to get areference to the identity modulesis by using JNDI:

i mport org.jboss.portal.identity.UserMdul e;

i mport org.jboss.portal.identity.Rol eMdul e;

i mport org.jboss.portal.identity.Menbershi pMdul e;
i mport org.jboss.portal.identity.UserProfil eMdule;

[...]

(User Mbdul e) new I ni tial Context ().l ookup("java: portal/UserMdule");

(Rol eMbdul e) new I nitial Context ().l ookup("java: portal/Rol eModul e");

(Menber shi pModul €) new | nitial Context ().l ookup("java: portal /Menber shi pModul e") ;
(User Profil eMbdul e) new I nitial Context().!|ookup("java: portal/UserProfil eMdul e");

Another way to do thisis, if you are fimiliar with JBoss Microkernel architectureis to get the I dentitySer viceCon-
troller mbean. Y ou may want to inject it into your services like this:

<depends optional -attribute-nane="ldentityServiceController" proxy-type="attribute">
portal : servi ce=Modul e, t ype=Il dentityServi ceControll er
</ depends>

or simply obtain in your code by doing a lookup using the
portal:service=M odule,type=I dentityServiceController name. Please refer to the JBoss Application Server doc-
umentation if you want to learn more about service MBeans. Once you obtained the object you can use it:

(User Modul e) i dentityServiceController.getldentityContext()
. get oj ect (1 denti t yCont ext. TYPE_USER_MODULE) ;

(Rol eMbdul e)i dentityServiceController.getldentityContext()
.get Obj ect (I dentityContext. TYPE_ROLE MODULE) ;

(Menber shi pModul e) i dentityServiceController.getldentityContext()
. get vj ect (1 denti t yCont ext . TYPE_MEMBERSH P_MODULE) ;

(UserProfil eMbdul e)identityServiceController.getldentityContext()
.get Obj ect (I dentityContext. TYPE_USER PROFI LE_MODULE) ;
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16.1.2. APl changes since 2.4

Because in JBoss Portal 2.4 there were only UserModule , RoleModule , User and Role interfaces some API us-
ages changed. Here are the most important changes you will need to aply to your code while migrating your aplica-
tionto 2.6:

For the User interface:

/'l Instead of: user.getEnabl ed()
user Profil eModul e. get Property(user, User.|NFO USER ENABLED) ;

/'l Instead of: user.setEnabl ed(val ue)
user Profil eModul e. set Property(user, User.|NFO USER ENABLED, val ue);

/1 In a simlar way you shoul d change rest of nethods that are missing in User interface
/1 in 2.6 by the call to the UserProfil eModdul e

/1 Instead of: user.getProperties()
user Profi | eModul e. get Properti es(user);

/'l Instead of: user.getG venNane()
user Profi | eModul e. get Property(user, User.|NFO USER NAME G VEN);

/'l Instead of: user.getFani| yNane()
user Profi | eModul e. get Property(user, User.|NFO USER NAME_FAM LY) ;

/1 Instead of: user.getReal Email ()
user Profi | eModul e. get Property(user, User.|NFO USER EMAI L_REAL) ;

/1 Instead of: user.getFakeEmail ()
user Profi | eModul e. get Property(user, User.|NFO USER EMAI L_FAKE) ;

/'l Instead of: user.getRegistrationDate()
user Profi |l eModul e. get Property(user, User.|NFO USER REG STRATI ON_DATE) ;

/1 Instead of: user.getVi ewReal Email ()
user Profi | eModul e. get Property(user, User.|NFO USER VI EW EMAI L_VI EW REAL) ;

/'l Instead of: user.getPreferredLocal e()
user Profi | eModul e. get Property(user, User.|NFO USER LOCALE);

/'l Instead of: user.getSignature()
user Profi | eModul e. get Property(user, User.|NFO USER_SI GNATURE) ;

/'l Instead of: user.getlLastVisitDate()
user Profi | eModul e. get Property(user, User.|NFO USER LAST _LOG N_DATE);

The RoleM odul e interface:

/1 Instead of
/1 Rol eMbdul e. fi ndRol eMenbers(String roleNane, int offset, int limt, String userNaneFilter)
Il throws IdentityException;
menber shi pModul e. fi ndRol eMenbers(String rol eNane, int offset, int limt,
String userNanmeFilter)

/'l Instead of
/1 Rol eMbdul e. set Rol es(User user, Set roles) throws IdentityException;
nmenber shi pModul e. assi gnRol es(User user, Set rol es)

/! 1nstead of
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/'l Rol eMbdul e. get Rol es(User user) throws |dentityException
menber shi pModul e. get Rol es(User user)

16.2. Identity configuration

In order to understand identity configuration you need to understand its architecture. Different identity services like
UserModule, RoleModule and etc are just plain java classes that are instantiated and exposed by the portal. So an
*example* of UserModule service could be aplain java bean object that would be:

* Instantiated using reflection
* Initialized/Started by invoking some methods

* Registered/Exposed using JNDI and/or mbeans (JBoss Microkernel) services, so other services of the portal
can useit

« Managed in the matter of lifecycle - soit'll be stopped and unregistered during portal shutdown
As you see from this point of view, configuration just specifies what java class will be used and how it should be
used by portal as a service.

Note
We use JBoss Microcontainer internally to manage the sub system made of those components so if you are
interested in implementing custom services - look on the methods that are used by this framework.

In JBoss Portal we provide a very flexible configuration. It is very easy to rearrange and customize services,
provide alternative implementations, extend the existing ones or provide a custom identity model.

To grasp the full picture of the configuration of identity services let's start from its root component. Whole config-
uration and setup of identity components is done by the I dentityServiceController service. It bringsto life and re-
gisters al other services such as UserModule, RoleModule, MembershipModule and UserProfileModule. |den-
tityServiceController is defined in jboss-portal.sar/META-INF/jboss-service.xml

<mbean
code="org.j boss. portal .identity.ldentityServiceControllerlnpl"
nanme="portal : servi ce=Mddul e, t ype=l dentityServi ceControl | er"
xnbean- dd=""
xnmbean- code="org.j boss. portal .jens. as. system JBossSer vi ceMbdel MBean" >
<xnmbean/ >
<depends>port al : servi ce=Hi ber nat e</ depends>
<attribute name="Jndi Nane">j ava: /portal /ldentityServiceController</attribute>
<attribute name="Regi ster MBeans">true</attri bute>
<attribute name="ConfigFile">conf/identity/identity-config.xm </attribute>
<attribute name="Defaul t ConfigFile">conf/identity/standardi dentity-config.xm </attribute>
</ nbean>

We can specify afew options here:

* RegisterMBeans - defines if IdentityServiceController should register components which are instantiated as
mbeans
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« ConfigFile - defines the location of the main identity services configuration file. It describes and configures all
the components like UserModule, RoleModule... that need to be instantiated

« DefaultConfigFile - defines the location of the configuration file containing the default values. For each com-
ponent defined in ConfigFile, the IdentityServiceController will obtain a set of default options from this file.
That helps to keep the main main configuration file simple, short and easy to read. Potentialy it provides more
powerful customizations.

16.2.1. Main configuration file architecture (identity-config.xml)

The file describing portal identity services contains three sections:

<identity-configuration>
<dat asour ces>

<! -- Datasources section -->
<dat asource> ... </datasource>
<dat asource> ... </datasource>

</ dat asour ces>

<nodul es>
<!-- Mbdul es section -->
<nodul e> ... </nodul e>
<nodul e> ... </nodul e>

</ modul es>

<opti ons>
<I-- Options section -->
<option-group> ... </option-group>
<option-group> ... </option-group>
</ opti ons>

</identity-configuration>
By default you can find it in jboss-portal .sar/conf/identity/i dentity-config.xml

16.2.1.1. Datasources

This section defines datasource components. They will be processed and instantiated before componentsin Module
section, so they will be ready to serve them.

Note
This section isn't used with Database configuration as in JBoss Portal services exposing Hibernate are
defined separately. It isused by LDAP configuration and we will use it as an example

<dat asour ce>
<name>LDAP</ nanme>
<servi ce- nane>portal : servi ce=Modul e, t ype=LDAPConnect i onCont ext </ ser vi ce- nane>
<cl ass>org. j boss. portal .identity.|dap. LDAPConnecti onCont ext </ cl ass>
<confi g>
<opti on>
<nane>host </ nhame>
<val ue>j boss. conx/ val ue>
</ opti on>
<opti on>
<name>port </ name>
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<val ue>10389</ val ue>
</ option>
<opti on>
<nane>adm nDN</ nane>
<val ue>cn=Di rectory Manager </ val ue>
</ opti on>
<opti on>
<nane>adm nPasswor d</ nane>
<val ue>xxxxx</ val ue>
</ opti on>

<I-- Gther options here.... -->

</ confi g>

</ dat asour ce>

Note

If you look into JBoss Portal configuration files you will find that <service-name/> and <class/> are spe-
cified in DefaultConfigFile and not in ConfigFile. So here is how it works: those two will be picked up
from default configuration. The same rule is effective for the options - additional options will be picked up
from default configuration. What is linking configuration in those two filesis the <name> tag.

16.2.1.2. Modules

Modules are core service components like UserModule, RoleModule and etc.

<nodul e>

<l--type used to correctly map in ldentityContext registry-->
<type>User </type>
<i npl ement ati on>DB</ i npl enrent ati on>

<l --name of service and class for creating nbean-->
<servi ce-nane>portal : servi ce=Mbdul e, t ype=User </ ser vi ce- nane>
<cl ass>org.j boss. portal .identity.db. H bernateUser Mdul el npl </ cl ass>

<l--set of options that are in the instantiated object-->
<confi g>
<opti on>
<nane>sessi onFact or yJNDI Nane</ nane>
<val ue>j ava:/portal /ldentitySessi onFact ory</val ue>
</ opti on>
<opti on>
<name>j NDI Nanme</ nanme>
<val ue>j ava: / port al / User Modul e</ val ue>
</ opti on>
</ confi g>

</ nodul e>

implementation - defines the scope under which the configuration for different implementations of modules
types resides. It enables to define the default options of the configuration of the different implementations of
same module typesin one configuration file.

type - must be unique name across al modules defined in the main configuration file. Thisisimportant as mod-
ule will be stored with such name within IdentityContext registry at runtime. Standard names are used (User,
Role, Membership, UserProfile). Together with implementation will create unique pair within file with default
configuration val ues.
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e service-name - will be used for the name when registered as an MBean.
e class- javaclassthat will be useto instantiate the module.

e config - contains options related to this module

Note

Here you can easily see the whole idea about having two config files - main one and the one with default
values. The above code snippet with User module comes from standar didentity-config.xml, so the file
that defines default configuration values. Because of this in the main configuration file the definition of
User module will be as short as:

<nmodul e>
<l--type used to correctly map in ldentityContext registry-->
<type>User </type>
<i npl ement ati on>DB</ i npl enent ati on>
<confi g/ >
</ modul e>

As you can see we specify only the type and the implementation - all the other values (service-name, class
and set of options) are read from default configuration. But remember that you can still overwrite any of
those values in the main config simply by overriding them.

16.2.1.3. Options

This section provides common options that are accessible by identity modules. We set options here that may need
to be shared. They are grouped, and can have many values:

<opti ons>
<!'--Commmon options section-->
<opti on- gr oup>
<gr oup- name>conmon</ gr oup- nanme>
<opti on>
<nane>user Ct xDN</ name>
<val ue>ou=Peopl e, dc=exanpl e, dc=conx/ val ue>
</ opti on>
<opti on>
<nane>ui dAttri but el D</ nane>
<val ue>ui d</ val ue>
</ opti on>
<opti on>
<nane>passwor dAtt ri but el D</ nane>
<val ue>user Passwor d</ val ue>
</ option>
<opti on>
<nane>r ol eCt xDN</ nane>
<val ue>ou=Rol es, dc=exanpl e, dc=conx/ val ue>
</ option>
<opti on>
<nane>ri dAttri but el d</ nane>
<val ue>cn</ val ue>
</ option>
<opti on>
<nane>r ol eDi spl ayNaneAttri but el D</ nane>
<val ue>cn</ val ue>
</ option>
<opti on>
<name>mnenber shi pAttri but el D</ name>
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<val ue>nenber </ val ue>
</ option>
<opti on>
<nane>menber shi pAttri but el sSDN</ nane>
<val ue>t rue</ val ue>
</ opti on>
</ opti on-group>
<opti on- gr oup>
<gr oup- nane>user Cr eat eAt t i but es</ gr oup- name>
<opti on>
<nane>obj ect d ass</ nanme>
<val ue>t op</ val ue>
<val ue>ui dQbj ect </ val ue>
<val ue>per son</ val ue>
<val ue>i net User </ val ue>
</ opti on>
<l--Schema requires those to have initial value-->
<opti on>
<nane>cn</ name>
<val ue>none</ val ue>
</ option>
<opti on>
<nane>sn</ name>
<val ue>none</ val ue>
</ option>
</ opti on-group>

Note

In this section we use the same inheritance mechanism. When an option is not set, its value will be read
from the default config file. But this also means that you may need to overwrite some values that are spe-
cific to your LDAP architecture. All the options will be described along with module implementations that
use them.

16.3. User profile configuration

UserProfileModule has additional configuration file that defines user properties. It is specified in configuration in:

<nmodul e>
<type>User Profil e</type>
<i npl ement at i on>DELEGATI NG</ i npl enent ati on>

(...)

<confi g>

(...)

<opti on>
<nane>pr of i | eConfi gFi | e</ name>
<val ue>conf/identity/profile-config.xm </val ue>
</ option>
</ confi g>
</ modul e>

This means that you can configure user profile in jboss-portal.sar/conf/identity/profile-config.xml
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<profil e>

<property>
<nane>user . nane. ni ckNane</ name>
<type>j ava. | ang. Stri ng</type>
<access- node>r ead- onl y</ access- node>
<usage>mandat or y</ usage>
<di spl ay- nane xm : | ang="en" >Name</ di spl ay- name>
<description xm :lang="en">The user nane</descri ption>
<mappi ng>
<dat abase>
<t ype>col um</type>
<val ue>j bp_unane</ val ue>
</ dat abase>
</ mappi ng>
</ property>

<property>
<nane>user . busi ness-i nf 0. onl i ne. emai | </ name>
<type>j ava. | ang. Stri ng</type>
<access- node>r ead- w i t e</ access- node>
<usage>mandat or y</ usage>
<di spl ay- nane xml : | ang="en">Emai | </ di spl ay- name>
<description xm :|ang="en">The user real email </description>
<mappi ng>
<dat abase>
<t ype>col utm</t ype>
<val ue>j bp_real emai | </ val ue>
</ dat abase>
<| dap>
<val ue>mai | </ val ue>
</ | dap>
</ mappi ng>
</ property>

<property>
<nane>portal . user. | ocati on</ name>
<type>j ava. | ang. Stri ng</type>
<access- node>r ead-w i t e</ access- node>
<usage>opt i onal </ usage>
<di spl ay- name xnl : | ang="en">Locati on</di spl ay- nane>
<description xm :lang="en">The user | ocation</description>
<mappi ng>
<dat abase>
<t ype>dynam c</type>
<val ue>portal . user. | ocati on</val ue>
</ dat abase>
</ mappi ng>
</ property>

(...)

</ properties>
Configuration file contains properties definition that can be retrieved using the Propertyl nfo interface. Each prop-
erty used in portal hasto be defined here.

Note
Some information provided here can have alarge impact on the behavior of the UserProfileModule. For in-

JBoss Release 2.6.3 160



JBoss Portal |dentity Management

stance access-mode can be made read-only and the value provided in type will be checked during setProp-
erty()/getProperty() operations. On the other hand tags like usage, description or display-name have mostly
informational meaning at the moment and are used by the management tools at runtime.

e name - property hame. This value will be used to refer to the property in UserProfileModule

e type-javatype of property. Thistype will be checked when in UserProfileModule methods invocation.
* access-mode - possible values are read-write and read-only

e usage - property usage can be mandatory or optional.

« display-name - property display name.

e description - description of property.

* mapping - defines how property is mapped in the underlaying storage mechanism. It can be mapped in data-
base either as a column or dynamic value. It can also be mapped as |dap attribute.

Note
In current implementation column and dynamic mappings have the same effect, as database mappings are
defined in hibernate configuration.

Note

Property can have both |dap and database mappings. In such situation when LDAP support is enabled |dap
mapping will take precedense. Also even when using LDAP some properties will be mapped to LDAP and
some to database. Its because LDAP schema doesn't support all attributes proper to for portal properties.
To solve this we have DelegatingUser Pr ofileM odulel mpl that will delegate method invocation to |dap or
database related UserProfile module. When LDAP support is enabled and property need to be stored in
database user will be synchronized into database when needed. This behavior can be configured.

16.4. Identity modules implementations

Note
Identity modules implementations related to LDAP are described in LDAP chapter

16.4.1. Database modules

JBoss portal comes with a set of database related identity modules implementations done using Hibernate - those
are configured by default. Those are not very configurable in identity-config.xml file. The reason is that to keep
backwards compatibility of database schema with previous portal version, we reused most of hibernate implement-
ation. If you want to tweak the hibernate mappings you should look into files in jboss-portal.sar/conf/hiber nate.
Also those modules rely on hibernate SessionFactory components that are created in SessionFactoryBinder mbeans
defined in jboss-portal .sar/META-INF/jboss-service.xml

Classes implementing identity modules:

e org.,jboss.portal.identity.db.Hiber nateUser M odulel mpl - implementaing UserModule interface
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e org.jboss.portal.identity.db.Hiber nateRoleM odulel mpl - implementaing RoleMaodul e interface

e org.jbossportal.identity.db.Hiber nateM ember shipM odulel mpl - implementaing Member shipModule inter-
face

e org.jbossportal.identity.db.Hiber nateUser ProfileM odulelmpl - implementaing UserProfileModule inter-
face

For each of those modules you can ater two config options:

« sessionFactoryJNDIName - JINDI name under which hibernate SessionFactory object is registered

* jNDIName - INDI name under which this module should be registered

16.4.2. Delegating UserProfile module

Delegating UserProfileModule implementation has very specific role. When we use a storage mechanism like
LDAP we may not be able to map all user propertiesinto LDAP attributes because of schema limitations. To solve
this problem we still can use the database to store user properties that do not exist in the LDAP schema. The Deleg-
ating user profile module will recognize if a property is mapped as Idap or database and delegate setProp-
erty()/getProperty() method invocation to proper module implementation. This is implemented in
org.jboss.portal.identity.DelegatingUser ProfileM odulel mpl. If property is mapped either as Idap and database
the Idap mapping will have higher priority.

<modul e>
<l--type used to correctly map in ldentityContext registry-->
<type>User Profil e</type>
<i npl ement at i on>DELEGATI NG</ i npl enent ati on>

<I--pame of service and class for creating nbean-->
<servi ce- nane>portal : servi ce=Modul e, t ype=User Profi | e</ servi ce- name>
<cl ass>org.j boss. portal .identity. Del egati ngUser Profil eMddul el npl </ cl ass>
<I--set of options that are set in instantiated object-->
<confi g>
<opti on>
<nane>j NDI Nane</ nane>
<val ue>j ava: / portal / User Profi | eModul e</ val ue>
</ opti on>
<opti on>
<nane>dbModul eJNDI Nane</ nane>
<val ue>j ava: / portal / DBUser Pr of i | eMbdul e</ val ue>
</ opti on>
<opti on>
<nane>pr of i | eConfi gFi | e</ name>
<val ue>conf/identity/profile-config.xmn </val ue>
</ opti on>
</ confi g>
</ modul e>

Module options are:

« dbModuleJNDIName - INDI name under which database implementation of UserProfileModule is registered.
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e |ldapModuleJNDIName - JNDI name under which Idap implementation of UserProfileModule is registered.

e profileConfigFile - configuration file for user properties.

16.4.3. Database UserProfile module implementation

Because of the behavior described in the previous section, database UserProfileM odule requires some special fea
tures. If auser is present in LDAP server but a writable property isn't mapped as an LDAP attribute, such property
requires to be stored in the database. In order to achieve such result the user need to be synchronized from LDAP

into the database first.

Class org.jboss.portal.identity.db.HibernateUser ProfileModulelmpl has additional synchronization features. Here

are the options:

« synchronizeNonExistingUsers - when set to "true" if the user subject to the operation does not exist, then it

will created it in database. By default it is "true".

e acceptOtherlmplementations - if set to "true® module will accept user objects other than
org.jboss.portal.identity.db.HibernateUserImpl. This is needed to enable cooperation with UserModule imple-

mentations other than org.jboss.portal .identity.db.Hiber nateUser Modulelmpl. The default value is set "true".

» defaultSynchronizePassword - if thisoption is set, the value will be used as a password for synchronized user.

e randomSynchronizePassword - if this option is set to "true" synchronized user will have random generated

password. Thisis mostly used for the security reasons. Default value is "false".

* sessionFactoryJNDIName - INDI name under which this user will be registered.

e profileConfigFile - file with user profile configuration. If this option is not set, and we use delegating UserPro-

fileModule, profile configuration will be obtained from it.
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JBoss Portal Identity Portlets

Emanuel Muckenhuber <emuckenh@ edhat . con»

17.1. Introduction

Since JBoss Portal 2.6.2 two new Identity Portlets are shipped by default:

* The User Portlet

* Theldentity Management Portlet
As the names indicate - the User Portlet is responsible for actions related to the end user. Whereas the Identity
Management Portlet contains all the functionality for managing users and roles.

Warning

The Identity portlets will evolve over time, therefore usage and configuration might change.

17.1.1. Features

The identity portlets provide the following features:

« Email verification: The users can receive an email with alink on which they must click to confirm the creation
of the new account. (Disabled by default,see Section 17.2.4)

e Captcha support: The users are prompted to copy letters from a deformed image. (Disabled by default, see Sec-
tion 17.2.1)

e Lost password: The users can receive a hew password by email, any user with access to the admin portlet can
also reset another user's password and send the new one by email in one click. (Disabled by default, see Sec-
tion 17.2.2)

» jBPM based user registration: Several business processes are available out of the box (this includes administra-
tion approval), this can be extended to custom ones. See Section 17.2.4.

» User and role management: Ability for the administrator to add and edit users as well as adding,

17.2. Configuration

This section covers the configuration of the Identity Portlets.
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17.2.1. Captcha support

CAPTCHA is an acronym for Conpl etely Automated Public Turing test to tell Conputers and Humans
Apart . Thisis providing a mechanism to prevent automated programs from using different services. The User Port-

let uses JCaptchato provide a challenge-response.

Note

By default the captcha service needs a XServer to generate the images. For using the captcha service
without a X Server make sure you run the jvm with the following option:

-D ava. awt . headl ess=t rue

User portlet

Welcome Registe Lost Password

Basic user information

U=ermame *

E-Mail *

Pas=word *

Confirm Password *

hagtrma! s

Werify captcha ® |

"indicates a required field.

The registration page with captcha.

The captcha support can be enabled by changing the portlet preference ‘captcha to 'true'. If enabled, captchawill be
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used for the registration and lost password action.

<portlet>
<di spl ay- nane>User portl et </di spl ay- nane>

<portl et-preferences>
<pr ef er ence>
<name>capt cha</ name>
<val ue>t rue</val ue>
</ pr ef erence>
</ portl et-preferences>
</portlet>

17.2.2. Lost password

The lost password feature enables the end user to reset his password by entering his username.

Note
Thisfeature requires a properly configured MailModule. See Section 3.4.

User portlet

Welcome Register Lost Password

Forgot your login data?

Flease enter your username to resst your password

L=ername |

tagpse d

Werify captcha ® |

The lost password page with captcha enabled.
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The lost password feature can be enabled by changing the portlet preference 'lostPassword' to 'true’. If captchais
enabled it will be also used for verifying the lost password action.

<portlet>
<di spl ay- nane>User portl et </di spl ay- name>
<portl et-preferences>
<pr ef er ence>
<name>| ost Passwor d</ nane>
<val ue>t rue</val ue>
</ pr ef erence>

</ portl et-preferences>
</portlet>

17.2.3. Reset password

The reset password feature is similar to the lost password feature, but it is used in the User Management Portlet to
reset the password of a user. That means changing the password of a user is slightly simplified, because a random
password will be generated and sent to the users e-mail address.

<portlet>
<di spl ay- name>User managenent portl et </di spl ay- name>
<portl et-preferences>
<pr ef er ence>
<name>r eset Passwor d</ name>
<val ue>t rue</val ue>
</ pr ef erence>

</portlet-preferences>
</portlet>

17.2.4. iBPM based user registration

JBoss Portal supports three different subscription modes by default:

e Automatic subscription (no jBPM required), the users can register and directly login.
« E-Mail validation, the users need to click on alink sent by email before being able to login.

e E-Mail validation and admin approval, the users need to validate their email, then an admin needs to approve
the newly created account.

Note
The subscription mode has to be defined in the configuration file as explained here: Section 17.2.5.

Warning
Make sure that the application server is restarted after re-deploying the Identity Portlets. Thisis required to
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make sure that the registration and approval process works properly!

User Management Role Management

User Management ; Pending registrations

Id
r =z
1

Username E-Mail Registration Date Actions

jwiet julien@jboss.com Fri Sep 21 12:14:41 CEST 2007 m approve | i’j‘ reject
theuts theute @redhat.com Fri 2ep 21 12:13.56 CEST 2007 w approve | j’]‘ reject
emuckenh emuckenh@redhat.com FriSep 21 12:1313 CEST 2007 w approve | ﬁ' reject

select all | unselect all Approve selected Reject selected m

17.2.5.

Approve or reject pending registrations (jbp_identity validation_approval _workflow).

The configuration file

The Identity Portlets use some metadata which can be easily changed in the main configuration file, which is loc-
ated at j boss- portal . sar/portal -identity.sar/conf/identity-ui-configuration.xnl asshown here

<i dentity-ui-configuration>

<subscri pti on- rode>aut omat i c</ subscri pti on- nnde>
<admi n- subscri pti on- nrode>aut omat i c</ admi n- subscri pti on- nrode>
<overwr it e-wor kf | ow>f al se</ overw it e-wor kfl ow>
<emai | - domai n>j boss. or g</ emai | - domai n>
<emai | - fronmeno-repl y@ boss. conx/ emai | -frone
<passwor d- gener ati on- char act er s>a. . . Z</ passwor d- gener at i on- char act er s>
<def aul t-rol es>
<rol e>User </ rol e>
</ defaul t-rol es>

<l-- user interface conponents -->
<ui - conponent s>
<ui - component nane="gi vennane" >
<property-ref>user.nane. gi ven</ property-ref>
</ ui - conponent >
<ui - conponent nane="famn | ynane" >
<property-ref>user.nane.fam | y</property-ref>
</ ui - conponent >

</identity-ui-configuration>

« subscription-mode: defines the User Portlet registration process

» automatic: no validation nor approval (default)

e jbp_identity validation workflow: e-mail validation, no approval

e jbp_identity validation _approval workflow: e-mail validation and approval

» custom: Take alook at Customizing the workflow
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e admin-subscription-maode: jBPM process used in the User Management Portlet for creating users

» automatic: no validation nor approval (default)

jbp_identity validation workflow: e-mail validation, no approval

e jbp_identity validation_approval_workflow: e-mail validation and approval

custom: Take alook at Customizing the workflow

« overwrite-workflow: if set to 'true' the workflow will be overwritten during the next startup (default: false)
¢ email-domain: e-mail domain used in the validation e-mail by the template (can be anything)

* email-from: email fro field used by the validation e-mail

e password-generation-characters. charactersto use to generate arandom password

+ default-roles: one or more default roles

+ avalable element: role

* ui-components: Defines the available user interface components. Take alook at the next section for further de-
tails.

Due to the differentiation between subscription-mode and admin-subscription-mode it is possible to require e-mail

validation and approval for new registrations and e-mail validation only when a user is created in the user manage-

ment portlet.

17.2.6. Customize e-mail templates

The email templates can be found in the folder: portal-identity.sar/conf/templates/
New languages can be added by creating a new file like: email Template_fr.tpl

17.3. User interface customization

The following three examples describe common use cases for customizing the User Portlet.

« Example 1: Describes how to tag ainput field as required and add it to the registration page.
» Example 2: Shows how to create a simple dropdown menu.

* Example 3: Describes how to add new properties.

Note

Thisis not a JavaServer Faces tutorial. Basic knowledge of this technology is a precondition for customiz-
ing the User Portlet Interface.
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17.3.1. Example 1: required fields

This example explains how to change optional properties to required properties, of course once thisis done, we will
also need to add the corresponding fields in the registration page.

Here are the modifications in portal-identity.sar/conf/identity-ui-configuration.xml, we simply changed the required
element to true on our two fields corresponding to the given and family names.

<identity-ui-configuration>
<l-- user interface conponents -->

<ui - conponent nane="gi vennane" >
<property-ref>user. nane. gi ven</ property-ref>
<requi red>t rue</required>

</ ui - conmponent >

<ui - conponent nane="fani | yname">
<property-ref>user.nanme.fam | y</property-ref>
<r equi red>t rue</required>

</ ui - conmponent >

</identity-ui-configuration>

Now that we changed those values to "required" we need to give a chance to the user to enter those values, here are
the changes done in portal-identity.sar/portal -identity.war/\WWEB-I NF/j sf/common/r egi ster .xhtml

<h: out put Text val ue="#{bundl e. | DENTI TY_G VENNAME} "/ >
<h:i nput Text id="givennane" val ue="#{manager. ui User.attri bute. gi vennane}"
requi red="#{ met adat aservi ce. gi vennane. requi red}"/ >
<h: panel Group />
<h: nessage for="gi vennane" />

<h: out put Text val ue="#{bundl e. | DENTI TY_FAM LYNAME}"/ >

<h:input Text id="Ilastnanme" val ue="#{manager.ui User.attribute.fam|ynanme}"
requi red="#{ met adat aservi ce. fam | ynane. requi red}"/ >

<h: panel Group />

<h: nessage for="I|astnane"/>

That's it - from now on the given name and family name will be required on registration. We dynamically obtain
the values from the descriptor. Now if i just wanted to make them back to optional, i would change the values only
in the descriptor, letting the user enter or not those values.

17.3.2. Example 2: dynamic values (dropdown menu with predefined values)

If the data to enter is a choice instead of a free-text value, you can aso define those in the descriptor like shown
here:

<i dentity-ui-configuration>
<I-- user interface conmponents -->

<ui - conponent nane="interests">
<property-ref>portal .user.interests</property-ref>
<val ues>
<val ue key="boar d">snowboar di ng</ val ue>
<val ue key="ski">skiing</val ue>

JBoss Release 2.6.3 170



JBoss Portal |dentity Portlets

<val ue key="sl edge" >sl edgi ng</ val ue>
</val ues>
</ ui - component >

</identity-ui-configuration>

In portal-identity.sar/portal-identity.war/WEB-INF/jsf/common/profilexhtml - change inputText to a selectOne-
Menu:

<h: out put Text val ue="#{bundl e. | DENTI TY_I NTERESTS} "/ >
<h: sel ect OneMenu i d="interests" val ue="#{nmanager. ui User. attri bute.interests}"
requi red="#{ net adat aservi ce.interests.required}">
<f:selectltens val ue="#{net adat aservice.interests.val ues}" />
</ h. sel ect OneMenu>
<h: panel G oup />
<h: nessage for="interests"/>

For localizing dynamic values it is also possible to use the resource bundle. This can be done by adding the key
with a prefix (to i.e. Identity.properties) like in the following listing. The key will be stored in the users property
and is used to identify the element. The value of the configuration file will only be used if no localization informa-
tion isfound.

| DENTI TY_DYNAM C_VALUE_BOARD=I ocal i zed snowboar di ng
| DENTI TY_DYNAM C_VALUE_SKI =l ocal i zed skiing
| DENTI TY_DYNAM C _VALUE_SLEDCE=Il ocal i zed sl edgi ng

Note

If the value is not required a blank element will be added at the top.

17.3.3. Example 3: adding new properties

Note
Please make sure you read at least the section about user profile configuration: Section 16.3, to add a new
value on the interface it al'so has to be defined in your model, as shown on Step 1.

step 1. add anew property to profile-config.xml e.g. adynamic property called gender:

<property>
<nane>user . gender </ name>
<type>j ava. |l ang. Stri ng</type>
<access- node>r ead- wri t e</ access- node>
<usage>opt i onal </ usage>
<di spl ay- nane xm : | ang="en" >Gender </ di spl ay- nane>
<descri ption xm :lang="en">The gender </ descri ption>
<mappi ng>
<dat abase>
<t ype>dynami c</type>
<val ue>user. gender </ val ue>
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</ dat abase>
</ mappi ng>
</ property>

Note
It is recommended to use the 'User Information Attribute Names' from the Portlet Specification [1] for de-
fining properties.

step 2: add the property to the identity-ui-configuration: (portal-identity.sar/conf/identity-ui-configuration.xml)

<ui - conponent name="gender" >
<property-ref>user.gender</property-ref>
<requi red>t rue</required>
<val ues>
<val ue key="nual e" >Mal e</ val ue>
<val ue key="fenal e">Fenual e</val ue>
</ val ues>
</ ui - conponent >

Note
The property-ref must match a property from the profile-config.xm.

step 3 add your custom ui-component to the profile page: (portal-iden-
tity.sar/portal-identity.war/WEB-INF/jsf/profile.xhtml)

<h: out put Text val ue="#{bundl e. | DENTI TY_GENDER} "/ >
<h: sel ect OneMenu i d="gender" val ue="#{manager. ui User. attri bute. gender}"
requi r ed="#{ net adat aser vi ce. gender . requi red}" >
<f:sel ectltens val ue="#{net adat aservi ce. gender. val ues}" />
</ h. sel ect OneMenu>
<h: panel G oup />
<h: message for="gender"/>

Note
Don't forget to add the |ocalization elements.

17.3.4. lllustration

[1] http://jcp.org/en/jsr/detail 7id=168
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<property>

<name>*portal.user.gender</name>

<type>java.lang.String</type>

<access—-mode>read-write</access—-modds

<usager*optional</usage>
<mapping>

</mapping>

</property>

Database model (profile-config.xml)

<ui-component name="gender":
<property-ref>portal .user.gender</property
<reguired>true</required:>
<values>
<value key="male">Male</value>
<value key="female">Female</value>
</values>

</ui-component>

Metadata model (identity-ui-configuration.xmi)

cutputText value="#{bundle.IDENTITY_GENDER}"/> i
ch:selectOneMenu id="gender" wvalue="#{manager.uilser.attribute.gender}"”
required="# {metadataservice.gender.required}">
<f:selectlitems value="#{metadataservice.gander.values}" />
/fh.selectOneMenu>

<h:measage for="gender"/>

ISF - View (profilexhiml)

Illustration of the relationship between the configuration files.

The JSF-View in more detail:

manager .uilUser .attribute: manages and stores the dynamic properties

examples: manager.uiUser.attribute.gender, manager.uiUser .attribute.interests

<h:input Text id="gender" val ue="#{manager.ui User.attribute.gender}" />

* metadataservice

required - references the required attribute from the ui-component
example: metadataservice.gender.required

<h:i nput Text id="gender" val ue="#{manager.ui User.attri bute. gender}" required="#{metadataservi ce.gender.re

» values- references the values list from the ui-component
example: metadataservice.gender.values

<h: sel ect OneMenu i d="interests" val ue="#{manager. ui User.attri bute.interests}">

<f:sel ectltens val ue="#{netadat aservice.interests.val ues}" />
</ h: sel ect OneMenu>
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« validator - references the name of aregistered JSF validator
example:metadataservice.gender.validator - the first validator of the validator list
example: metadataservice.gender.validatorg[ 0] - the validator list with an index

<f:validator validatorld="#{metadataservice.gender.validator}"/>

» converter - references the name of aregistered JSF converter
example: metadataservice.gender.converter

<f:converter converterld="#{nmetadat aservice. gender.converter}"/>

» readOnly - references the access-mode of profile-config.xml
possible usagei.e. in /WEB-INF/jsf/common/profile.xhtml

<h:i nput Text val ue="#{manager. ui User. attri bute. ni cknane}" di sabl ed="#{ et adat aservi ce. ni cknane. readOnl y}"

Warning

The vaues of the profile-config.xml have a higher priority than the values in the user portlet configuration.
That means if the 'usage’ is 'mandatory’ in profile-config.xml and 'required’ is ‘false' it will be overwritten
by the value from the profile config!

17.3.5. Customizing the View Profile page

By default not all values of the user profile will be displayed on the View profile page. For customization it is pos-
sble to add further properties to the page by editing the filee portal-iden-
tity.sar/portal-identity.war/WEB-INF/ sf/pr ofil e/viewPr ofile.xhtml

17.4. Customizing the workflow

Note
For more details about jBPM please read the jBPM documentation [2]

The process definitions are located in: portal-identity.sar/conf/processes. To create a custom workflow, you can ex-
tend the existing process description file: custom.xml.

Available variablesin the business process:

¢ name: portal URL
type: java.lang.String
description: represents the full url of the portal e.g. http://localhost: 8080/portal

* name: locale
type: java.util.Locale

[2] http://docs.jboss.com/jbpm/v3/userguide/index.html
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description: the requested locale at registration

¢ name: emall
type: java.lang.String
description: the e-mail address of the user in case of registration.
In case of changing the e-mail the new e-mail address.

* name: user
type: org.jboss.portal.core.identity.services.wor kflow.User Container
description: Seralizable Object containing user information through the jBPM process

* name: validationHash
type: java.lang.String
description: hash used for the validation part. Only available after executing SendV alidationEmail Action

Note

Make sure that the filename and the process name match! e.g. conf/processes/custom.xml and process-
definition name="custom".

When using a custom workflow it is possible to customize the status message after registering in the locale bundle:
( e.g. portal-identity.sar/conf/bundles/| dentity.properties)

| DENTI TY_VERI FI CATI ON_STATUS_REG STER CUSTOMECust oni zed message here

17.4.1. Duration of process validity

By default requests (e.g. e-mail validation and registrations) expire after some time in the validation state. There-
fore it is not required to add additional maintenance mechanism to invalidate a request. The default expiration time
is 2 days, but is quite easy to change the timing by editing the duedate attribute in the process definition. changes
in: portal-identity.sar/conf/processes/* .xml

<process-definition>

<state nane="val i date_enmail ">
<tinmer nanme="tinme_to_expire" duedate="2 days" transition="tinedOut" />
</ state>

</ process-definition>

For further information take alook at the jBPM documentation [3] on Duration.

17.5. Disabling the Identity Portlets

Due to the fact that the former user portlets are still included in JBoss Portal 2.6.2 it is possible to activate it in the
Portal Admin interface, by using the Portletl nstances:

[3] http://docs.jboss.com/jbpm/v3/userguide/index.html
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e UserPortletinstance: The former user portlet

¢ RolePortletinstance: The former role managment portlet

17.5.1. Enabling the Identity Portlets

When migrating from former versions of JBoss Portal the Identity User Portlets won't be displayed by default, but
Windows can be created on basis of the existing Portlet Instances which are deployed by default. (The instances
namesbeing I dentityUserPortl etlnstance and I dentityAdm nPortl et nstance.)
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This chapter describes the authentication mechanisms in JBoss Portal

18.1. Authentication in JBoss Portal

JBoss Porta is heavily standard based so it leverages Java Authentication and Authorization Service (JAAS) in
JBoss Application Server. Because of this it can be configured in a very flexible manner and other authentication
solutions can be plugged in easily. To better understand authentication mechanisms in JBoss Portal please refer to
Security chapter. To learn more about JAAS look for proper documentation on Java security [1] website. To learn
more about security in JBoss Application Server please read JBossSX [2] documentation.

18.1.1. Configuration

You can configure the JAAS authentication stack in jboss-portal .sar/conf/login-config.xml. It is important to re-
member that authorization in portal starts at the JAAS level - configured LoginModules apply proper Principal ob-
jects  representing the roles of authenticated user. As you can  see in  jboss
portal .sar/portal-server.war/WEB-INF/web.xml portal servlet is secured with specified role ("Authenticated"). In
the default portal configuration this role is dynamically added by IdentityLoginModule. If you reconfigure the de-
fault JAAS authentication chain with other LoginMaodule implementations, you should remember that you must
deal with that security constraintsin order to be able to access portal. For exampleif you place only one LoginMod-
ule that will authenticate users against LDAP server you may consider adding all usersin your LDAP tree to such
role.

18.2. JAAS Login Modules

JBoss Portal comes with afew implementations of JAAS LoginModule interface

18.2.1. org.jboss.portal.identity.auth.ldentityLoginModule

This is the standard portal LoginModule implementation that uses portal identity modules in order to search users
and roles. By default it is the only configured LoginModule in the portal authentication stack. Its behavior can be
altered with the following options:

[1] http://java.sun.com/javase/6/docs/technotes/guides/security/
[2] http://wiki.jboss.org/wiki/Wiki.jsp?page=JB0ossSX
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e userModuleJNDIName - INDI name of portal UserModule.
¢ roleModuleJNDIName - INDI name of portal RoleModule.
* membershipModuleJNDIName - INDI name of portal MembershipModule.

» additionalRole - additional user Principal that will be added to user Subject. This is important as in default
portal configuration it isthe role that portal servlet is secured with.

» havingRole - only users belonging to role specified with this option will be authenticated.

* unauthenticatedldentity - the principal to use when anull username and password are seen.

Note

I dentityL oginM odul e extends org.jboss.security.auth.spi.UsernamePasswordL oginModule so if you are fa
miliar with JBossSX you can apply few other options like "password-stacking”. Please refer to JBossSX
documentation.

18.2.2. org.jboss.portal.identity.auth.DBIdentityLoginModule

This LoginModule implementation extends JBossSX org.jboss.security.auth.spi.DatabaseServer LoginModule and
can be used to authenticate against Database. The main purpose of this module is to be configured directly against
portal database (instead of using portal identity modules like in IdentityLoginModule). So if you are using custom
LoginModule implementation you can place this module with "sufficient" flag. This can be extremely useful. For
example if you authenticate against LDAP server using JBossSX LdaplLoginModule you can fallback to users
present in portal database and not present in LDAP like "admin" user. Please look into this [3] wiki page to learn
more about DatabaseServer LoginModule configuration

Options are:

» dsJIndiName - The name of the DataSource of the database containing the Principals and Roles tables

e principalsQuery - The prepared statement query, equivalent to: "select Password from Principals where Prin-
cipallD=""

« rolesQuery - The prepared statement query, equivalent to: "select Role, RoleGroup from Roles where Princip-
allD="?"

« hashAlgorithm - The name of the java.security.MessageDigest algorithm to use to hash the password. Thereis
no default so this option must be specified to enable hashing. When hashAlgorithm is specified, the clear text
password obtained from the CallbackHandler is hashed before it is passed to UsernamePasswordL oginMod-
ule.validatePassword as the inputPassword argument. The expectedPassword as stored in the users.properties
file must be comparably hashed.

* hashEncoding - The string format for the hashed pass and st be either "base64" or "hex". Base64 is the default.
» additionalRole - additional user Principal that will be added to user Subject.

Configuration using portal database will look like this:

[3] http://wiki.jboss.org/wiki/Wiki.jsp?page=DatabaseServerL oginModule
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<l ogi n- nodul e code = "org.jboss.portal .identity.auth.DBldentityLogi nMbdul e"
flag="sufficient">
<nmodul e- opti on nanme="dsJndi Nane" >j ava: / Port al DS</ nodul e- opti on>
<nmodul e- opti on nanme="pri nci pal sQuery" >
SELECT j bp_password FROM j bp_users WHERE j bp_unane=?
</ modul e-option/>
<rmodul e- opti on nane="rol esQuery">
SELECT jbp_roles.jbp_nanme, 'Roles' FROM jbp_role_nenbership INNER JON
jbp_roles ON jbp role _nenbership.jbp rid = jbp _roles.jbp_rid INNER JO N j bp_users ON
jbp_rol e_nmenbership.jbp_uid = jbp_users.jbp_uid WHERE j bp_users. j bp_uname=?
</ modul e- opti on>
<nodul e- opti on name="hashAl gori t hni' >MD5</ nodul e- opti on>
<nmodul e- opti on nane="hashEncodi ng" >HEX</ nodul e- opti on>
<nmodul e- opti on nane="addi ti onal Rol e">Aut henti cat ed</ nodul e- opti on>
</ I ogi n- nodul e>

Note
SQL query should be in single line. This code snipped was formatted like this only to fit documentation

page.

18.2.3. org.jboss.portal.identity.auth.SynchronizingLdapLoginModule

This module can be used instead of the IdentityLoginModule to bind to LDAP.
org.jboss.portal.identity.auth.SynchronizingLDAPLoginModule class is a wrapper around LdapLoginModule [4]
from JBossSX. It extends it so al configuration that can be applied to LdapExtLoginModule remains valid here.
For a user that was authenticated successfully it will try to call the identity modules from portal, then check if such
user exists or not, and if does not exist it will try to create it. Then for al roles assigned to this authenticated prin-
cipal it will try to check and create them using identity modules. This behavior can be altered using following op-
tions:

e userModuleJNDIName - JNDI name of portal UserModule. This option is obligatory if synchronizeldentity
option is set to true

e roleModuleJNDIName - JNDI name of portal RoleModule. This option is obligatory if synchronizeldentity
and synchronizeRoles options are set to true

* membershipModuleJNDIName - INDI name of portal MembershipModule. This option is obligatory if syn-
chronizel dentity and synchronizeRoles options are set to true

e userProfileM oduleJNDIName - JNDI name of portal UserProfileModule. This option is obligatory if syn-
chronizel dentity option is set to true

e synchronizeldentity - if set to true module will check if successfully authenticated user exist in portal and if
not it will try to createit. If user exists module will update its password to the one that was just validated.

« synchronizeRoles - if set to true module will iterate over all roles assigned to authenticated user and for each it
will try to check if such role exists in portal and if not it will try to create it. This option is checked only if syn-
chronizeldentity is set to true;

[4] http://wiki.jboss.org/wiki/Wiki.jsp?page=L dapL oginM odule
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e additionalRole - module will add this role name to the group of principals assigned to the authenticated user.

« defaultAssignedRole - if synchronizeldentity is set to true, module will try to assign portal role with such name
to the authenticated user. If such role doesn't exist in portal, module will try to createiit.
For obvious reasons thisis designed to use with portal identity modules configured with DB and not LDAP

18.2.4. org.jboss.portal.identity.auth.SynchronizingLdapExtLoginModule

All options that apply for SynchronizingLdapLoginModule also apply here. It's the same kind of wrapper made
around L dapExtLoginModule [5] from JBossSX. Sample configuration can look like this:

<l ogi n- nodul e code="org.j boss. portal .identity.auth. Synchroni zi ngLDAPExt Logi nivbdul e"
flag="required">
<nmodul e- opti on nane="synchroni zel dentity">true</nodul e-opti on>
<nodul e- opti on name="synchroni zeRol es" >t r ue</ nodul e- opti on>
<nodul e- opti on nane="addi ti onal Rol e">Aut hent i cat ed</ nodul e- opti on>
<nodul e- opti on name="def aul t Assi gnedRol e" >User </ nodul e- opti on>
<nmodul e- opti on nanme="user Mbdul eJNDI Nanme" >j ava: / port al / User Modul e</ nodul e- opt i on>
<nodul e- opti on name="r ol eMbdul eJNDI Nane" >j ava: / port al / Rol eMbdul e</ nodul e- opti on>
<nodul e- opti on nanme="nenber shi pModul eJNDI Nane" >j ava: / port al / Menber shi pModul e
</ modul e- opti on>
<nodul e- opti on nanme="user Profi |l eModul eJNDI Nane" >j ava: / portal / User Profi | eMbdul e
</ modul e- opti on>
<nodul e- opti on nanme="j ava. nam ng. factory.initial">com sun.jndi.|dap. LdapCt xFactory
</ modul e- opti on>
<nodul e- opti on nanme="j ava. nam ng. provi der. url ">l dap:// exanpl e. com 10389/
</ modul e- opti on>
<nodul e- opti on nanme="j ava. nam ng. security. aut henti cati on">si npl e</ nodul e-opti on>
<nmodul e- opti on nane="bi ndDN'>cn=Di r ect ory Manager </ nodul e- opti on>
<nodul e- opti on nanme="bi ndCredenti al ">secr et </ nodul e- opti on>
<nmodul e- opti on nane="baseCt xDN'>ou=Peopl e, dc=exanpl e, dc=conx/ nodul e- opti on>
<nodul e- opti on nanme="baseFilter">(ui d={0}) </ nodul e-opti on>
<nmodul e- opti on nane="r ol esCt xDN'>ou=Rol es, dc=exanpl e, dc=conx/ nodul e- opti on>
<nodul e- opti on name="rol eFi |l ter">(nmenber={1}) </ nodul e- opti on>
<modul e- opti on name="rol eAttri butel D'>cn</ nodul e- opti on>
<nmodul e- opti on nane="r ol eRecur si on">- 1</ nodul e- opti on>
<nmodul e- opti on name="sear chTi meLi mi t">10000</ nodul e- opti on>
<nmodul e- opti on nane="sear chScope" >SUBTREE_SCOPE</ nodul e- opti on>
<nmodul e- opti on name="al | owEnpt yPasswor ds" >f al se</ nodul e- opti on>
</| ogi n- modul e>

18.2.5. org.jboss.portal.identity.auth.SynchronizingLoginModule

This module is designed to provide synchronization support for any other LoginModule placed in the authentica-
tion stack. It leverages the fact that in JAAS authentication process occurs in two phases. In first phase when lo-
gin() method isinvoked it always returns "true". Because of this behavior SynchronizingLoginModule should be al-
ways used with "optional" flag. More over it should be placed after the module we want to leverage as a source for
synchronization and that module should have "required” flag set. During the second phase when commit() method
isinvoked it gets user Subject and its Principals and tries to synchronize them into storage configured for portal
identity modules. For this purposes such options are supported:

* userModuleJNDIName - JNDI name of portal UserModule. This option is obligatory if synchronizeldentity

[5] http://wiki.jboss.org/wiki/Wiki.jsp?page=L dapExtL oginM odule
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option is set to true

¢ roleModuleJNDIName - JNDI name of porta RoleModule. This option is obligatory if synchronizeldentity
and synchronizeRoles options are set to true

¢ membershipModuleJNDIName - JNDI name of portal MembershipModule. This option is obligatory if syn-
chronizel dentity and synchronizeRoles options are set to true

e userProfileModuleJNDIName - JNDI name of portal UserProfileModule. This option is obligatory if syn-
chronizeldentity option is set to true

¢ synchronizeldentity - if set to true module will check if successfully authenticated user exist in portal and if
not it will try to createit. If user exists module will update its password to the one that was just validated.

« synchronizeRoles - if set to true module will iterate over al roles assigned to authenticated user and for each it
will try to check if such role existsin portal and if not it will try to create it. This option is checked only if syn-
chronizeldentity is set to true;

e additionalRole - module will add this role name to the group of principals assigned to the authenticated user.

» defaultAssignedRole - if synchronizeldentity is set to true, module will try to assign portal role with such name
to the authenticated user. If such role doesn't exist in portal, module will try to createit.

Note
Example of usage in LDAP authentication can be found in next chapter.
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This chapter describes how to setup LDAP support in JBoss Portal

Note
To be ableto fully understand this chapter you should also read JBoss Portal Identity management and Au-
thentication chapters before

19.1. How to enable LDAP usage in JBoss Portal

WEe'll describe here the ssimple steps that you will need to perform to enable LDAP support in JBoss Portal. For ad-
ditional information you need to read more about configuration of identity and specific implementations of identity
modules

There are two ways to achieve this:

e jbossportal.sar/META-INF/jboss-service.xml in section:

<nbean
code="org.jboss.portal .identity.|dentityServiceControllerlnpl"
nane="portal : servi ce=Mdul e, t ype=l dentityServi ceController"
xnbean- dd=""
xnmbean- code="org. j boss. portal .|ens. as. system JBossServi ceMbdel MBean" >
<xmbean/ >
<depends>port al : servi ce=Hi ber nat e</ depends>
<attribute name="Jndi Name">j ava: /portal/ldentityServiceController</attribute>
<attribute name="Regi st er MBeans">true</attri bute>
<attribute name="ConfigFile">conf/identity/identity-config.xm </attribute>
<attribute name="Defaul t ConfigFile">conf/identity/standardidentity-config.xm </attribute>
</ nbean>

change identity-config.xml to Idap_identity-config.xml

e Swap the names or content of files in jboss-portal.sar/conf/identity/identity-config.xml and jboss-
portal.sar/conf/identity/ldap_identity-config.xml

After doing one of the above changes you need to edit configuration file that you choose to use (identity-config.xml
or Idap_identity-config.xml) and configure LDAP connection optionsin section:

<dat asour ce>
<nane>LDAP</ nane>
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<confi g>
<opti on>
<nane>host </ name>
<val ue>j boss. conx/ val ue>
</ opti on>
<opti on>
<name>port </ name>
<val ue>10389</ val ue>
</ opti on>
<opti on>
<nane>adm nDN</ name>
<val ue>cn=Di rect ory Manager </ val ue>
</ option>
<opti on>
<nane>adm nPasswor d</ name>
<val ue>gqpql23qgpg</ val ue>
</ option>
</ confi g>
</ dat asour ce>

Y ou also heed to specify options for your LDAP tree (described in configuration documentation) like those:

<opti on- group>
<gr oup- name>conmmon</ gr oup- nane>
<opti on>
<nane>user Ct xDN</ nane>
<val ue>ou=Peopl e, dc=port al 26, dc=j boss, dc=conx/ val ue>
</ opti on>
<opti on>
<nane>r ol eCt xDN</ nane>
<val ue>ou=Rol es, dc=port al 26, dc=j boss, dc=conx/ val ue>
</ opti on>
</ opti on- gr oup>

Note
Under PORTAL_SOURCES/identity/sr c/r esour ces/example/ you can find a sample Idif that you can use
to populate LDAP server and quickly start playing with it.

19.2. Configuration of LDAP connection

19.2.1. Connection Pooling

Portal uses connection pooling provided by JNDI [1]. It is enabled by default. Y ou can configure connection pool-
ing settings using following options:

<dat asour ce>
<nane>LDAP</ nane>
<confi g>

<l-- com sun.jndi. | dap. connect. pool -->
<opti on>

<nane>pool i ng</ nane>

<val ue>t rue</ val ue>
</ option>
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<l'-- com sun.jndi. | dap. connect. pool . protocol -->
<opti on>

<nane>pool i ngPr ot ocol </ nane>

<val ue>pl ai n ssl </ val ue>
</ opti on>

<I'-- com sun.jndi. | dap. connect. pool . ti neout -->
<opti on>

<nane>pool i ngTi meout </ nane>

<val ue>300000</ val ue>

</ opti on>
<l-- com sun.jndi.| dap. connect. pool . debug -->
<opti on>
<nane>pool i ng</ nane>
<val ue> ... </val ue>
</ option>
<l-- com sun.jndi. | dap. connect. pool.initsize -->
<opti on>
<nane>pool i ngl ni t si ze</ nanme>
<value> ... </val ue>
</ option>
<l-- com sun.jndi.| dap. connect. pool . naxsi ze -->
<opti on>
<name>pool i ngMaxsi ze</ nanme>
<val ue> ... </val ue>
</ option>
<l-- com sun.jndi. | dap. connect. pool . prefsize -->
<opti on>
<nane>pool i ngPr ef si ze</ name>
<val ue> ... </val ue>
</ opti on>
</ confi g>

</ dat asour ce>

Please refer to the INDI Documentation [2] to learn about option values.

19.2.2. SSL

The setup is very similar to the one described in LdapL oginModule wiki page [3]

Y ou need to modify your identity configuration file and add "protocol”

<dat asour ce>
<nane>LDAP</ nanme>
<confi g>
<opti on>
<nane>pr ot ocol </ nanme>
<val ue>ssl </ val ue>
</ option>
</ confi g>
</ dat asour ce>

[2] http://java.sun.com/products/jndi/tutorial/ldap/connect/config.html
[3] http://www.jboss.org/wiki/Wiki.jsp?page=L dapL oginM odule
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Then you need to have LDAP server certificate imported into your keystore. Y ou can use following command:

keytool -inport -file |dapcert.der -keystore |dap.truststore

Now you need to change the settings to use the alternative truststore. That can be done in the properties-service.xml
in deploy directory:

<attribute name="Properties">
javax. net.ssl.trustStore=../sone/ path/to/l dap.truststore
j avax. net. ssl . trust St or ePasswor d=sonepw

</attribute>

19.2.3. ExternalContext

Instead of configuring your own connection you can use JNDI context federation mechanism in JBoss Application
Server. Configuration of ExternalContext is described in JBoss Application Server documentation [4]

When you have External Context configured you can use it in JBoss Portal by providing proper JNDI name in the

configuration:

<dat asour ce>
<nane>LDAP</ nanme>
<confi g>
<opti on>
<name>ext er nal Cont ext Jndi Nanme</ nane>
<val ue>ext ernal /| dap/j boss</ val ue>
</ option>
</ confi g>
</ dat asour ce>

Note
When using "external ContextJndiName" you don't need to specify any other option for this datasource

19.3. LDAP Identity Modules

JBoss Portal comes with base LDAP implementation of al identity modules.

19.3.1. Common settings

For all modules you can set two config options:

* jNDIName - INDI name under which this module will be registered

e connectionJNDIName - JINDI name under which LDAP datasource is registered

Note

[4] http://docs.jboss.com/jbossas/guides/j 2eeguidelr2/en/html_single/#d0e6877

JBoss Release 2.6.3 185


http://docs.jboss.com/jbossas/guides/j2eeguide/r2/en/html_single/#d0e6877

LDAP

Most configuration of LDAP identity modules is done in options section by adding module specific options
in "common" option-group or in other module specific groups.

19.3.2. UserModule

Table 19.1. Comparision of User M odule implementations

Features UserModule
L DAPUser M odulel mpl L DAPExtUser M odulel mpl
User creation X -
User removal X -
User search Flat - one level scope Flexiblefilter - sub tree scope

19.3.2.1. LDAPUserModulelmpl

This is the base implementation of LDAP UserModule. It supports user creation, but will retrieve users and create
them in strictly specified placein LDAP tree.

To enableit in your configuration you should have:

<nmodul e>
<l--type used to correctly map in ldentityContext registry-->
<type>User</type>
<i npl ement at i on>LDAP</i npl enment ati on>
<confi g/ >
</ modul e>

org.jboss.portal.identity.ldap.L DAPUserModulelmpl configuration option-groups options:

e common:

* userCtxDN - DN that will be used as context for user searches
e uidAttributel D - attribute name under which user name is specified. Default valueis "uid"

» passwordAttributel D - attribute name under which user password is specified. Default value is "userPass-
word"

e principalDNPrefix and principal DNSuffix
e searchTimeLimit - The timeout in milliseconds for the user searches. Defaults to 10000 (10 seconds).

e userCreateAttibutes: This option-group defines a set of |dap attributes that will be set on user entry creation.
Option name will be used as attribute name, and option values as attribute values. This enables to fulfill LDAP
schema requirements.
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Example configuration:

<opti on- gr oup>
<gr oup- name>conmon</ gr oup- nanme>
<opti on>
<nane>user Ct xDN</ name>
<val ue>ou=Peopl e, o=port al , dc=ny- donai n, dc=conx/ val ue>
</ opti on>
<opti on>
<nane>ui dAttri but el D</ nane>
<val ue>ui d</ val ue>
</ opti on>
<opti on>
<nane>passwor dAt tri but el D</ nanme>
<val ue>user Passwor d</ val ue>
</ option>
</ opti on- gr oup>
<opt i on- gr oup>
<gr oup- name>user Cr eat eAt t i but es</ gr oup- name>
<opti on>
<name>obj ect d ass</ name>
<I--Thi s objectclasses should work with Red Hat Directory-->
<val ue>t op</ val ue>
<val ue>per son</ val ue>
<val ue>i net Or gPer son</ val ue>
</ option>
<!--Schema requires those to have initial value-->
<opti on>
<nane>cn</ name>
<val ue>none</ val ue>
</ opti on>
<opti on>
<nane>sn</ name>
<val ue>none</ val ue>
</ opti on>
</ opti on- group>

19.3.2.2. LDAPExtUserModulelmpl

Aim of thisimplementation is to give more flexibility for users retrieval. Y ou can specify LDAP filter that will be
used for searches. This module doesn't support user creation and removal

To enableit in your configuration you should have:

<nodul e>
<l--type used to correctly map in ldentityContext registry-->
<type>User </type>
<i npl ement at i on>LDAP</i npl enent at i on>
<cl ass>org. j boss. portal .identity.|dap. LDAPExt User Modul el npl </ cl ass>
<config/ >

</ nodul e

org.jboss.portal .identity.|dap.L DAPExtUserModulel mpl configuration option-groups options:

e common:
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* userCtxDN - DN that will be used as context for user searches. More than one value can be specified.

e userSearchFilter - Idap filter to search users with. {0} will be substitute with user name. Example filter
can look like this: "(uid={0})". This substituion behavior comes from the standard DirCon-
text.search(Name, Sring, Object, SearchControls cons) method

o uidAttributel D - attribute name under which user name is specified. Default valueis "uid"

e searchTimeLimit - The timeout in milliseconds for the user searches. Defaults to 10000 (10 seconds).

19.3.3. RoleModule

Table 19.2. Comparision of RoleM odule implementations

Features RoleModule
L DAPRoleM odulel mpl L DAPExtRoleM odulel mpl
Role creation X -
Role removal X -
Role search Flat - one level scope Flexiblefilter - sub tree scope

19.3.3.1. LDAPRoleModulelmpl

This is the base implementation of LDAP RoleModule. It supports user creation, but will retrieve roles and create
them in strictly specified placein LDAP tree.

To enableit in your configuration you should have:

<modul e>
<I--type used to correctly map in ldentityContext registry-->
<t ype>Rol e</t ype>
<i npl ement at i on>LDAP</i npl ement ati on>
<confi g/ >
</ modul e>

org.jboss.portal.identity.ldap.L DAPRoleModulelmpl configuration option-groups options:
e common:

* roleCtxDN - DN that will be used as context for role searches.
* ridAttributel D - attribute name under which role name is specified. Default valueis"cn".

« roleDisplayNameAttributel D - attribute name under which role display name is specified. Default valueis
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cne.

e searchTimeLimit - The timeout in milliseconds for the roles searches. Defaults to 10000 (10 seconds).

19.3.3.2. LDAPExtRoleModulelmpl

Aim of thisimplementation is to give more flexibility for roless retrieval. Y ou can specify LDAP filter that will be
used for searches. This module doesn't support role creation and removal

This module doesn't support role creation and removal

To enableit in your configuration you should have:

<nmodul e>
<I--type used to correctly map in ldentityContext registry-->
<t ype>Rol e</type>
<i mpl ement ati on>LDAP</i npl ement ati on>
<cl ass>org.j boss. portal .identity.|dap. LDAPEXt Rol eMbdul el npl </ cl ass>
<confi g/ >
</ modul e>

org.jboss.portal.identity.ldap.L DAPExtRoleM odulelmpl configuration option-groups options:

e common:

e roleCtxDN - DN that will be used as context for role searches. More than one value can be specified.

e roleSearchFilter - Idap filter to search roles with. {0} will be substitute with role name. Example filter can
look like this: "(cn={0})". This substituion behavior comes from the standard DirContext.search(Name,
Sring, Object, SearchControls cons) method.

e ridAttributel D - attribute name under which role name is specified. Default valueis"cn".

» roleDisplayNameAttributel D - attribute name under which role display name is specified. Default valueis

cn”.
» searchTimeLimit - The timeout in milliseconds for the roles searches. Defaults to 10000 (10 seconds).

» searchScope - Sets the search scope to one of the strings. The default is SUBTREE _SCOPE.

e OBJECT_SCOPE - only search the named roles context.
* ONELEVEL_SCOPE - search directly under the named roles context.

« SUBTREE_SCOPE - If the roles context is not a DirContext, search only the object. If the roles con-
text is a DirContext, search the subtree rooted at the named object, including the named object itself.

Note
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In UserModul e there are two methods that handle offset/limit (pagination) behavior.

/** Get a range of users.*/
Set findUsers(int offset, int limt) throws IdentityException, |lIlegal Argunent Excepti on;

/** Get a range of users.*/
Set findUsersFilteredByUserName(String filter, int offset, int limt)
throws IdentityException, |llegal Argunent Excepti on;

Pagination support is not widely implemented in LDAP servers. Because UserModule implementations
rely on INDI and are targetted to be LDAP server agnostic those methods aren't very effecient. Aslong as
you don't rely on portal user management and use dedicated tools for user provisioning it shouldn't bother
you. Otherwise you should consider extending the implementation and providing solution dedicated to
your LDAP server.

19.3.4. MembershipModule

Table 19.3. Comparision of Member shipM odule implementations

Features Member shipModule
L DAPStaticGroupMembership-  LDAPStaticRoleM ember ship-
M odulel mpl Modulel mpl

Role assignment stored in LDAP X -
role entry

Role assignment stored in LDAP - X
user entry

User/Role relationship creation X X

19.3.4.1. LDAPStaticGroupMembershipModulelmpl
This module support tree shape where role entries keep information about users that are their members.

To enableit in your configuration you should have:

<nmodul e>
<I--type used to correctly map in ldentityContext registry-->
<t ype>Menber shi p</type>
<i npl ement ati on>LDAP</i npl ement ati on>
<confi g/ >
</ modul e>

org.jboss.portal.identity.ldap.L DA PStati cGroupM embershipM odulelmpl configuration option-groups options:
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e common:

« membershipAttributelD - LDAP attribute that defines member users ids. This will be used to retrieved
users from role entry.

* membershipAttributel sDN - defines if values of attribute defined in membershipAttributelD are fully
qualified LDAP DNs.

19.3.4.2. LDAPStaticRoleMembershipModulelmpl
This module support tree shape where user entries keep information about roles that they belong to.

To enableit in your configuration you should have:

<modul e>
<I--type used to correctly map in ldentityContext registry-->
<t ype>Menber shi p</type>
<i npl ement at i on>LDAP</i npl ement ati on>
<cl ass>org. j boss. portal .identity.|dap. LDAPSt ati cRol eMenber shi pMbdul el npl </ cl ass>
<confi g/ >
</ modul e>

org.jboss.portal.identity.ldap.L DA PStati cRoleM embershipM odul el mpl configuration option-groups options:

e common:

* membershipAttributel D - LDAP attribute that defines role ids that user belongs to. This will be used to
retrieved roles from user entry.

* membershipAttributel SDN - defines if values of attribute defined in membershipAttributelD are fully
qualified LDAP DNs.

19.3.5. UserProfileModule

19.3.5.1. LDAPUserProfileModulelmpl
Thisis standard implementation that enables to retrieve user properties from atributesin LDAP entries.

To enableit in your configuration you should have:

<nmodul e>
<type>User Profil e</type>
<i npl ement at i on>DELEGATI NG</ i npl enent ati on>
<confi g>
<opti on>
<nane>| dapMbdul eJNDI Nane</ name>
<val ue>j ava: / port al / LDAPUser Pr of i | eModul e</ val ue>
</ opti on>
</ confi g>
</ modul e>
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<modul e>
<t ype>DBDel egat eUser Profi | e</type>
<i npl ement at i on>DB</i npl enent ati on>
<confi g>
<opti on>
<nane>r andonfynchr oni zePasswor d</ name>
<val ue>t rue</val ue>
</ opti on>
</ confi g>
</ modul e>
<nmodul e>
<t ype>LDAPDel egat eUser Profi |l e</type>
<i npl ement at i on>LDAP</i npl enment ati on>
<confi g/ >
</ modul e>

Note
Using such configuration you will have LDAP MembershipModule along with DB MembershipModule
and Delegating MembershipModule. Please read | dentity chapter to see why thisisimportant.

org.jboss.portal.identity.ldap.L DAPUserModulelmpl configuration option-groups options:
e common:

« profileConfigFile - file with user profile configuration. If this option is not set, and we use delegating User-
ProfileModule, profile configuration will be obtained from it.

19.4. LDAP server tree shapes

JBoss Portal supports full user/role management for ssimple LDAP tree shapes. Some more flexible trees can be
supported by LdapExtUserModulelmpl and LdapExtRoleModulelmpl - but without user/role creation and removal
capabilities. However if you have complex LDAP tree you should consider using SynchronizingLoginModule de-
scribed in Authentication chapter along with dedicated tools for user provisioning provided with LDAP server.

In following subsections we will describe two base LDAP tree shapes along with example LDIFs and portal iden-
tity modules configurations. Those two examples differ only by using different MembershipModule implementa-
tions and describe only tree shapes with supported user/role creation and removal capabilities.

19.4.1. Keeping users membership in role entries

In this example, information about users/roles assignment is stored in roles entries using LDAP "member". Of
course any other attribute that comes with schema can be used for this.

Example tree shape in LDAP browser

JBoss Release 2.6.3 192



LDAP

LDAP BrowseriEditor v2.8.1 - [Idap://localhost:10389/]
File Edit View LDIF Help

Bleee nulsl s v allsal

[ Root DSE 1 Attribute | Value
o ] dc=example,dc=com P ”_13” t_at:niil@email.cum
_ Hui joduke
# E |userPassword  BINARY (46b)

= HobjectClass top
[ uid=jdukel “lobjectClass person
D uid =jduke? “|objectClass inetQrgFersaon
D uid=jduke3 “|objectClass organizationalFerson
L ilsn Dule
[ uid=jduke4 “len Java Duke
9 [J ou=Foles i
|j| cn=Echo
D ch=Echol
B cn=TheDukea
o= ] o=example2

Feady

LDAP Browser\Editor v2.8.1 - [Idap://localhost:10389/]

File Edit View LDIF Help
ERIIE RS e

7 Root DSE 4| Attribute | Value
% [ dc=example,dc=com * description the JBossAdmin group
slobjectClass top
= uu=F.'eu|::.|Ie §§ objectClass  groupOfilames
D Licl=jdulee §§ n Echo

[ uid=jdukel member uid=jdukel, ou=Feople, dc=example, dc=com
B uid=jdulez §§ member vid=jdulke3, ou=People, dc=example, dc=com
D Uic= jduke3 mermber Lvid=jdulked, ou=People, di=example, dc=com

[ uicl=jduke4
9 [ ou=FRoles

[ en=Echo]

D cn=Echol
|j| cn=Theluke
o[ o=exampleZ

Feady

19.4.1.1. Example LDIF

dn: dc=exanpl e, dc=com
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obj ectcl ass: top

obj ectcl ass: dcObj ect

obj ectcl ass: organization
dc: exanpl e

o: exanple

dn: ou=Peopl e, dc=exanpl e, dc=com
obj ectcl ass: top

obj ectcl ass: organi zati onal Unit
ou: People

dn: ui d=user, ou=Peopl e, dc=exanpl e, dc=com
obj ectclass: top

obj ectcl ass: i net OrgPerson

obj ectcl ass: person

ui d: user

cn: JBoss Portal user
sn. user

user Password: user
mail: email @nail.com

dn: ui d=admi n, ou=Peopl e, dc=exanpl e, dc=com
obj ectcl ass: top

obj ectcl ass: inetO gPerson

obj ectcl ass: person

uid: admin

cn: JBoss Portal admin

sn: admn
user Password: adm n
mail: emai |l @nai |l . com

dn: ou=Rol es, dc=exanpl e, dc=com
obj ectclass: top

obj ectcl ass: organi zati onal Unit
ou: Roles

dn: cn=User, ou=Rol es, dc=exanpl e, dc=com

obj ectCl ass: top

obj ect O ass: groupOf Nanes

cn: User

description: the JBoss Portal user group
menber : ui d=user, ou=Peopl e, dc=exanpl e, dc=com

dn: cn=Adni n, ou=Rol es, dc=exanpl e, dc=com

obj ectC ass: top

obj ect O ass: groupCf Nanes

cn: Echo

description: the JBoss Portal adm n group
nmenber: ui d=adm n, ou=Peopl e, dc=exanpl e, dc=com

19.4.1.2. Example identity configuration

<nodul es>

<modul e>
<I--type used to correctly map in ldentityContext registry-->
<type>User </type>
<i npl ement at i on>LDAP</i npl ement ati on>
<confi g/ >

</ modul e>

<modul e>
<t ype>Rol e</type>
<i npl ement at i on>LDAP</i npl enment ati on>
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<confi g/ >
</ modul e>
<modul e>
<t ype>Menber shi p</t ype>
<i mpl ement ati on>LDAP</i npl ement ati on>
<confi g/ >
</ modul e>
<nmodul e>
<type>User Profil e</type>
<i npl ement at i on>DELEGATI NG</ i npl enent ati on>
<confi g>
<opti on>
<nane>| dapModul eJNDI Nane</ nanme>
<val ue>j ava: / portal / LDAPUser Pr of i | eModul e</ val ue>
</ option>
</ confi g>
</ modul e>
<nmodul e>
<t ype>DBDel egat eUser Profil e</type>
<i npl ement at i on>DB</ i npl enent ati on>
<confi g>
<opti on>
<nane>r andonBynchr oni zePasswor d</ nanme>
<val ue>t rue</ val ue>
</ option>
</ confi g>
</ modul e>
<modul e>
<t ype>LDAPDel egat eUser Profi |l e</type>
<i mpl ement ati on>LDAP</i npl ement ati on>
<config/ >
</ modul e>
</ nodul es>

<opti ons>
<opti on- group>
<gr oup- nane>conmon</ gr oup- nane>
<opti on>
<name>user Ct xDN</ nane>
<val ue>ou=Peopl e, dc=exanpl e, dc=conx/ val ue>
</ opti on>
<opti on>
<nane>r ol eCt xDN</ name>
<val ue>ou=Rol es, dc=exanpl e, dc=conx/ val ue>
</ opti on>
</ opti on- gr oup>
<opti on- gr oup>
<gr oup- nane>user Cr eat eAt ti but es</ gr oup- nanme>
<opti on>
<nane>obj ect d ass</ nanme>
<I--This objectclasses should work with Red Hat Directory-->
<val ue>t op</ val ue>
<val ue>per son</ val ue>
<val ue>i net Or gPer son</ val ue>
</ opti on>
<l--Schema requires those to have initial value-->
<opti on>
<nane>cn</ name>
<val ue>none</ val ue>
</ option>
<opti on>
<nane>sn</ name>
<val ue>none</ val ue>
</ opti on>
</ opti on-group>
<opti on- gr oup>
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<gr oup- name>r ol eCr eat eAt ti but es</ gr oup- name>

<I--Schema requires those to have initial
<opti on>

<nane>cn</ name>

<val ue>none</ val ue>
</ option>

val ue-->

<I--Some directory servers require this attribute to be valid DN->

<I--For safety reasons point to the adm n user

<opti on>
<nane>nenber </ nane>

here-->

<val ue>ui d=admni n, ou=Peopl e, dc=exanpl e, dc=conx/ val ue>

</ opti on>
</ opti on-group>
</ options>

19.4.2. Keeping users membership in user entries

In this example, information about users/roles assignment is stored in user entries using LDAP "member Of". Of
course any other attribute that comes with schema can be used for this.

Example tree shape in LDAP browser
L]

File Edit Yiew LDIF Help

BRnnnanEELnan

LDAP Browser\Editor v2.8.1 - [Idap://localhost:L0389/]

YValue

amail@email. com

jodulee2

BIMNARY (4650

top

[person

inetlser

inetOrgPerson

organizationalPerson
cn=Echo,ou=FRoles,o=axampled,dc=example, dc=com
cn=Echol,ou=Roles, o=example,dc=example, dc=com
cn=TheDuke,ou=Roles,o=example?, dc=example,dc=com
Dulez

Java Dulke2

7 Root DSE : Agtribute
¢ [ dc=example,dc=com : m;”
ui
o= ou=Feople :
L g R Ip ‘|userPassword
ou=kales “lobjectClass
¢ [J o=example2 “|objeciCiass
7 CJou=Feople ‘|objectClass
[ uid=jduke “lobjectClass
[ uid=jdukel ohjectClass
— ‘|memberof
O “fd'J_dUKez “|memberof
[ uid=jduke3 “Imemberof
[ uid=jduke4 “fsn
9 [CJ ou=Rales Aen
[} cn=Echo '
[ cn=Echol
[y cn=TheDuke :
[ cn=EmptyRole
|

i [ [»

Ready
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LDAFP Browser\Editor v2.8.1 - [Idap://flocalhost:L0389/]

File Edit View LDIF Help

ENREICNS AP EIEIEY
3 Root DSE Atribute | Value |
¢ 3 dc=example,dc=com SEEEE;; EEEJﬂﬂssﬁﬂmin group
> ou=Feople ohjectClass  organizationalRole
e [ ou=Roles ilen Echo
o [[Jo=example2 :
% [J ou=Feople
[ uid=jduke
[ uid=jdukel
[ uid=jduke2
[ uid=jduke3
[y uid=jduke4
- [J ou=Foles

[ kn=Echa

D cn=Echol
D cn=TheDuke
D cn=EmptyFole

e

Ready

19.4.2.1. Example LDIF

dn: dc=exanpl e, dc=com

obj ectcl ass: top

obj ectcl ass: dcQbj ect

obj ectcl ass: organi zati on
dc: exanpl e

o: exanple

dn: o=exanpl €2, dc=exanpl e, dc=com
obj ectclass: top

obj ectcl ass: organi zation

0: exanpl e2

dn: ou=Peopl e, o=exanpl e2, dc=exanpl e, dc=com
obj ectclass: top

obj ectcl ass: organi zati onal Unit

ou: People

dn: ui d=adm n, ou=Peopl e, o=exanpl e2, dc=exanpl e, dc=com
obj ectcl ass: top

obj ectcl ass: inet OrgPerson

obj ectcl ass: i net User

ui d: admin

cn: JBoss Portal admin

sn: admn
user Password: adm n
mail: email @nmail.com

menber O :  cn=Admi n, ou=Rol es, o=exanpl e2, dc=exanpl e, dc=com

dn: ui d=user, ou=Peopl e, o=exanpl e2, dc=exanpl e, dc=com
obj ectcl ass: top

obj ectcl ass: i net OrgPerson

obj ectcl ass: i net User
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ui d: user

cn: JBoss Portal user
sn: user

user Password: user

mail: emai |l @nai |l . com
menber O : cn=User, ou=Rol es, o=exanpl e2, dc=exanpl e, dc=com

dn: ou=Rol es, o=exanpl e2, dc=exanpl e, dc=com

obj ectcl ass: top

obj ectcl ass: organi zati onal Uni t

ou: Roles

dn: cn=User, ou=Rol es, o=exanpl e2, dc=exanpl e, dc=com

obj ectCl ass: top

obj ect O ass: organi zati onal Rol e

cn: User

description: the JBoss Porta

dn: cn=Adni n, ou=Rol es, o=exanpl €2, dc=exanpl e, dc=com

obj ectCl ass: top

user

obj ect O ass: organi zati onal Rol e

cn: Echo

description: the JBoss Porta

group

admi n group

19.4.2.2. Example identity configuration

<nodul es>
<nodul e>

<l--type used to correctly map in |dentityContext
<type>User </t ype>
<i npl ement at i on>LDAP</i npl enment ati on>

<config/>
</ modul e>
<nodul e>

<t ype>Rol e</type>
<i npl ement ati on>LDAP</i npl ement ati on>

<config/ >
</ nodul e>
<nodul e>

<t ype>Menber shi p</type>
<i npl ement at i on>LDAP</i npl enent at i on>
<cl ass>org. jboss. portal .identity.|dap. LDAPSt ati cRol eMenber shi pMbdul el npl </ cl ass>

<config/ >
</ nodul e>
<nodul e>

<type>User Profil e</type>

<i npl ement at i on>DELEGATI NG</ i npl enent ati on>

<confi g>
<opti on>

<nane>| dapMbdul eJNDI Nane</ name>

registry-->

<val ue>j ava:/ portal / LDAPUser Pr of i | eModul e</ val ue>

</ option>
</ confi g>
</ nmodul e>
<nodul e>

<t ype>DBDel egat eUser Profi |l e</type>

<i npl ement at i on>DB</i npl enent ati on>

<config>
<opti on>

<nane>r andonBynchr oni zePasswor d</ nanme>

<val ue>t rue</val ue>

</ option>
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</ confi g>

</ modul e>

<modul e>
<t ype>LDAPDel egat eUser Profi |l e</type>
<i mpl ement ati on>LDAP</i npl ement ati on>
<confi g/ >

</ modul e>

</ nodul es>

<opti ons>
<opt i on- gr oup>
<gr oup- nane>conmon</ gr oup- nane>
<opti on>
<nane>user Ct xDN</ name>
<val ue>ou=Peopl e, dc=exanpl e, dc=conx/ val ue>
</ opti on>
<opti on>
<nane>r ol eCt xDN</ name>
<val ue>ou=Rol es, dc=exanpl e, dc=conx/ val ue>
</ opti on>
<opti on>
<nanme>nenber shi pAttri but el D</ name>
<val ue>nmenber O </ val ue>
</ option>
</ opti on-group>
<opti on- group>
<gr oup- nane>user Cr eat eAt ti but es</ gr oup- nanme>
<opti on>
<nane>obj ect d ass</ nanme>
<I'--Thi s objectcl asses should work with Red Hat Directory-->
<val ue>t op</ val ue>
<val ue>per son</ val ue>
<val ue>i net Or gPer son</ val ue>
</ opti on>
<l--Schema requires those to have initial value-->
<opti on>
<nane>cn</ name>
<val ue>none</ val ue>
</ opti on>
<opti on>
<nane>sn</ name>
<val ue>none</ val ue>
</ opti on>
</ opti on- group>
<opt i on- gr oup>
<gr oup- nane>r ol eCr eat eAt ti but es</ gr oup- name>
<l--Schema requires those to have initial value-->
<opti on>
<nane>cn</ name>
<val ue>none</ val ue>
</ opti on>
<I--Some directory servers require this attribute to be valid DN->
<!--For safety reasons point to the adm n user here-->
<opti on>
<nane>nenber </ name>
<val ue>ui d=admi n, ou=Peopl e, dc=exanpl e, dc=conx/ val ue>
</ opti on>
</ opti on-group>
</ opti ons>

19.5. Synchronizing LDAP configuration
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Like it was described in previous section, you can meet some limitations in identity modules support for more com-
plex LDAP tree shapes. To workaround this you can use identity synchronization on JAAS level. JBoss Portal
comes with SynchronizingLoginModule that can be easily configured with other authentication solutions that sup-
port JAAS framework. Here we want to provide a simple example on how it can be integrated with LdapExtLogin-
Module [5] from JBossSX framework.

First of all portal identity modules should be configured to work with portal database - default configuration. This
is important as we will leverage them, and we want to synchronize users identity into default portal storage mech-
anism. So letslook at simple configuration that should take place in jboss-portal .sar/conf/login-config.xml

<pol i cy>
<I-- For the JCR CM5 -->
<appl i cati on-policy name="cns">
<aut henti cati on>
<l ogi n- rodul e code="org. apache. jackrabbit.core.security. Si npl eLogi nMobdul e"
flag="required"/>
</ aut henti cati on>
</ application-policy>

<appl i cation-policy name="portal ">
<aut henti cati on>

<l ogi n- nrodul e code="org.jboss. security. auth. spi.LdapExtLogi nModul e" flag="required">
<nmodul e- opti on nane="j ava. nam ng.factory.initial">com sun.jndi.l|dap.LdapCtxFactory
</ nodul e- opti on>
<nmodul e- opti on name="j ava. nam ng. provi der. url ">l dap: // exanpl e. com 10389/
</ modul e- opt i on>
<nmodul e- opti on nane="j ava. nam ng. security. aut henti cati on">si npl e</ nodul e- opti on>
<nmodul e- opti on nane="bi ndDN'>cn=Di r ect ory Manager </ modul e- opti on>
<nmodul e- opti on name="bi ndCredenti al ">| ol o</ nodul e- opti on>
<nodul e- opti on name="baseCt xDN'>ou=Peopl e, dc=exanpl e, dc=conx/ nodul e- opt i on>
<nmodul e- opti on nane="baseFi | ter">(ui d={0}) </ nodul e- opti on>
<nodul e- opti on name="r ol esCt xDN'>ou=Rol es, dc=exanpl e, dc=conx/ nodul e- opti on>
<nmpdul e- opti on name="rol eFi |l ter">(menber={1}) </ nodul e- opti on>
<nmodul e- opti on nane="rol eAttri butel D'>cn</ nodul e- opti on>
<nmodul e- opti on nane="r ol eRecur si on">- 1</ nodul e- opti on>
<nmodul e- opti on nane="sear chTi neLi m t " >10000</ nodul e- opti on>
<nmodul e- opti on nane="sear chScope" >SUBTREE_SCOPE</ nodul e- opti on>
<nodul e- opti on name="al | owEnpt yPasswor ds" >f al se</ nodul e- opti on>

</ I ogi n- nodul e>

<l ogi n- modul e code="org.jboss.portal.identity.auth.Synchronizi ngLogi nModul e"
fl ag="optional ">
<nmodul e- opti on nane="synchroni zel dentity">true</nodul e-opti on>
<nodul e- opti on name="synchroni zeRol es" >t r ue</ nodul e- opti on>
<nodul e- opti on nanme="addi ti onal Rol e">Aut hent i cat ed</ nodul e- opti on>
<nmodul e- opti on nane="def aul t Assi gnedRol e" >User </ nodul e- opti on>
<nodul e- opti on nanme="user Modul eJNDI Nane" >j ava: / port al / User Modul e</ nodul e- opti on>
<nmodul e- opti on name="r ol eModul eJNDI Nanme" >j ava: / port al / Rol eMbdul e</ nodul e- opti on>
<nodul e- opti on nanme="nmenber shi pModul eJNDI Nane" >j ava: / port al / Menber shi pModul e
</ modul e- opti on>
<nodul e- opti on nanme="user Profil eModul eJNDI Nane" >j ava: / portal / User Profi | eMbdul e
</ modul e- opti on>
</ I ogi n- nodul e>

</ aut henti cati on>

</ application-policy>
</ pol i cy>

Few things are important in this configuration:
[5] http://wiki.jboss.org/wiki/Wiki.jsp?page= LdapExtLoginModule
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e LdapExtLoginModule has flag="required" set which means that if this single LoginModule return fail from au-
thentication regquest whole process will fail. SynchronizingLoginModule has flag="optional". Such combination
is critical as SynchronizingLoginModule always authenticates user sucessfully no matter what credentials were

provided. Y ou always must have at |east one LoginModule that you will rely on.

e SynchronizingLoginModule is always the last one in whole authentication chain. This is because in commit
phase it will take users Subject and its Principals (roles) assigned by previous LoginModules and try to syn-

chronize them. Roles assigned to authenticated user by LoginModules after it won't be handled.

19.6. Supported LDAP servers

LDAP servers support depends on few conditions. In most cases they differ in schema support - various object-
Class objects are not present by default in server schema. Sometimes it can be workarounded by manually extend-

ing schema.

Servers can be

e Supported

e Not Supported

* Experimental - implementation can work with such server but it's not well tested so shouldn't be considered for

production.

Table 19.4. Support of identity modules with different LDAP servers

LDAP UserModule RoleModule Member shipM odule UserPro-
Server fileModule
LD- LDAPEx- LDAPRo- LDAPEx- LDAPStat- LDAP- LD-
APUser- tUserMod- leModulel tRoleModu icGroup-  StaticRole- APUser-
Modulelm- ulelmpl mpl lel mpl Member- Member- | Pro-
pl shipMod- shipMod- fileModule
ulel mpl ulel mpl Impl
Red Hat Supported | Supported  Supported | Supported = Supported  Supported = Supported
Directory
Server
OpenDS Supported | Supported  Supported | Supported = Supported  Not Sup- | Supported
ported
OpenLDAP  Supported  Supported = Supported  Supported  Supported  Not Sup- | Supported
ported
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Single Sign ON
Boleslaw Dawidowicz <bol esl aw dot dawi dowi cz at redhat dot con»

Sohil Shah <sshah@ edhat . con»

This chapter describes how to setup SSO in JBoss Portal

20.1. Overview of SSO in portal

Portal as an integration and aggregation platform provides some form of SSO by itself. When you log into the
portal you gain access to many systems through portlets using a single identity. Still in many cases you need to in-
tegrate the portal infrastructure with other SSO enabled systems. There are many different Identity Management
solutions on the market. In most cases each SSO framework provides its own way to plug into Java EE application.
For custom configurations you need to have a good understanding of JBoss Portal Identity management and au-
thentication mechanisms.

20.2. Using Tomcat Valve

JBoss Application Server embeds Apache Tomcat as the default servlet container. Tomcat provides a builtin SSO
support using avalve. The Single Sign On Valve caches credentials on the server side, and then invisibly authentic-
ate users when they reach different web applications. Credentials are stored in a host-wide session which means
that SSO will be effective throughout the session.

20.2.1. Enabling Tomcat SSO Valve

To enable SSO valve in Tomcat you should uncomment the following line

<Val ve cl assNanme=' or g. apache. cat al i na. aut henti cat or. Si ngl eSi gnOn’ / >

in the $JBOSS_HOVE/ ser ver/ def aul t/ depl oy/ j boss-web. depl oyer/server.xnl file. More information can be
found here[1].

20.2.2. Example of usage

Lets look a little bit closer and configure SSO between portal and other web application. As an example we'll use
jmx-console web-app that comes with every JBoss Application Server installation. Y ou can find more information
on how to secure jmx-console in JBoss AS wiki [2].

[1] http://www.jboss.org/wiki/Wiki.jsp?page=SingleSignOn
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1. Takeacleaninstall of JBoss Application Server

2. Edit $IBOSS HOME/server/default/depl oy/jmx-consol e.war/WEB-INF/web.xml file and make sure it contains
following content:

<security-constraint>
<web-resource-col | ecti on>
<web- r esour ce- nane>Ht m Adapt or </ web- r esour ce- nane>
<descri pti on>An exanpl e security config that only allows users with the
role JBossAdnmin to access the HTM. JMX consol e web application
</ descri pti on>
<url-pattern>/*</url-pattern>
<ht t p- met hod>GET</ ht t p- net hod>
<ht t p- met hod>POST</ ht t p- met hod>
</ web-resource-col | ecti on>
<aut h- constrai nt >
<r ol e- name>Adni n</r ol e- nane>
</ aut h- constrai nt >
</ security-constraint>

<security-constraint>
<web-resour ce-col | ecti on>
<web- r esour ce- nane>Publ i c</ web- r esour ce- nane>
<url-pattern>/public/*</url-pattern>
<ht t p- met hod>GET</ ht t p- net hod>
<ht t p- met hod>POST</ ht t p- met hod>
</ web-resource-col | ecti on>
</ security-constraint>

<l ogi n- confi g>

<aut h- met hod>BASI C</ aut h- net hod>

<r eal m name>j nx- consol e</r eal m nane>
</l ogi n- confi g>
<security-rol e>

<r ol e- nane>Adni n</ r ol e- nane>
</security-rol e>

Thiswill secure jmx-console web application using BASIC browser authentication and restrict access for users
with Admin role only.

3. Edit $IBOSS HOME/server/default/conf/props/jmx-console-roles.properties file and make it contain:

adm n=JBossAdmi n, H t pl nvoker, Adm n

This fileis a simple identity store for this web application authentication. It will make user admin belongs to
Admin role.

4. Deploy JBoss Portal
5. Run JBoss Application Server

6. Now you can check that when you go to

[2] http://wiki.jboss.org/wiki/Wiki.jsp?page=SecureTheJmxConsole
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* http://localhost: 8080/portal

 http://localhost: 8080/jmx-console
you need to authenticate separately into each of those web applications.

7. Shutdown Application Server
8.  Uncomment the following line

<Val ve cl assNanme=' or g. apache. cat al i na. aut henti cat or. Si ngl eSi gnOn’ / >

in the $JBOSS_HOVE/ server/ def aul t / depl oy/ j boss-web. depl oyer/server. xm file. More information can
be found here [3].

Run JBoss Application Server.

Now if you log into portal as user admin with password admin, you won't be asked for credentials when accessing
jmx-console. This should work in both directions.

Note

Please note that in this example jmx-console uses BAS C authentication method. This means that user cre-
dentials are cached on the client side by browser and passed on each request. Once authenticated to clear
authentication cache you may need to restart browser.

20.3. CAS - Central Authentication Service

This Single Sign On plugin enables seamless integration between JBoss Portal and the CAS Single Sign On Frame-
work. Details about CAS can be found here [4]

20.3.1. Integration steps

Note

The steps below assume that CA'S server and JBoss Portal will be deployed on the same JBoss Application
Server instance. CAS will be configured to leverage identity services exposed by JBoss Portal to perform
authentication. Procedure may be slightly different for other deployment scenarios. Both JBoss Portal and
CAS will need to be configured to authenticate against same database or LDAP server. Please see CAS
documentation to learn how to setup it up against proper identity store.

Note

Configuration below assumes that JBoss Application Server is HTTPS enabled and operates on standard
ports: 80 (for HTTP) and 443 (for HTTPS).

1. Install CASserver (v 3.0.7). This should be as simple as deploying single cas.war file.

2. Copy portal-identity-lib.jar and portal-identity-sso-lib.jar files from
$IBOSS HOME/server/default/depl oy/jboss-portal .sar/lib to

[3] http://www.jboss.org/wiki/Wiki.jsp?page=SingleSignOn
[4] http://www.ja-sig.org/products/cas/
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$IBOSS HOME/server/default/depl oy/cas.war/WEB-INF/lib.

3. Edit $IBOSS HOME/server/default/deploy/jboss-portal .sar/portal -server .war/WEB-INF/context.xml file and
enable proper tomcat valve by uncommenting following lines:

<Val ve cl assNanme="org.jboss.portal.identity.sso.cas. CASAut henti cati onVal ve"
casLogi n="https://| ocal host/cas/| ogi n"
casVal i date="https://| ocal host/cas/servi ceVal i dat e"
casSer ver Nane="1 ocal host"
aut hType="FORM'
/>

Update valve options as follow:

» caslLogin: URL of your CAS Authentication Server
» casValidate: URL of your CAS Authentication Server validation service

» casServerName: the hostname:port combination of your CAS Authentication Server

Note
CAS client requires to use SSL connection. To learn how to setup JBoss Application Server to use HTTPS
see here

4. Copy casclient.jar into $JBOSS HOME/server/default/depl oy/jboss-portal.sar/lib. Y ou can download thisfile
from CAS homepage or from JBoss repository under http://repository.jboss.com/cas/3.0.7/lib/

Note

The CAS engine does not accept self-signed SSL certificates. This requirement is fine for production use
where a production level SSL certificate is available. However, for testing purposes, this can get alittle an-
noying. Hence, if you are having this issue, you can use casclient-lenient.jar instead.

5. Edit $IBOSS HOME/server/default/depl oy/jboss-portal .sar/META-INF/jboss-service.xml file and uncomment
following lines:

<mbean
code="org.jboss.portal .identity.sso.cas. CASAut henti cati onService"
nanme="portal : servi ce=Mbdul e, t ype=CASAut hent i cati onServi ce"
xmbean- dd=""
xnbean- code="org. j boss. portal . jens. as. syst em JBossSer vi ceMbdel MBean" >
<xmbean/ >
<depends>portal : servi ce=Mbdul e, t ype=Il denti t ySer vi ceControl | er </ depends>
<attribute name="Havi ngRol e"></attri bute>

</ mbean>

This will expose specia service in JBoss Portal that can be leveraged by CAS AuthenticationHandler if the
server is deployed on the same application server instance. This AuthenticationHandler will be enabled in next
2 steps.
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6. Edit $IBOSS HOME/server/default/depl oy/cas.war/WEB-INF/deployer ConfigContext.xml and add following
line in the authenticationHandl er s section:

<bean cl ass="org.j boss. portal.identity.sso.cas. CASAut henti cati onHandl er" />

This can replace default SmpleTestUsernamePasswor dAuthenticationHandler so whole part of this config file
can look asfollows:

<property nanme="aut henti cati onHandl ers">
<list>
<! --
| This is the authentication handler that authenticates services by neans of callback via SSL,
| a server side SSL certificate.
+-->
<bean

cl ass="org.jasi g.cas. aut henti cati on. handl er. support. Htt pBasedSer vi ceCr edent i al sAut henti cati onHandl e

<property
nane="httpCient"
ref="httpdient" />

</ bean>

<l--
| This is the authentication handl er declaration that every CAS deployer will need to change before
| into production. The default SinpleTestUsernanePasswor dAut henti cati onHandl er aut henti cates User ne
| where the usernane equals the password. You will need to replace this with an Authenticati onHand

| local authentication strategy. You might acconplish this by coding a new such handl er and decl ari
| edu. someschool .its.cas. MySpeci al Handl er here, or you m ght use one of the handlers provided in the

+-->
<bean cl ass="org.jboss.portal.identity.sso.cas. CASAut henti cati onHandl er" />
</list>
</ property>

To test the integration:

e Gotoyour portal. Typically, http://localhost:8080/portal
e Click onthe"Login" link on the main portal page

e This should bring up the CAS Authentication Server's login screen instead of the default JBoss Portal login
screen

* Input your portal username and password. For built-in portal login try user:user or admin:admin

» If loginissuccessful, you should be redirected back to the portal with the appropriate user logged in

20.4. JOSSO - Java Open Single SignOn

JBoss Portal enables seamless integration with JOSSO server. More details on JOSSO can be found here [5]

[5] http://www.josso.org/
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Note

The steps below assume that JOSS server and JBoss Portal will be deployed on the same JBoss Application
Server instance. JOSSO will be configured to leverage identity services exposed by JBoss Portal to per-
form authentication. Procedure may be dlightly different for other deployment scenarios. Both JBoss Portal
and JOSSO will need to be configured to authenticate against same database or LDAP server. Please see
JOSSO documentation to learn how to setup it up against proper identity store.

Note

Configuration below assumes that JOSSO is already installed and deployed in the JBoss Application Serv-
er. This involves adding proper jar files into the classpath and altering several configuration files (adding
tomcat valves, security realm and specific JOSSO configuration files). For JBoss setup please refer to
JOSSO documentation [6]

20.4.1. Integration steps

1. Copy portal-identity-lib.jar and portal-identity-sso-lib.jar files from
$IBOSS HOME/server/default/depl oy/jboss-portal .sar/lib to
$IBOSS HOME/ser ver/default/depl oy/josso.ear/josso.war/WEB-INF/lib.

2. Edit $JBOSS HOME/server/default/depl oy/jboss-portal .sar/portal-server .war/WEB-INF/context.xml file and
enable proper tomcat valve by uncommenting following lines:

<Val ve cl assNane="org.jboss.portal.identity.sso.josso.J0SSO.ogout Val ve"/ >

3. Edit $IBOSS HOME/server/default/config/josso-agent-config.xml and mapping for portal web application:

<part ner - apps>

<partner - app>
<cont ext >/ port al </ cont ext >
</ part ner - app>

</ part ner - apps>

Complete config file can look as follows:

<?xm version="1.0" encodi ng="1S0O 8859-1" ?>
<agent >
<cl ass>or g. j 0sso. j b4. agent . JBossCat al i naSSOAgent </ cl ass>

[6] http://www.josso.org/jboss4-howto.html
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<gat ewayLogi nUr| >htt p: / /| ocal host : 8080/ j osso/ si gnon/ | ogi n. do</ gat ewayLogi nUr | >
<gat ewayLogout Ur|l >htt p: / /| ocal host : 8080/ j osso/ si gnon/ | ogout . do</ gat ewayLogout Ur | >
<servi ce-| ocat or >
<cl ass>or g. j 0sso. gat eway. \\ebser vi ceGat ewaySer vi ceLocat or </ cl ass>
<endpoi nt >l ocal host : 8080</ endpoi nt >
</ servi ce-| ocat or >
<part ner - apps>
<partner-app>
<cont ext >/ part ner app</ cont ext >
</ part ner - app>
<part ner - app>
<cont ext >/ port al </ cont ext >
</ part ner - app>
</ partner-apps>

</ agent >
4. Edit $IBOSS HOME/ser ver/default/deploy/jboss-portal .sar/portal -server .war/login.jsp and
$IBOSS HOME/server/default/depl oy/jboss-portal .sar/portal -server.war/erros,jsp and uncomment following
line:

<%
response. sendRedi r ect (request . get Cont ext Path() + "/josso_login/");
%

(make sure to remove java style comment '/* */' - not the xml one).

5. Edit $IBOSS HOME/server/default/depl oy/jboss-portal.sar/META-INF/jboss-service.xml file and uncomment
following lines:

<mbean
code="org.jboss.portal.identity.sso.josso.JOSSO dentityServicel nmpl"
nanme="portal : servi ce=Mbdul e, t ype=JOSSO dent i tyServi ce"
xnbean- dd=""
xmbean- code="or g. j boss. portal .j ems. as. syst em JBossSer vi ceModel MBean" >
<xmbean/ >
<depends>portal : servi ce=Mbdul e, t ype=Il denti t ySer vi ceControl | er </ depends>
</ mbean>

This will expose a specia service in JBoss Portal that can be leveraged by JOSSO Credential and Identity
Storesif the server is deployed on the same application server instance.

6. Edit $IBOSS HOME/server/default/deploy/josso.ear/josso.war/WEB-I NF/classes/j osso-gateway-config.xml
and configure following elements:

¢ Credential Sore:

<l-- Basic Authentication Scheme -->
<aut henti cati on- schenme>
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<nane>basi c- aut henti cati on</ nanme>
<cl ass>org. j 0osso. aut h. schene. Bi ndUser nanmePasswor dAut hSchenme</ cl ass>

<I-- -->
<l-- JBoss Portal Credential Store -->
<I-- -->

<credenti al -store>
<cl ass>org. j boss. portal .identity.sso.josso.JOSSO dentityStore</class>
</ credenti al - store>

<I-- -->
<I-- Credential Store Key adapter -->
<l-- -->

<credenti al - st or e- key- adapt er >
<cl ass>org. j 0sso. gateway. i dentity.service.store. Si npl el dentityStoreKeyAdapt er</cl ass>
</ credenti al - st ore-key- adapt er >

</ aut hent i cati on- schene>

e SO Identity Store:

<sso-identity-manager >

<cl ass>org. j 0sso. gateway. i dentity.servi ce. SSO dent it yManager | npl </ cl ass>

<l-- -->
<l-- JBoss Portal Credential Store -->
<l-- -->

<sso-identity-store>
<cl ass>org. j boss. portal .identity.sso.josso.JOSSO dentityStore</class>
</sso-identity-store>

<I-- =
<l-- ldentity Store Key adapter -->
<I-- =

<sso-identity-store-key-adapter>
<cl ass>org.j osso.gateway.identity.service.store. SinpleldentityStoreKeyAdapter</cl ass>
</ sso-identity-store-key-adapter>

</ sso-i dentity-manager >

To test the integration:

» Gotoyour portal. Typically, http://localhost:8080/portal
* Click onthe"Login" link on the main portal page
e Thisshould bring up the JOSSO login screen instead of the default JBoss Portal login screen

e Input your portal username and password. For built-in portal login try user:user or admin:admin
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e If loginissuccessful, you should be redirected back to the portal with the appropriate user logged in
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CMS Portlet

Roy Russo <roy @jboss dot org>
Thomas Heute <t heut e@ boss. or g>

JBoss Portal packages a Web Content Management System capable of serving and allowing administration of web
content. This chapter describes the CM S Portlet which is responsible for serving resources requested, the following
chapter describes the CM SAdmin Portlet and all administration functionality.

Unbound

' ':::'
e

.' - 1lBoss Portal provides an open source platform for hosting and
. ; . = F =-E
® serving a portal Web interface, publishing and managing its
content, and customizing its experience. While most packaged
® ® & divisian of Bed Hat Portal framewaorks help enterprises launch Portals more
quickly, only JBoss Portal delivers the benefits of a zero-cost

open source license combined with a flexible and scalable
underling platform.

Support Services PortletSwap Project Information

1Boss Inc. offers various Portletswap.com is an open Learn more about the 1Boss
support services tailored to community sponsored by JBoss, Inc. Portal project, on-going

fit wour needs. Explore to facilitate the exchange of portlets development, open issues, and
support and service options and layouts for use in JBoss Fortal. our user and developer

for 1Bo=s Portal. communities.

21.1. Introduction

The CMS Portlet displays content from the file store inside a portlet window, or, in the case of binary content, out-
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side of the portlet window altogether.

21.2. Features

The CM SPortlet handles all requests for all content types.

The methodology of serving content within the CM SPortlet, allows for some beneficial features, like:

1. Search-engine friendly URLs: http://domain/[portal]/content/company.html
2. Serve binaries with simple urls independent of the portal: http://domain/content/products. pdf
3. Deploy several instances of the CM SPortlet on any page and configure them to display different start pages.

4. Localization support: CMSPortlet will display content based on the user request locale, or display content us-
ing the default locale setting.

21.3. CMS content

Since 2.6 displaying CMS content in the portal is done using the new content integration feature. Each window of
the portal can be configured to display CMS content directly instead of having to configure the CMS portlet as it
used to be.

21.3.1. Configuring a window to display CMS content

Showing CM S content in a portal window can be done in the deployment descriptor quite easily

<wi ndow>
<wi ndow nanme>MyCVBW ndow</ wi ndow nanme>
<cont ent >
<cont ent -t ype>cns</ cont ent -t ype>
<content-uri>/default/index. htnm </content-uri>
</ cont ent >
<regi on>cent er </ regi on>
<hei ght >1</ hei ght >
</ w ndow>

At the first display of the window, the content is initialized with the content uri value. When the user clicks on a
link that navigates to another CM Sfile, the CM Sfile will be shown in the same window.

21.4. CMS Configuration

21.4.1. Display CMS content

Since 2.6 displaying CM S content in the portal is done using the new content integration feature. The porta is also
able to map urls content to the CM S through a specific window. The CMS portlet default page is defined as a pref-
erence and can be overridden like any other preference up to the user's preference level. The default CM S portlet
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displayed when you install JBoss Portal for the first time is describe in the following file jboss-
portal.sar/portal-core.war/WEB-INF/portlet.xml .

<portl et-preferences>
<pr ef er ence>
<name>i ndexpage</ nanme>
<val ue>/ def aul t/i ndex. ht ml </ val ue>
</ pr ef erence>
</portlet-preferences>

The preference key is "indexpage”. To change the default page, just make sure to create an HTML document using
the CM S Admin portlet then change the value of "indexpage" to the corresponding path.

21.4.2. Service Configuration

21.4.2.1. Tuning Jackrabbit

JBoss Portal uses Apache Jackrabbit as its Java Content Repository implementation. Configuration of the service
descriptor, allows for changing many of the variables associated with the service.

Here is the default configuration for the CMS repository found under  portal -
cms. sar/ META- 1 NF- | NF/ j boss-servi ce. xni

<attribute name="DoChecki ng">true</attribute>

<attri bute name="Def aul t Cont ent Locati on">portal/cns/conf/default-content/default/</attribute>
<attribute name="Defaul t Local e">en</attri bute>

<attribute name="RepositoryNanme">Portal Repository</attribute>

<attribute name="HoneDi r">${j boss. server.data.dir}${/}portal ${/}cnms${/}conf</attri bute>

Below is a list of items found in the service descriptor and their definitions. Only items commonly changed are
covered here and it is recommended you do not change any others unless you are very brave.

DoChecking: Should the portal attempt to check for the existence of the repository configuration files and de-
fault content on startup?

» DefaultContentL ocation: Location of the default content used to pre-populate the repository.

« DefaultLocale: Two-letter abbreviation of the default locale the portal should use when fetching content for
users. A complete 1SO-639 list can be found here[1] .

e HomeDir: Location of configuration information for the repository when in 100% FileSystem store mode. Oth-
erwise, itsin the database.

21.4.2.2. Changing the url under which the content should be accessible

By default, the content will be accessible to a url like this: http://www.example.com/content/[...], if you need or
prefer to change "content” to something else you will need to edit the following file: portal -
cms. sar/ META- | NF- | NF/ j boss- servi ce. xmi  and change the value of Prefix to something else. Please note that

YOU saRRRHERA08 HlmunRiining R neeshigprovide a val ue.
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<mbean
code="org.j boss. portal . core. cns. CM5Obj ect CommandFact or y"
nanme="port al : commandFact or y=CM5Obj ect "
xnbean- dd=""
xnmbean- code="org. j boss. portal . cormbn. syst em JBossSer vi ceMbdel MBean" >
<xnmbean/ >
<attribute name="Prefix">content</attri bute>
<attri bute name="Tar get W ndowRef " >def aul t . def aul t. CMSPort | et W ndow</ att ri but e>
<depends optional -attribute-nanme="Factory" proxy-type="attribute">
port al : conmmandFact or y=Del egat i ng
</ depends>
<depends optional -attribute-name="CMSServi ce" proxy-type="attribute">
portal : servi ce=CVM5
</ depends>

</ mbean>

» Prefix: Thisis the context path prefix that will trigger the portal to render content. By default, navigating to a
URL such as http://localhost:8080/[portal_context]/content/Test.PDF will trigger the portal to display the PDF
isolated from the portal pages. The path following the Prefix has to be absol ute when fetching content.

21.4.3. Configuring the Content Store Location

By default, the JBoss Portal CM S stores all node properties, references, and binary content in the database, using
the portal datasource. The location of some of these itemsis configurable, and there are 3 options:

e Section21.4.3.1
e Section21.4.3.2

e Section21.4.3.3

21.4.3.1. 100% Filesystem Storage

To enable 100% Filesystem storage, you must edit the file: jboss-
portal.sar/portal-cms.sar/META-INF/jboss-servicexml . Y ou will note that the file is set to use the HibernateStore
and HibernatePersistenceManager classes, by default. To have the CM S use 100% file system storage, simply com-
ment these blocks. Then, you should uncomment to use the Local FileSystem and X ML PersistenceM anager classes.
Follow these stepsto activate 100% FS storage:

1. Comment out the following blocks (there are 3 in total):

<l-- Hi bernateStore: uses RDBM5 + Hi bernate for storage -->
<Fi | eSystem cl ass="org. j boss. portal .cns. hi ber nat e. Hi bernat eSt ore" >

</ Fi | eSyst en>

And uncomment the blocks under them (there are 3 in total):
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<l-- Local Fil eSystem uses FileSystemfor storage. -->
<Fi | eSystem cl ass="or g. apache. j ackrabbit.core.fs.|ocal . Local Fil eSysteni>

</ Fi | eSyst env

2. Now comment out the following blocks (there are 2 in total):

<I-- Hi bernat ePersi st ent Manager: uses RDBMS + Hi bernate for storage -->
<Per si st enceManager cl ass="org.]j boss. portal.cns. hi bernat e. st at e. Hi ber nat ePer si st enceManager " >

</ Per si st enceManager >

And uncomment the blocks under them (there are 2 in total):

<I-- XM_PersistenceManager: uses FileSystem for storage -->
<Per si st enceManager cl ass="org. apache.jackrabbit.core.state.xm . XM_Persi st enceManager"/ >

Warning

If you do any change a the workspaces configuration you will need to delete the file
$IBOSS HOME/ser ver/xxx/data/portal/cms/conf/wor kspaces/default/workspacexml  before  restarting
JBoss or redeploying JBoss Portal. If you forget to do that, the changes won't affect the CMS. For the same
reason, you also need to delete that file if you recompile JBoss Portal after changing the name of the data-
source. Note that on a cluster environment, you need to remove that file (if it exists) on all the nodes.

21.4.3.2. 100% Database Storage

This is the default configuration for the CMS store. Please view the origina jboss
portal.sar/portal-cms.sar/META-INF/jboss-servicexml , for guidance on how to reset it.

21.4.3.3. Mixed Storage

Mixed storage consists of meta-data being stored in the DB and blobs being stored on the Filesystem. Thisisthere-
commended setting for those of you that serve large files or stream media content.

Setting the repository this way is smple Change every instance in the file jboss-
portal .sar/portal-cms.sar/META-INF/jboss-service.xml , from:

<par am nanme="ext er nal BLOBs" val ue="fal se"/>

to:

<par am nane="ext er nal BLOBs" val ue="true"/>

Warning

If you do any change a the workspaces configuration you will need to delete the file
$IBOSS HOME/ser ver/xxx/data/portal/cms/conf/wor kspaces/default/workspacexml  before  restarting
JBoss or redeploying JBoss Portal. If you forget to do that, the changes won't affect the CMS. For the same
reason, you also need to delete that file if you recompile JBoss Portal after changing the name of the data-
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source. Note that on a cluster environment, you need to remove that file (if it exists) on al the nodes.

21.5. Localization Support

The CMS Portlet now serves content based on the user's locale setting. For example: if a user's locale is set to
Spanish in his browser, and he requests URL: default/index.html , the CMSPortlet will first try and retrieve the
Spanish version of that file. If a Spanish version is not found, it will then try and retrieve the default language ver-
sion set for the CM SPortlet.

21.6. CMS Service

The CMS portlet callsa CMS service that can be reused in your own portlets.

21.6.1. CMS Interceptors

Since JBoss Portal 2.4 you can add your own interceptor stack to the CMS service. The interceptors are called
around each command (Get afile, write afile, create afolder...), thisis avery easy way to customize some actions
based on your needs.

To create your own interceptor you just need to extend the org. j boss. portal . cns. CVSI nt er cept or class and
provide the content of the invoke(JCRConmand) method. Do not forget to make a call to JCRCom
mand. i nvokeNext () or the command will never be executed.

JBoss Portal relies on the interceptor mechanism to integrate its Fine Grained Security Service and the Publish/
Approve Workflow Service

To add or remove an interceptor, you just need to edit the following file: portal-
cms- sar/ META- | NF/ j boss- servi ce. xni . [t works the same way as the server interceptor, for each interceptor you
need to define an MBean then add it to the cms interceptor stack. For example, if you have the 2 default intercept-
ors, you should have the following lines in the jboss-service.xml file:

<l-- ACL Security Interceptor -->
<nbean code="org.jboss.portal.cns.inpl.interceptors. ACLI nterceptor"
nane="portal : servi ce=l nterceptor,type=Crs, nane=ACL" xnbean-dd=""
xnmbean- code="org.j boss. portal .jens. as. system JBossSer vi ceMbdel MBean" >
<xnbean />
<attribute name="JNDl Nane">
java: / portal / cns/ ACLI nt er cept or
</attribute>
<attribute name="CnsSessi onFactory" >
java:/portal/cns/ CMSSessi onFact ory
</attribute>
<attribute name="IdentitySessi onFactory">
java:/portal/ldentitySessionFactory
</attribute>
<attribute name="Defaul t Policy">
<poli cy>
<l-- perm ssions on the root cns node -->
<criteria name="path" val ue="/">
<per m ssi on name="cns" action="read">
<rol e name="Anonynous" />
</ perm ssi on>
<perm ssi on name="cns" action="wite">
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<rol e name="User" />
</ perm ssi on>
<perm ssi on nanme="cns" action="nanage">
<rol e name="Adm n" />
</ perm ssi on>
</criteria>
<I'-- perm ssions on the default cns node -->
<criteria name="path" val ue="/defaul t">
<perm ssi on nanme="cns" action="read">
<rol e nane="Anonynous" />
</ perm ssi on>
<perm ssi on name="cns" action="wite">
<rol e name="User" />
</ perm ssi on>
<per m ssi on name="cns" action="nmanage" >
<rol e name="Adm n" />
</ perm ssi on>
</criteria>
<l-- perm ssions on the private/protected node -->
<criteria name="path" val ue="/defaul t/private">
<per m ssi on name="cns" action="nmanage" >
<rol e name="Adm n" />
</ perm ssi on>
</criteria>
</ pol i cy>
</attribute>
<depends optional -attribute-name="Aut hori zati onManager"
proxy-type="attribute">
portal : servi ce=Aut hori zat i onManager, t ype=cns
</ depends>
<depends>portal : servi ce=H ber nat e, t ype=CM5</ depends>
<depends>
portal : servi ce=Modul e, t ype=Il dentityServi ceControll er
</ depends>
</ mbean>

<I-- Approval Workflow Interceptor -->
<nbean
code="org. | boss. portal .cns.inpl.interceptors. Approval Wr kfl ow nt er cept or"
nanme="portal : servi ce=l nterceptor, type=Crs, nane=Appr oval Wor kf | ow'
xmbean- dd=""
xnmbean- code="org.j boss. portal .| ens. as. syst em JBossSer vi ceMbdel MBean" >
<xnmbean />
<attri bute name="JNDl Nane" >
java: / portal /cns/ Approval Wor kf | o nt er cept or
</attribute>
<depends>port al : servi ce=Hi ber nat e, t ype=CM5</ depends>
</ nbean>

<I-- CMS Interceptor Registration -->
<mbean
code="org.j boss. portal.server.inpl.invocation.JBosslnterceptorStackFactory"
nanme="portal : servi ce=l nt er cept or St ackFactory, t ype=Cns" xnbean-dd=""
xnmbean- code="org. j boss. portal . j ens. as. syst em JBossSer vi ceMbdel MBean" >
<xnbean />
<depends-list optional-attribute-name="InterceptorNanes" >
<depends- | i st - el enent >
portal : servi ce=l nterceptor,type=Crs, nane=ACL
</ depends- | i st - el enent >
<depends-|i st - el enent >
portal : servi ce=l nt ercept or, t ype=Cns, name=Appr oval Wor kf | ow
</ depends- i st - el ement >
</ depends- | i st >
</ mbean>

JBoss Release 2.6.3 217



CMS Portlet

The first two MBeans define the interceptors and the third MBean, define which interceptors to add to the CMS
service.

If you create your own interceptor or g. exanpl e. myCVsI nt er cept or , the service descriptor file will ook like:

<nbean code="org. exanpl e. nyCVSI nt er cept or"
nanme="portal : servi ce=l nt ercept or, t ype=Crrs, nane=MyNanme" xnbean-dd=""
xnmbean- code="org. j boss. portal . cormon. syst em JBossSer vi ceMbdel MBean" >
<xnbean />

</ mbean>

<I-- ACL Security Interceptor -->
<nbean code="org.j boss. portal.cns.inpl.interceptors.ACLI nterceptor”
nanme="portal : servi ce=l nterceptor, type=Crs, nane=ACL" xnbean-dd=""
xnbean- code="org. j boss. portal . jens. as. syst em JBossSer vi ceMbdel MBean" >
<xnbean />
<attribute name="JNDl Nane" >
java: / portal / cns/ ACLI nt er cept or
</attribute>
<attribute name="CrsSessi onFactory" >
j ava: / portal / cns/ CMSSessi onFact ory
</attribute>
<attribute name="I|dentitySessi onFactory">
java:/portal/ldentitySessionFactory
</attribute>
<attribute name="Defaul t Policy">
<pol i cy>
<l-- perm ssions on the root cns node -->
<criteria name="path" val ue="/">
<perm ssi on nanme="cns" action="read">
<rol e nane="Anonynous" />
</ per m ssi on>
<per m ssi on name="cns" action="wite">
<rol e name="User" />
</ perm ssi on>
<perm ssi on nane="cns" action="nanage">
<rol e name="Adm n" />
</ perm ssi on>
</criteria>
<I'-- perm ssions on the default cns node -->
<criteria nane="path" val ue="/defaul t">
<perm ssi on nane="cns" action="read">
<rol e nane="Anonynous" />
</ perm ssi on>
<perm ssi on name="cns" action="wite">
<rol e name="User" />
</ perm ssi on>
<perm ssi on nanme="cns" action="nanage">
<rol e name="Adm n" />
</ perm ssi on>
</criteria>
<l-- perm ssions on the private/protected node -->
<criteria name="path" val ue="/defaul t/private">
<per m ssi on name="cns" action="nmanage" >
<rol e name="Adm n" />
</ perm ssi on>
</criteria>
</ pol i cy>
</attribute>
<depends optional -attri bute-nanme="Aut hori zati onManager"
proxy-type="attri bute">
portal : servi ce=Aut hori zat i onManager, t ype=cns
</ depends>
<depends>portal : servi ce=H ber nat e, t ype=CM5</ depends>
<depends>
portal : servi ce=Modul e, t ype=Il dentityServi ceControll er
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</ depends>
</ mbean>

<I-- Approval Workflow Interceptor -->
<nmbean
code="org. | boss. portal .cns.inpl.interceptors. Approval Wr kfl ow nt er cept or"
nanme="portal : servi ce=l nt ercept or, t ype=Cns, nane=Appr oval Wr kf | ow"
xmbean- dd=""
xnbean- code="org. j boss. portal . jens. as. syst em JBossSer vi ceMbdel MBean" >
<xnmbean />
<attribute name="JNDl Nane" >
java: / portal / cns/ Approval Wor kf | o nt er cept or
</attribute>
<depends>port al : servi ce=Hi ber nat e, t ype=CM5</ depends>
</ nbean>
<mbean
code="org.j boss. portal.server.inpl.invocation.JBosslnterceptorStackFactory"
nane="portal : servi ce=l nt er cept or St ackFact ory, t ype=Cns" xnbean-dd=""
xnmbean- code="org. j boss. portal .|ens. as. system JBossServi ceMbdel MBean" >
<xmbean />
<depends-list optional-attribute-nanme="InterceptorNanes" >
<depends- | i st - el enent >
portal : servi ce=l nterceptor,type=Crs, nane=ACL
</ depends- | i st - el enent >
<depends-|i st - el enent >
portal : servi ce=l nt ercept or, t ype=Cns, nanme=Appr oval Wor kf | ow
</ depends- i st - el ement >
</ depends- | i st >
</ mbean>

<I-- CMS Interceptor Registration -->
<nmbean
code="org.j boss. portal.server.inpl.invocation.JBosslnterceptorStack"
nanme="portal : servi ce=l nt er cept or St ack, t ype=Cns" xnbean-dd=""
xnmbean- code="org. j boss. portal . cormbn. syst em JBossSer vi ceMbdel MBean" >
<xnbean />
<depends-Ilist optional-attribute-name="InterceptorNanes" >
<depends- | i st - el enent >
portal : servi ce=l nterceptor,type=Crs, nane=ACL
</ depends- i st - el ement >
<depends-|i st -el ement >
portal : servi ce=l nterceptor,type=Cns, nane=Appr oval Wr kf | ow
</ depends- i st - el ement >
<depends-|i st - el enent >
portal : servi ce=l nt ercept or, t ype=Cns, nane=My/Nane
</ depends- i st - el enent >
</ depends- i st >
</ nbean>

Note

The interceptor order isimportant !

To check that the interceptors have been correctly added, you can check the IMX console, by going to: ht -
tp://1ocal host. | ocal donai n: 8080/ j mx- consol e/ Ht M Adapt or ?act i on=i nspect MBean&nanme=port al ¥8Aser vi c
e¥B8DI nt er cept or St ack%2Ct ype%8DCns Y ou should naotice all the interceptorsin the attribute "interceptors'.
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Sohil Shah <sshah @redhat dot cone

JBoss Portal packages a Workflow Service based on JBPM. This service provides you with the JBPM services that
your portal can use to build out the end-user/application workflows that should meet your portal's requirements.

22.1. JIBPM Workflow Engine Integration

The JBPM Workflow service is packaged as an mbean and takes care of al the low-level JBPM related functions.
The configuration is found in jboss-portal.sar/portal-cms.sar/porta -workflow.sar/META-INF/jboss-service.xml.
The mbean service configuration is as follows:

<I-- Hi bernate service -->
<nbean
code="org.j boss. portal.jens. hi bernate. Sessi onFact or yBi nder "
nanme="portal : servi ce=Hi ber nat e, t ype=Wor kf | ow'
xmbean- dd=""
xnbean- code="org. j boss. portal . jens. as. syst em JBossSer vi ceMbdel MBean" >
<xmbean/ >
<depends>j boss. j ca: servi ce=Dat aSour ceBi ndi ng, nane=@ort al . dat asour ce. nane@/ depends>
<attribute name="DoChecki ng">true</attribute>
<attri bute name="Confi gLocati on">conf/ hi ber nat e/ wor kf | ow hi bernate. cfg. xm </attribute>
<attribute name="JNDI Nane">j ava:/ portal / wor kf | ow Wor kFl owSessi onFact ory</attri bute>
</ mbean>

<I-- Workflow service -->
<mbean
code="org. | boss. portal . wor kf |l ow. servi ce. Wr kf | owSer vi cel npl "
nanme="portal : servi ce=\Wor kf | ow, t ype=Wor kf | owSer vi ce"
xnbean- dd=""
xnmbean- code="org.j boss. portal .jens. as. system JBossSer vi ceMddel MBean" >
<xmbean/ >
<depends>port al : servi ce=Hi ber nat e, t ype=Wr kf | ow</ depends>
<attribute name="JbpnConfi gurationXm ">
<j bpm confi gurati on>
<j bpm cont ext >
<servi ce nane="persi stence"
factory="org.j bpm persi stence. db. DbPer si st enceServi ceFactory"/ >
</j bpm cont ext >
<string name="resource. hi bernate.cfg.xm"
val ue="conf/ hi ber nat e/ wor kf | ow/ hi bernate. cfg. xm "/>
<string name="resource. busi ness. cal endar"
val ue="or g/ j bpm cal endar/j bpm busi ness. cal endar. properties"/>
<string nanme="resource. def aul t. nodul es"
val ue="or g/ j bpn gr aph/ def/j bpm def aul t . rodul es. properties"/>
<string name="resource.converter"
val ue="or g/ j bpm db/ hi ber nat e/ j bpm converter. properties"/>
<string name="resource. action.types" val ue="org/jbpni graph/action/action.types.xm"/>
<string nane="resource. node.types" val ue="org/j bpni gr aph/ node/ node. t ypes. xm "/ >
<string name="resource. var mappi ng" val ue="org/j bpn cont ext/exe/j bpm var mappi ng. xm "/ >
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</ j bpm confi gur ati on>
</attribute>
</ mbean>

22.2. CMS Publish/Approve Workflow Service

The CMS Publish/Approval Workflow feature can be optionally turned on so that, every file that is created or up-
dated needs to go through an Approval process before it can be published to go Live. The current implementation,
creates a pending queue for managers. The managers can then either approve or regject the publishing of the docu-
ment in question.

1. How activate this feature?

In the following file, jboss-portal.sar/portal-cms.sar/META-INF/jboss-servicexml, activate this feature on the
org.jboss.portal.cms.impl.jcr.JCRCMS MBean

<mbean
code="org.jboss.portal.cns.inpl.jcr.JCRCM5"
nanme="portal : servi ce=C\V5"

xnmbean- dd=""

xnbean- code="org. j boss. portal . jens. as. syst em JBossSer vi ceMbdel MBean" >
<xnmbean/ >

<l-- The datasource hibernate depends on,

it can be commented when the file store is used -->
<depends>j boss. j ca: servi ce=Dat aSour ceBi ndi ng, nane=Por t al DS</ depends>
<depends>port al : servi ce=JAASLogi nMbdul e</ depends>
<depends>port al : servi ce=H ber nat e, t ype=CM5</ depends>
<depends>port al : servi ce=Modul e, t ype=I denti tyServi ceControl | er </ depends>

<I-- Uncomment this to activate publish/approval workflow integration -->
<depends optional -attri bute-nane="ApprovePubl i shWor kf | ow'
proxy-type="attribute">portal:service=ApprovePublish, t ype=Wr kf | ow</ depends>

<depends optional -attribute-name="StackFactory" proxy-type="attribute">

portal : servi ce=l nt erceptor StackFactory, t ype=Cns
</ depends>
<attribute name="DoChecki ng">true</attri bute>
<attri bute name="Def aul t Cont ent Locati on">

portal /cns/ conf/defaul t-content/default/</attribute>

<attribute name="Defaul t Local e">en</attri bute>
<attribute name="RepositoryNane">Portal Repository</attribute>
<attribute name="HomeDir">${j boss. server.data.dir}${/}portal ${/}cns${/}conf</attribute>
<attribute name="Config">

2. How to configure this feature?

The configuration for this workflow service is found in the jboss-
portal .sar/portal -cms.sar/portal-workflow.sar/META-INF/jboss-service.xml file
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<I'-- ApprovePublish workflow service -->
<mbean
code="org. | boss. portal . wor kfl ow. cns. Appr ovePubl i shl npl "
nanme="portal : servi ce=Appr ovePubl i sh, t ype=Wor kf | ow'
xnbean- dd=""
xnmbean- code="org.j boss. portal .jens. as. system JBossSer vi ceMbdel MBean" >
<xnmbean/ >
<depends optional -attribute-name="Workfl| owServi ce" proxy-type="attribute">
portal : servi ce=\Wor kf | ow, t ype=Wor kf | owSer vi ce
</ depends>
<depends optional -attribute-nane="IldentityServiceController" proxy-type="attribute">
portal : servi ce=Mbdul e, t ype=Il dentityServi ceController
</ depends>

<l-- JBPM process definition -->
<attribute nane="Process">
<l-- cms approval workflow -->

<process-definition nane="approval _workfl ow'>
<start-state>
<transition to="request_approval "/>
</start-state>
<t ask- node name="request approval " signal ="first">
<task name="approve_publish">
<assi gnment cl ass="org.jboss. portal.cns.workfl ow PublishAssi gnment Handl er"/ >
<event type="task-start">
<action class="org.jboss. portal.cns. workfl ow. Fi nalizePublish"/>
</ event >
<excepti on- handl er >
<action class="org.jboss. portal.workfl ow. cns. TaskExcept i onHandl er"/ >
</ excepti on- handl er >
</ task>
<transition name="approval " to="end"/>
<transition name="rejection" to="end"/>
</t ask- node>
<end-state name="end"/>
</ process-definition>
</attribute>
<l--
overwite = false creates the process first time if does not exist, for
subsequent server restarts, this process definition remains in tact

overwite = true creates the process first time if does not exist,

for subsequent server restarts, it creates a new version of the process definition
which will be used for processes created fromthen onwards. O d processes created
for an ol der version of the definition remain in tact and use their corresponding
process definition

Typically use overwite=fal se and overwite=true only when a new process definition
elated to this workfl ow needs to be depl oyed
-->
<attribute name="Overwite">fal se</attri bute>
<l--
a comua separated |list of portal roles that are designated
to act as workflow managers. They are allowed to
approvel/rej ect content publish requests
oo
<attribute name="Manager Rol es">Adni n</attri bute>
<attri bute name="JNDI Nanme">j ava: port al / Appr ovePubl i shWor kf | ow</ at t ri but e>
</ mbean>
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Navigation Tabs

Roy Russo
Thomas Heute <t heut e@ boss. or g>

The navigation tabs allow users to navigate the portal pages. This section describes some of the functionality avail-
able in configuring them.

Home MNews Test

URL portlet
Greetings!

event test

mi=sing instance

encoding test i
Demo. 5
session test
Thiz i= a basic insta

release. You may ld  cache test ]
Portlet below with tl =
user/ charset test n

secure test

User portlet exception test

You are i
mi=sing portlet

You car
header test

23.1. Explicit ordering of tabs

Explicit ordering of the tab display, is accomplished via page properties that are defined in your *-object.xml ( Sec-
tion 6.2.1). Ordering is accomplished using the order tag at the page level as a page property.

<page>
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<page- nanme>def aul t </ page- name>
<properties>
<property>
<nane>or der </ nanme>
<val ue>1</val ue>
</ property>
</ properties>

</page;“

23.2. Translating tab labels

Labels on tabs can be defined in multiple languages. Two different ways can be used, the first one consist at defin-
ing severa display name for page objects, the second one consists of defining a resource bundle where to find the
localized display-name. Both methods have advantages and drawbacks.

23.2.1. Method one: Multiple di spl ay- nane

In the *- obj ect . xn descriptor under the page element, it is possible to define a display-name per locale. Here is
an example:

<page>
<page- nane>News</ page- nane>
<di spl ay- nane xm : | ang="en" >News</ di spl ay- name>
<di spl ay-nane xm : |l ang="it">Novi ta' </ di spl ay- nane>
<di spl ay- nane xmi : | ang="es" >Not i ci as</ di spl ay- nane>
<di spl ay-nane xm : I ang="fr">Actual i t és</di spl ay- nane>

</ page>

Here we defined a display name for four different languages. The advantage of this method is that it is simple and
the display name is kept along the metadata. The drawback of this method is that if you may end up with different
places to keep your localized data. If you are using resource bundles for other elements, the second method might
be simpler when you add new supported languages.

23.2.2. Defining a resource bundle and supported locales

If you are already using resource bundles for localization you may prefer to point to those files. To do so you can
define the name of your ressource bundle. The files should be in the classoader of the war containing the
*- obj ect. xm where you define them, meaning in the same war file.

Hereis an example:

<page>
<page- nane>\\éat her </ page- nane>
<support ed-| ocal e>fr </ supported-| ocal e>
<support ed- | ocal e>en</ support ed- | ocal e>

</pé§é>
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With one or the other method, accessing the portal will now display the tab names with the preferred localeif aloc-
alized value exists.

Warning

If you change the values in the descriptor (method 1) or in the resource bundles (method 2) you need to use
the<i f-exi st s>overwite</if-exists> so that the values are updated
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Layouts and Themes

Martin Holzner <nhol zner @ovel | . conp
Mark Fernandes <nf er nandes@ovel | . conp

Thomas Heute <t heut e@ boss. or g>

24.1. Overview

Portals usually render the markup fragments of several portlets, and aggregate these fragments into one page that
ultimately gets sent back as response. Each portlet on that page will be decorated by the portal to limit the real es-
tate the portlet has on the page, but also to allow the portal to inject extra functionality on a per portlet basis. Clas-
sic examples of this injection are the maximize, minimize and mode change links that will appear in the portlet
window , together with the title.

Layouts and themes allow to manipulate the look and feel of the portal. Layouts are responsible to render markup
that will wrap the markup fragments produced by the individual portlets. Themes, on the other hand, are respons-
ible to style and enhance this markup.

In JBoss Portal, layouts are implemented as a JSP or a Servlet. Themes are implemented using CSS Style sheets,
javascript and images. The binding element between layouts and themes are the class and id attributes of the
rendered markup.

JBoss Portal has the concept of regions on a page. When a page is defined, and portlet windows are assigned to the
page, the region, and order inside the region, has to be specified as well. For portal layouts this has significant
meaning. It defines the top most markup container that can wrap portlet content (other then the static markup in the
JSP itsdlf). In other words: from a layout perspective al portlets of a page are assigned to one or more regions.
Each region can contain one or more portlets. To render the page content to return from a portal request, the portal
has to render the layout JSP, and for each region, all the portletsin the region.

Since the markup around each region, and around each portlet inside that region, is effectively the same for all the
pages of aportal, it makes sense to encapsulateit in its own entity.

To implement this encapsulation there are several ways:

e JSPsthat get included from the layout JSP for each region/portlet

« ataglib that allowsto place region, window, and decoration tags into the layout JSP
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e ataglib that uses a pluggable API to delegate the markup generation to a set of classes

In JBoss Portal you can currently see two out of these approaches, namely the first and the last. Examples for the
first can be found in the portal-core.war, implemented by the nodesk and phalanx layouts. Examples for the third
approach can be found in the same war, implemented by the industrial and Nphalanx layout. What encapsul ates the
markup generation for each region, window, and portlet decoration in this last approach is what's caled the
RenderSet.

The RenderSet consist of four interfaces that correspond with the four markup containers that wrap the markup
fragments of one of more portlets:

¢ Region

e Window

* Decoration

» Portlet Content

While we want to leave it open to you to decide which way to implement your layouts and themes, we strongly be-
lieve that the last approach is superior, and allows for far more flexibility, and clearer separation of duties between
portal developers and web designers.

The last topic to introduce in this overview is the one of portal themes. A theme is a collection of web design arti-
facts. It defines a set of CSS, javascript and image files that together decide about the look and feel of the portal
page. The theme can take a wide spectrum of control over the look and feel. It can limit itself to decide fonts and
colors, or it can take over alot more and decide the placement (location) of portlets and much more.

24.2. Header

24.2.1. Overview

The default header is divided into two parts, links to pages displayed as tabs and links to navigate between portals
and dahsboards as well as loggin in and out. Those two parts are included into the template thanks to the layout as
defined in Section 24.3. In fact, the region named, dashboar dnav Will include the navigation links, while the region
named navi gat i on Will include the navigation tabs. It is then easy to hide one and/or the other by removing the
corresponding inclusion in the layout.

J Boss Portal Logged in as: admin

Dashboard | Admin | Logout
Weather

Screenshot of the header with the 'renaissance' theme

Note

Here, we use split content from rendering by using a CSS style shest, it allow us to change the display by
switching the CSS without affecting the content. THe Maple theme will display the links on the left side
with adifferent font for example. THisis up to you to choose or not this approach
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To customize the header there are several options detailed after.

e Thefirst option would simply require to modify the theme CSS, by doing this you could change the fonts, the
way tabs are rendered, colors and many other things but not change the content.

e The second option is to modify the provided JSPs, header . j sp and t abs. j sp. It gives you more flexibility than
the previous solution on modifying the content. Links to legacy application could easily be added, URLs could
be arranged differently, the CSS approach could be replaced by good old HTML, CSS style names could be
changed... The drawback of this method compare to the next one is the limitation in what is accessible from the
JSP.

24.2.1.1. Writing his own JSPs

The content of those two parts are displayed thanks to two different JSP pages. By default you would find those
pages in the directory port al - core. war/ WEB- | NF/ j sp/ header/ . The file header . j sp is used to display the links
that are displayed on the upper right of the default theme. The file tabs. j sp is used to display the pages tabs ap-
pearing on the left.

Again, you have several choices, either to edit the included JSPs directly or create your own, store them in a web
application then edit the following file: j boss- portal . sar/ META- 1 NF/ j boss- servi ce. xni . The interesting part in
that fileisthe following:

<mbean
code="org.j boss. portal . core. aspects. control | er. PageCust oni zer| nt er cept or"
nane="portal : servi ce=l nterceptor, t ype=Comand, nane=PageCust om zer"
xnbean- dd=""
xnmbean- code="org.j boss. portal .jens. as. system JBossServi ceMbdel MBean" >
<xnmbean/ >
<attribute name="Tar get Cont ext Pat h" >/ portal -core</attri bute>
<attri bute name="Header Pat h" >/ WEB- | NF/ j sp/ header/ header . jsp</attribute>
<attribute name="TabsPat h">/ WEB- | NF/ j sp/ header/t abs.jsp</attribute>
<depends
optional -attri bute-name="Portal Aut hori zati onManager Fact ory"
proxy-type="attribute">portal:service=Portal Aut hori zati onManager Fact or y</ depends>
</ mbean>

The three attributes are:

e TargetContextPath: Defines the web application context where the JSPs are located

» HeaderPath: Defines the location (in the web application previously defined) of the JSP in charge of writing the
header links

» TabsPath: Defines the location (in the web application previously defined) of the JSP in charge of writing the
pages links (note that it doesn't have to be renderer as tabs)

Writing the header JSP

A couple of request attributes are set so that they can be used by the JSP, here is the list of attributes and their
meaning:

e org.jboss. portal.header. USER A org.jboss.portal.identity.User object of the logged-in user, null if
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the user is not logged-in.
e org.jboss. portal.header. LOG N_URL: URL to logging-in.

e org.jboss. portal . header. DASHBOARD URL: URL to the dashboard, null if the user is aready on the dash-
board, null if the user is on the default portal already.

e org.jboss. portal . header. DEFAULT_PORTAL_URL: URL to the default page of the portal named ‘default’, null if
the user is on the default portal already.

e org.jboss. portal . header. ADM N_PORTAL_URL: URL to the default page of the admin portal (named 'admin’),
null if the user is on the admin portal aready.

e org.jboss. portal . header. EDI T_DASHBOARD URL: URL to the page content editor of the dashboard, set only if
the user is on the dashboard, null otherwise.

e org.jboss. portal . header. COPY_TO DASHBOARD_URL: URL to copy a page from a portal to the personal dash-
board, null if the user is on the dashboard.

e org.jboss. portal . header.SI GN OUT_URL: URL to log out the portal.

Every attribute that is an URL attribute is an object implementing the org.jboss.portal .api.Portal URL interface.
Therefore it is possible to generate the URL using the toString() method and change various things related to the
URL. With that in hand, if someone just wanted to display the logged-in username and a link to log out, he could
write:

<%@ page i nport="org.jboss.portal.identity.User" %

<%
User user = (User) request.getAttribute("org.jboss. portal.header. USER");
Portal URL signQut URL = (Portal URL)request.getAttribute("org.jboss.portal.header.SIGN OUT_URL");
Portal URL | ogi nURL = (Portal URL) request.getAttribute("org.jboss. portal.header. LOd N_URL");

if (user == null)

{
%>

<a href="<% |ogi nURL %" >Logi n</ a>
<%

}

el se

{
%
Logged in as: <% user.getUserNane() %
<br/>
<a href="<% signCut URL %" >Logout </ a>
<%

}
%>

Writing the tabs JSP
A couple of request attributes are set so that they can be used by the JSP, here is the list of attributes and their

meaning:

e org.jboss. portal.api.PORTAL_NODE: A org. | boss. portal . api.node. Portal Node object of the root Portal
node. Authorized children and siblings of this object are accessible.
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e org.jboss.portal.api.PORTAL_RUNTI ME_CONTEXT: A org.jboss. portal.api.Portal Runti neCont ext obkxi
that can be used to render URLSs.

The default file in charge of displaying the tabs can be found in: port al - cor e. war / VEB- | NF/ j sp/ header /

24.3. Layouts

24.3.1. How to define a Layout

Layouts are used by the portal to produce the actual markup of a portal response. After all the portlets on a page
have been rendered and have produced their markup fragments, the layout is responsible for aggregating all these
pieces, mix them with some ingredients from the portal itself, and at the end write the response back to the request-
ing client.

Layouts can be either a JSP or a Servlet. The portal determines the layout to use via the configured properties of the
portal, or the requested page. Both, portal and pages, can define the layout to use in order to render their content. In
case both define alayout, the layout defined for the page will overwrite the one defined for the portal.

A Layout is defined in the layout descriptor named portal-layouts.xml. This descriptor must be part of the portal
application, and is picked up by the layout deployer. If the layout deployer detects such a descriptor in a web ap-
plication, it will parse the content and register the layouts with the layout service of the portal. Here is an example
of such adescriptor file:

<l ayout s>
<l ayout >
<nane>phal anx</ nane>
<uri >/ phal anx/ i ndex. j sp</uri >
</ I ayout >
<l ayout >
<nane>i ndustri al </ name>
<uri>/industrial/index.jsp</uri>
<uri state="maxi m zed">/industrial/maxim zed.jsp</uri>
</ | ayout >
</l ayout s>

24.3.2. How to use a Layout

24.3.2.1. Declarative use

Portals and pages can be configured to use a particular layout. The connection to the desired layout is made in the
portal descriptor (Y ourNameHere-object.xml). Here is an example of such a portal descriptor:

<portal >
<port al - name>def aul t </ port al - name>
<properties>
<I-- Set the |layout for the default portal -->
<I-- see also portal -layouts.xm -->
<property>
<nane>| ayout . i d</ nane>
<val ue>phal anx</ val ue>
</ property>
</ properties>
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<pages>
<page>
<page- nanme>t heme t est </ page- nanme>
<properties>
<I-- set a difference |layout for this page -->
<property>
<nane>| ayout . i d</ name>
<val ue>i ndustri al </ val ue>
</ property>
</ properties>
</ page>
</ pages>
</ portal >
The name specified for the layout to use has to match one of the names defined in the portal-layouts.xml descriptor

of one of the deployed applications.

As you can see, the portal or page property points to the layout to use via the name of the layout. The name has
been given to the layout in the layout descriptor. It is in that layout descriptor where the name gets linked to the
physical resource (the JSP or Servlet) that will actually render the layout.

24.3.2.2. Programmatic use

To access a layout from code, you need to get a reference to the LayoutService interface. The layout serviceis an
mbean that allows access to the PortalLayout interface for each layout that was defined in a portal layout
descriptor. As alayout developer you should never have to deal with the layout service directly. Y our layout hooks
are the portal and page properties to configure the layout, and the layout strategy, where you can change the layout
to use for the current request, before the actual render process begins.

24.3.3. Where to place the Descriptor files

Both descriptors, the portal and the theme descriptor, are located in the WEB-INF/ folder of the deployed portal ap-
plication. Note that this is not limited to the portal-core.war, but can be added to any WAR that you deploy to the
same server. The Portal runtime will detect the deployed application and introspect the WEB-INF folder for known
descriptors like the two mentioned here. If present, the appropriate meta data is formed and added to the portal
runtime. From that time on the resources in that application are available to be used by the portal. Thisis an elegant
way to dynamically add new layouts or themes to the portal without having to bring down , or even rebuild the core
portal itself.

24.3.4. Layout JSP-tags

The portal comes with a set of JSP tags that allow the layout developer faster development.

There are currently two taglibs, containing tags for different approaches to layouts:

e portal-layout.tld

» theme-basic-lib.tld

The theme-basic-lib.tld contains a list of tags that allow a JSP writer to access the state of the rendered page con-
tent. It is built on the assumption that regions, portlet windows and portlet decoration is managed inside the JSP.
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The portal-layout.tld contains tags that work under the assumption that the RenderSet will take care of how regions,
portlet windows and the portlet decoration will be rendered. The advantage of this approach is that the resulting
JSP is much simpler and easier to read and maintain.

Hereis an example layout JSP that uses tags from the latter:

<Yy@taglib uri="/WEB-INF/theme/portal -1ayout.tld" prefix="p" %
<I DOCTYPE html PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN"
"http://ww. w3. org/ TR/ xht Ml 1/ DTD/ xht Ml 1-transi tional . dtd">
<htm xm ns="http://ww. w3. org/ 1999/ xht ni ">
<head>
<title>JBoss Portal </title>
<neta http-equiv="Content-Type" content="text/htm ;" />
<p:theme t heneNane='renai ssance' />
<p: header Content />
</ head>
<body i d="body" >
<di v id="portal -container">
<div id="sizer">
<di v id="expander" >
<di v i d="| ogoNane" ></di v>
<tabl e border="0" cel |l paddi ng="0" cel |l spaci ng="0" i d="header-contai ner">
<tr>
<td align="center" valign="top" id="header">
<di v id="spacer"></div>
</td>
</[tr>
</t abl e>
<di v id="content-contai ner">
<p: region regi onNane=' Thi s- 1 s- The- Page- Regi on- To- Quer y- The- Page
regi onl D=" Thi s-1s-The- Tag- | D- At tri but e- To- Mat ch- The- CSS- Sel ector' />
<p:region regi onNane='left' regionl D='regi onA />
<p:regi on regi onNane=' center' regionlD="regionB />
<hr cl ass="cl eaner" />
<div id="footer-container" class="portal-copyright">Powered by
<a cl ass="portal -copyright"
href ="http://ww. j boss. com products/jbossportal ">
JBoss Portal
</ a>
</div>
</ di v>
</div>
</ di v>
</div>
</ body>
</htm >

1. The theme tag

The theme tag looks for the determined theme of the current request (see Portal Themes for more details). If no
theme was determined, this tag allows an optional attribute 'themeName' that can be used to specify a default theme
to use as alast resort. Based on the determined theme name, the ThemeService is called to lookup the theme with
this name and to get the resources associated with this theme. The resulting style and link elements are injected,
making sure that war context URLS are resolved appropriately.

2. The headerContent tag
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This tags allows portlets to inject content into the header. More details about this function are mentioned in the 'oth-
er Theme Functions' section of this document.

3. The region tag

The region tag renders all the portlets in the specified region of the current page, using the determined RenderSet to
produce the markup that surrounds the individual portlet markup fragments. The regionName attribute functions as
a query param into the current page. It determines from what page region the portlets will be rendered in this tag.
Theregionl D attribute is what the RenderSet can use to generate a CSS selector for this particular region. In case of
the divRenderer, a DIV tag with an id attribute corresponding to the provided value will be rendered for this region.
Thisid in turn can be picked up by the CSSto style the region.

24.4. RenderSets

24.4.1. What is a RenderSet

A RenderSet can be used to produce the markup containers around portlets and portlet regions. The markup for
each region, and each portlet window in aregion isidentical. Further more, it is most likely identical across several
layouts. The way portlets are arranged and decorated will most likely not change across layouts. What will change
isthe look and feel of the decoration, the images, fonts, and colors used to render each portlet window on the page.
Thisis clearly atask for the web designer, and hence should be realized via the portal theme. The layout only needs
to provide enough information to the theme so that it can do its job. The RenderSet is exactly that link between the
layout and the theme that takes the information available in the portal and renders markup containing the current
state of the page and each portlet on it. It makes sure that the markup around each region and portlet contains the
selectors that the theme CSS needs to style the page content appropriately.

A RenderSet consists of the implementations of four interfaces. Each of those interfaces corresponds to a markup
container on the page.

Here are the four markup containers and their interface representation:

* Region - RegionRenderer
*  Window - WindowRenderer
* Decoration - DecorationRenderer

» Portlet Content - PortletRenderer
All the renderer interfaces are specified in the org.jboss.portal .theme.render package.

The four markup containers are hierarchical. The region contains one or more windows. A window contains the
portlet decoration and the portlet content.

The region is responsible for arranging the positioning and order of each portlet window. Should they be arranged
inarow or acolumn? If there are more then one portlet window in aregion, in what order should they appear?

The window is responsible for placing the window decoration, including the portlet title, over the portlet content, or
under, or next toit.
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The decoration is responsible for inserting the correct markup with the links to the portlet modes and window states
currently available for each portlet.

The portlet content is responsible for inserting the actually rendered markup fragment that was produced by the
portlet itself.

24.4.2. How is a RenderSet defined

Similar to layouts, render sets must be defined in a RenderSet descriptor. The RenderSet descriptor is located in the
WEB-INF/layout folder of aweb application, and is named portal-renderSet.xml. Here is an example descriptor:

<?xm version="1.0" encodi ng="UTF-8""?>
<portal -render Set >
<r ender Set name="di vRenderer" >
<set content-type="text/htm ">
<r egi on-renderer>org. j boss. portal .theme.inpl.render. D vRegi onRender er </ r egi on- r ender er >
<wi ndow- r ender er >or g. j boss. portal . theme. i npl . render. Di vW ndowRender er </ Wi ndow- r ender er >
<portlet-renderer>org.jboss. portal.theme.inpl.render.Di vPortl et Renderer</portlet-renderer>
<decor ati on-renderer>
org.jboss.portal .theme.inpl.render. D vDecorati onRender er
</ decor ati on-r ender er >
</set>
</ render Set >
<render Set name="enpt yRenderer" >
<set content-type="text/htm ">
<regi on-renderer>org.jboss. portal.theme.inpl.render. Enpt yRegi onRender er </ r egi on- r ender er >
<wi ndowr ender er >or g. j boss. portal .t hene. i npl . render. Enpt yW ndowRender er </ wi ndow- r ender er >
<portl et -renderer>
org.j boss. portal .thene.inpl.render. Enpt yPort| et Render er
</ portl et-renderer>
<decor ati on-renderer>
org. jboss. portal .theme.inpl.render. Enpt yDecor ati onRender er
</ decor ati on-r ender er >
</set>
</ render Set >
</ portal - render Set >

24.4.3. How to specify what RenderSet to use

Analogous to how a strategy is specified, the RenderSet can be specified as a portal or page property, or a particu-
lar layout can specify an anonymous RenderSet to use. Here is an example of a portal descriptor:

<?xm version="1.0" encodi ng="UTF-8"?>
<portal >
<portal - name>def aul t </ port al - name>
<properties>
<I'-- use the divRenderer for this portal -->
<property>
<name>t heme. r ender Set | d</ name>
<val ue>di vRender er </ val ue>
</ property>
</ properties>
<pages>
<def aul t - page>def aul t </ def aul t - page>
<page>
<page- nanme>def aul t </ page- nanme>
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<properties>
<I-- overwite the portal's renderset for this page -->
<property>
<name>t hene. r ender Set | d</ name>
<val ue>enpt yRender er </ val ue>
</ property>
</ properties>
<wi ndow>
<wi ndow nane>Test Port | et W ndow</ wi ndow name>
<i nst ance-ref>Test Portl et| nstance</i nstance-ref>
<r egi on>cent er </ r egi on>
<hei ght >0</ hei ght >
</ wi ndow>
</ page>
</ pages>
</ portal >

Hereis an example of alayout descriptor with an anonymous Render Set:

<?xm version="1.0" encodi ng="UTF-8""?>
<l ayout s>
<r ender Set >
<set content-type="text/htm ">
<regi on-renderer>org. foo. t heme. render. M/Regi onRender er </ r egi on-r ender er >
<wi ndow- r ender er >or g. f 0o. t henme. r ender . MyW ndowRender er </ wi ndow- r ender er >
<portl et-renderer>org.foo.thene.render. M/Port| et Renderer</portl et-renderer>
<decor ati on-renderer>org. foo. t heme. render. MyDecor at i onRender er </ decor ati on-r ender er >
</set>
</ render Set >
<| ayout >
<name>generi c</ name>
<uri >/ generic/index.jsp</uri>
<uri state="maxi m zed">/generic/ maxi m zed. j sp</uri >
</ | ayout >
</l ayout s>

Again, analogous to layout strategies, the anonymous RenderSet overwrites the one specified for the page, and that

overwrites the one specified for the portal. In other words: all pages that use the layout that defines an anonymous
RenderSet will use that RenderSet, and ignore what is defined as RenderSet for the portal or the page.

In addition to specifying the renderSet for a portal or a page, each individual portlet window can define what
renderSet to use for the one of the three aspects of awindow, the window renderer, the decoration renderer, and the
portlet renderer. This feature allow you to use the the window renderer implementation from one renderSet, and the
decoration renderer from another. Here is an example for a window that uses the implementations of the
emptyRenderer renderSet for all three aspects:

<wi ndow>
<wi ndow nanme>Navi gat i onPort | et W ndow</ wi ndow nane>
<i nstance-ref >Navi gati onPort| et| nstance</instance-ref>
<r egi on>navi gati on</r egi on>
<hei ght >0</ hei ght >

<I-- overwite portal and page properties set for the renderSet for this w ndow -->
<properties>
<I-- use the wi ndow renderer fromthe enptyRenderer renderSet -->

<property>
<nane>t heme. wi ndowRender er | d</ nane>
<val ue>enpt yRender er </ val ue>
</ property>
<I-- use the decoration renderer fromthe enptyRenderer renderSet -->
<property>
<name>t heme. decor at i onRender er | d</ name>
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<val ue>enpt yRender er </ val ue>
</ property>
<l-- use the portlet renderer fromthe enptyRenderer renderSet -->
<property>
<nane>t hene. port| et Render er | d</ nane>
<val ue>enpt yRender er </ val ue>
</ property>
</ properties>
</ W ndow>

24.5. Themes

24.5.1. What is a Theme

A portal theme is a collection of CSS styles, JavaScript files, and images, that all work together to style and en-
hance the rendered markup of the portal page. The theme works together with the layout and the RenderSet in pro-
ducing the content and final look and feel of the portal response. Through clean separation of markup and styles a
much more flexible and powerful approach to theming portalsis possible. While this approach is not enforced, it is
strongly encouraged. If you follow the definitions of the Theme Style Guide (see later), it is not necessary to
change the layout or the strategy, or the RenderSet to achieve very different look and feels for the portal. All you
need to change is the theme. Since the theme has no binary dependencies, it is very simple to swap, or change indi-
vidual items of it. No compile or redeploy is necessary. Themes can be added or removed while the portal is active.
Themes can be deployed in separate web applications furthering even more the flexibility of this approach. Web
developers don't have to work with JSPs. They can stay in their favorite design tool and simple work against the
exploded war content that is deployed into the portal. The results can be validated lifein the portal.

24.5.2. How to define a Theme

Themes can be added as part of any web application that is deployed to the portal server. All what is needed is a
theme descriptor file that is part of the deployed archive. This descriptor indicates to the portal what themes and
theme resources are becoming available to the portal. The theme deployer scans the descriptor and adds the
theme(s) to the ThemeService, which in turn makes the themes available for consumption by the portal. Here is an
example of atheme descriptor:

<t hemes>
<t hene>
<nane>nodesk</ name>
<l'i nk href="/nodesk/css/portal style.css" rel ="styl esheet" type="text/css" />
<link rel ="shortcut icon" href="/inmages/favicon.ico" />
</t heme>
<t heme>
<nane>phal anx</ nane>
<link href="/phal anx/css/portal _style.css" rel ="styl esheet" type="text/css" />
<link rel="shortcut icon" href="/inmages/favicon.ico" />
</t heme>

<t hene>

<name>i ndustri al - CSSSel ect </ nanme>

<link rel="styl esheet" id="main_css" href="/industrial/portal _style.css" type="text/css" />
<link rel="shortcut icon" href="/industrial/inmges/favicon.ico" />

<script |anguage="JavaScript" type="text/javascript">
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/1l MAF - script to switch current tab and css in layout...
function switchCss(current Tab, col Num) {

var obj = currentTab;

var obj Parent = obj. par ent Node;

i f (document.getEl enentByld("current™) !'= null) {
var o = docunent.get El enentByld("current");
o.setAttribute("id","");

o0.classNane = ' hoverOff';
obj Parent .set Attribute("id","current");
}

var css = docunent. get El enent Byl d(" mai n_css");
source = css. href;

if (col Num== "3Col") {

if (source.indexOh("portal _style.css" !'=-1)) {

source = source.replace("portal _style.css","portal _style 3Col.css");
}

if (source.indexOf("portal _style_1Col.css" !=-1)) {

source = source.replace("portal _style_1Col .css","portal _style_3Col.css");

}

}

if (col Num== "2Col") {

if (source.indexOf("portal _style 3Col.css" !'=-1)) {

source = source.replace("portal _style_3Col.css","portal _style.css");
}

if (source.indexOf("portal _style 1Col.css" !'= -1)) {

source = source.replace("portal _style 1Col.css","portal _style.css");
}

}

if (col Num== "1Col ") {

if (source.indexOf("portal _style_ 3Col.css" !'=-1)) {

source = source.replace("portal _style_3Col.css","portal _style_1Col.css");
}

if (source.indexCOF("portal _style.css" !'=-1)) {

source = source.replace("portal _style.css","portal _style_1Col .css");
}

}

css. href = source;

}

</script>

</t heme>

</t henmes>

Themes are defined in the portal-themes.xml theme descriptor, which islocated in the WEB-INF/ folder of the web
application.

24.5.3. How to use a Theme

Again, analogous to the way it is done for layouts, themes are specified in the portal descriptor as a portal or page
property. The page property overwrites the portal property. In addition to these two options, themes can also be
specified as part of the theme JSP tag , that is placed on the layout JSP. Here is an example portal descriptor that
specifies the phalanx theme as the theme for the entire portal, and the industrial theme for the theme test page:

<portal >
<portal - name>def aul t </ port al - name>
<properties>
<I-- Set the theme for the default portal -->
<property>
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<nane>| ayout . i d</ name>
<val ue>phal anx</ val ue>
</ property>
</ properties>
<pages>
<page>
<page- nanme>t heme t est </ page- nane>
<properties>
<I-- set a difference |ayout for this page -->
<property>
<nane>| ayout . i d</ nane>
<val ue>i ndustri al </ val ue>
</ property>
</ properties>
<wi nhdow>
<wi ndow nane>Cat al ogPor t | et W ndow</ wi ndow- nane>
<i nst ance-ref >Cat al ogPort | et | nst ance</i nstance-ref >
<regi on>| ef t </ r egi on>
<hei ght >0</ hei ght >
</ wi ndow>
</ page>
</ pages>
</ portal >

And here is an example of a layout JSP that defines a default theme to use if no other theme was defined for the
portal or page:

<y@taglib uri="/WEB-INF/thene/portal -1ayout.tld" prefix="p" %
<I DOCTYPE html PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN"
"http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht Ml 1-transi tional . dtd">
<htm xm ns="http://ww. w3. org/ 1999/ xht ni ">
<head>
<title><% "JBoss Portal :: 2.2 early (Industrial)" %</title>
<nmeta http-equiv="Content-Type" content="text/htm ;" />
<p:theme theneNane='industrial' />
<p: header Content />
</ head>
<body i d="body" >
<di v id="portal -container">
<div id="sizer">
<di v id="expander">
<di v i d="| ogoNane" ></di v>
<t abl e border="0" cell paddi ng="0" cell spaci ng="0"
i d="header - cont ai ner ">
<tr>
<td align="center" valign="top" id="header">
<di v id="spacer"></div>
</td>
</tr>
</t abl e>
<di v id="content-container">
<p: regi on
regi onNarme=" Thi s- | s- The- Page- Regi on- To- Quer y- The- Page
regi onl D=' Thi s-1s-The-Tag- 1 D-Attri but e- To- Mat ch- The- CSS- Sel ector' />
<p:region regi onName='1eft' regi onl D='regi onA'" />
<p: region regi onName='center' regionlD="regionB />
<hr cl ass="cl eaner" />
<div id="footer-container" class="portal-copyright">
Power ed by
<a cl ass="portal -copyright"
href="http://ww.jboss. cont products/jbossportal ">
JBoss Port al
</ a>
<br />
Thene by
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<a cl ass="portal - copyright"
href="http://ww. novel | . com'>
Novel |

</ a>

</ di v>
</div>
</ di v>
</div>
</ di v>
</ body>
</htm >

For the function of theindividual tags in this example, please refer to the layout section of this document.

24.5.4. How to write your own Theme

Ask your favorite web designer and/or consult the Theme Style Guide in this document.

24.6. Other Theme Functionalities and Features

This section contains all the functionalities that don't fit with any of the other topics. Bits and pieces of useful func-
tions that are related to the theme and layout functionality.

24.6.1. Content Rewriting and Header Content Injection

Portlets can have their content rewritten by the portal. This is useful if you want to uniquely namespace markup
(JavaScript functions for example) in the scope of a page. The rewrite functionality can be applied to the portlet
content (the markup fragment) and to content a portlet wants to inject into the header. The rewrite is implemented
as specified in the WSRP (OASIS: Web Services for Remote Portlets; producer write). Asaresult of this, the token
to use for rewrite is the WSRP specified "wsrp_rewrite ". If the portlet sets the following response property

res.set Property("WRP_REWRI TE", "true");

all occurrences of the wsrp_rewrite_ token in the portlet fragment will be replaced with a unique token (the win-
dow id). If the portlet also specifies content to be injected into the header of the page, that content is also subject to
thisrewrite.

res. set Property("HEADER_CONTENT", *
<script>function wsrp_ rewite_OnFocus(){alert('hello button');}</script>

)

Note that in order for the header content injection to work, the layout needs to make use of the headerContent JSP
tag, like:

<y@taglib uri="/WEB-INF/thene/portal -layout.tld" prefix="p" %
<IDOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional//EN
"http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ml 1-transi ti onal . dtd">
<htm xm ns="http://ww. w3. org/ 1999/ xht m ">
<head>
<title><JBoss Portal 2.2 early</title>
<neta http-equiv="Content-Type" content="text/htm ;" />

<p: header Content />
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</ head>
<body i d="body" >
<p>...</p>
</ body>
</htm >

24.6.2. Declarative CSS Style injection

If a portlet needs a CSS style sheet to be injected via a link tag in the page header, it can do so by providing the
context relative URI to thefile in the jboss-portlet.xml descriptor, like:

<portl et-app>
<portlet>
<port | et - name>Header Cont ent Port | et </ port| et - name>
<header - cont ent >
<link rel ="styl esheet" type="text/css" href="/portlet-styl es/Header Content.css"
title="" nedi a="screen" />
</ header - cont ent >
</portlet>
</ portlet-app>

This functionality, just like the previously described header content injection, requires the layout JSP to add the
"headerContent™ JSP tag (see example above). One thing to note here is the order of the tags. If the headerContent
tag is placed after the theme tag, it will allow portlet injected CSS files to overwrite the theme's behavior, making
this feature even more powerful!

24.6.3. Disabling Portlet Decoration

One possible use of window properties is demonstrated in the divRenderer RenderSet implementation. If awindow
definition (in the portal descriptor) contains a property like:

<wi ndow>
<wi ndow nanme>Hi nt Port | et W ndow</ wi ndow nanme>
<i nstance-ref>Hi nt Portl etl nstance</i nstance-ref>
<r egi on>cent er </ r egi on>
<hei ght >0</ hei ght >
<properties>
<l-- turn the decoration off for this portlet (i.e. no title and node/state |inks) -->
<property>
<nane>t hene. decor at i onRender er | d</ name>
<val ue>enpt yRender er </ val ue>
</ pr operty>
</ properties>
</ wi ndow>

the DivWindowRenderer will use the decoration renderer from the emptyRenderer RenderSet to render the decora-
tion for this window (not delegate to the DivDecorationRenderer). As a result, the portlet window will be part of
the rendered page, but it will not have atitle, nor will it have any links to change the portlet mode or window state.

24.7. Theme Style Guide (based on the Industrial theme)
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24.7.1. Overview

Note

This section to be updated soon with new CSS selectors found in JBoss Portal 2.6. The current definitions
remain, but the newer additions with regards to dashboards/drag-n-drop have not been documented as of
yet.

This document outlines the different selectors used to handle the layout and look/feel of the Industrial theme in-
cluded in the JBoss portal.

A couple of things to know about the theming approach discussed below:

e Main premise behind this approach was to provide a clean separation between the business and presentation
layer of the portal. As we go through each selector and explain the relation to the visual presentation on the
page, this will become more apparent.

e Theflexibility of the selectors used in the theme stylesheet alow a designer to very easily customize the visual
aspects of the portal, thereby taking the responsibility off of the developers hands through allowing the designer
to quickly achieve the desired effect w/out the need to dive down into code and/or having to deploy changesto
the portal. This savestime and allows both developers and designers to focus on what they do best.

e Thistheme incorporates a liquid layout approach which allows elements on a page to expand/contract based on
screen resolution and provides a consistent ook across varying display settings. However, the stylesheet is ad-
aptable to facilitate a fixed layout and/or combination approach where elements are pixel based and completely
independent of viewport.

» The pieces that make up the portal theme consist of at |east one stylesheet and any associated images. Having a
consolidated set of files to control the portal look and feel alows administrators to effortlessly swap themes on
the fly. In addition, this clean separation of the pieces that make up a specific theme will enable sharing and
collaboration of different themes by those looking to get involved or contribute to the open source initiative.

24.7.2. Main Screen Shot

Screen shot using color outline of main ID selectors used to control presentation and layouit:
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JBOSSPOHal : ed in as: admin

card | Admin | Logout

Weather

Greetings! _ Unboun
_ . R JPPO

Demo. Downlaad.

Accessonze.

JBoss Portal provides an open source platform for
hosting and serving a portal Web interface,

b ms publishing and managing its content, and

any time, using the Login link at the v customizing its experience. While most packaged

top-right of this page, with the following Fortal frameworks help enterprises launch Portals

credentials: maore quickly, only JBoss Portal delivers the benefits

of a zero-cost open source license combined with &

flexible and scalable underling platform.

This is a basic installation of JBoss
Portal 2 6.0-GA. You may log in at

. ® . a dvision of Red Hat

user/user or admin/admin

If you are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view our
online documentation.

Support Services PortletSwap Project Information
el = & JBoss Inc. offers various Portletswap.com is an open Learn more about the JEoss
View/Edit users support services tailored to community sponsored by JBoss, Portal project, on-going

fit your needs. Explore Inc. to facilitate the exchange of development, open issues,

support and service portlets and layouts for use in and our user and developer
options for JBoss Portal. JBoss Portal. communities.

:# Create User account
A Edityour profile

Thank you for downloading and deploying JBoss Pontal. We hope yvour enjoy working with it as much as we
enjoy developing it!

Bacie abbracei,
The JBoss Portal Team.

Powered by JBoss Portal

¢ Red Border - portal-container

* Yellow Border - header-container
» Orange Border - content-container
» BlueBorder - regionA/regionB

e Green Border - portlet-container

24.7.3. List of CSS Selectors

The following is alist of the selectors used in the theme stylesheet, including a brief explanation of how each se-
lector is used in the portal:

« Portal Body Selector

#body {
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background- col or: #FFFFFF;

background-i mage: url ( i mages/ header_bg.gif );
background-repeat: repeat-x;

mar gi n:  0px;

paddi ng: 0px;

font-famly: Verdana, Arial, Helvetica, sans-serif;
background-repeat: repeat-x;

font-size: 11px;

col or: #656565;

Usage: This selector controls the background of the page, and can be modified to set a base font-family, layout
margin, etc. that will be inherited by all child elements that do not have their own individual style applied. By
default, the selector pulls an image background for the page.

* Portal Header Selectors

#spacer {
wi dt h: 770px;
|'i ne-hei ght: Opx;
font-size: 0px;
hei ght: 0Opx;

}

Usage: Spacer div used to keep header at certain width regardless of display size. Thisis done to avoid overlap-
ping of tab navigation in header. To account for different display sizes, this selector can be modified to force a
horizontal scroll in the browser which eliminates any issue with overlapping elements in the header.

#header - cont ai ner {
background-repeat: repeat-y;
hei ght: 100%

m n-w dt h: 1000px;
wi dt h: 100%
posi tion: absol ute;
bottom 5px;*/

}

Usage: Wrapper selector used to control the position of the header on the page. This selector is applied asan ID
on the table used to structure the header. Y ou can adjust the attributes to reposition the header location on the
page and/or create margin space on the top, right, bottom and left sides of the header.

Screenshot:

J BOSS Portal Logged in as: admin

Dashboard | Admin | Logout

Weather

#header {
hei ght: 65px;
wi dth: 100%
paddi ng: Opx;
mar gi n: 0px;
z-index: 1;

Usage: This selector applies the header background image in the portal. It can be adjusted to accommodate a
header background of a certain width/height or, as it currently does, repeat the header graphic so that it tiles
across the header portion of the page.
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#1 ogoNane {
background-image: url ( inages/logo.gif );
background-repeat: no-repeat;
float: left;
wi dt h: 250px;
hei ght: 25px;
z-index: 2;
posi tion: absol ute;
| eft: 20px;
top: 10px;

Usage: Logo selector which is used to brand the header with a specific, customized logo. The styleis applied as
an ID on an absolutely positioned DIV element which enables it to be moved to any location on the page, and
alowsit to be adjusted to accommodate alogo of any set width/height.

« Portal Layout Region Selectors

#portal - cont ai ner {
/* part of below |E hack to preserve min-width for portlet regions */
/*wi dth: 100% */
margi n: 4px 2% Opx 2%
paddi ng: 0 350px 0 350px;
}
Usage: Wrapper for entire portal which starts/ends after/before the BODY tag (see red border in screen shot).
The padding attribute for this selector is used to preserve a minimum width setting for the portlet regions
(discussed below). Similar to body selector, this style can modified to create margin or padding space on the
top, right, bottom and left sections of the page. It provides the design capability to accommodate most |ayouts
(e.g. acentered look such as the phalanx theme where there is some spacing around the content of the portal, or
afull width look asillustrated in the Industrial theme).

Screenshot:
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J BOSS Poﬁal Logged in as: admin

board | Admin | Logout

Weather

& o

Download.
Accessorze.
® L R JBoss Pontal provides an open source platform for
This is a basic installation of JBoss ® hosting and serving a portal Web interface,
Portal 2.6.0-GA. You may log in at publishing and managing its content, and
any time, using the Login link at the : a division of Red Hat customizing its experience. While most packaged
top-right of this page, with the following . . oo . Portal frameworks help enterprises launch Portals
credentials: more quickly, only JBoss Portal delivers the benefits

T of a.zero-t.ost OpEn SOUTce Iilcense combined with a
flexible and scalable underling platform.
If you are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view our

online documentation.

Support Services PortletSwap Project Information
| User portlet il | JBoss Inc. offers various Portletswap.com is an open Learn more about the JBoss
ViewEdit users support services tailored to community sponsored by JBoss, Portal project, on-going
= fit your needs. Explore Inc. to facilitate the exchange of development, open issues,
support and service portlets and layouts for use in and our user and developer
options for JBoss Portal. JBoss Portal. communities.

g Create User account
__ﬂ Edit your profile

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we
enjoy developing it!

Baci e abbracci,
The JBoss Portal Team.

Powered by JBoss Portal

/[* mnwdth for IE */
#expander {
position: relative;
padding: 0 0 0 O;

margi n: 0 -350px 0 -350px;
m n-w dth: 770px;
padding: 0 0 0 O;

/* mn width hack for IE */
#si zer {

wi dt h: 100%
}

/* | E Hack \*/

* htm #portal -contai ner,
* html #sizer,
* htm #expander {
hei ght: 0;

Usage: These selectors are used in conjunction with the above, portal-container, selector to preserve a minimum
width setting for the portlet regions. This was implemented to maintain a consistent look across different
browsers.
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#cont ent - cont ai ner {
hei ght: 100%
text-align: left;
wi dt h: 100%

m n-w dth: 770px;

/*
posi tion: absol ute;
top: 70px;

left: Opx; / * z-index: 1; * /

/[ * part of below I E hack
paddi ng: 0 350px O 350px; * /

paddi ng: Opx 100px Opx Opx;

*/

Usage: Wrapper that contains all regions in portal with the exception of the header (see orange border in screen
shot). Its attributes can be adjusted to create margin space on page, as well as control positioning of the area of
the page below the header.

/* portlet regions within content-container. this includes footer-container. */
#regi onA {

wi dt h: 30%

float: left;

mar gi n: 0px;

paddi ng: Opx;

m n-wi dt h: 250px; /*hei ght: 300px;*/

Usage: First portlet region located within the content-container (see blue border in screen shot). This selector
controls the width of the region as well as its location on the page. Designers can very easily reposition this re-
gion in the portal (e.g. swap left regionA with right regionB, etc.) by adjusting the attributes of this selector.

#regi onB {
/* test to swap col ums. .
margin: 0 30%0 0; */

/*two col um | ayout
margin: 0 0 O 30% */
paddi ng: Opx; /* test to add 3rd region in layout...*/
w dth: 67%
float: left; /*height: 300px;*/

Usage: Second portlet region located within the content-container (see blue border in screen shot). Similar to
regionA, this selector controls the width of the region as well asits location on the page.

#regi onC {
/* inclusion of 3rd region - comment out for 2 region testing */
paddi ng: Opx;
mar gi n: 0px;
w dth: 28%
float: left; /*hide 3rd regi on*/
di spl ay: none;

Usage: Third portlet region located within the content-container (please refer to blue border in screen shot rep-
resenting regionA and regionB for an example). Used for 3 column layout. Similar to regionA and regionB, this
selector controls the width of the region as well asits|ocation on the page.

Screenshot:

JBoss Release 2.6.3 246



Layouts and Themes

JBossPortal

Weather

Greetings!

Downlaad.

Accessorize.

Thisis a basic installation of JBoss
Portal 2.6 .0-GA. You may log in at
any time, using the Login link at the
top-right of this page, with the following
credentials:

userfuser or adminfadmin

If you are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view our
online documentation.

User portlet =" |

WVigwEdit users

e

o Create User account
,?IEdit}'our profile

Logged in as: admin

Dashboard | Admin | Logout

LR JBoss Portal provides an open source platform for
hosting and serving a portal Web interface,

L4 ms publishing and managing its content, and

e customizing its experience. While most packaged

Portal frameworks helpenterprises launch Portals

more quickly, only JBoss Portal delivers the benefits

of a zero-cost open source license combined with a

flexible and scalable underling platform.

- o . a divisien of Red Hat

Support Services PartletSwap Project Information
JBoss Inc. offers various Portletswap.com is an open Learn more about the JBoss
support services tailored to community sponsored by JBoss, Portal project, on-going

fit your needs. Explore Inc. to facilitate the exchange of development, open issues,
support and service portlets and layouts for use in and our user and developer
options for JBoss Portal. JBoss Portal. communities.

Thank you for downloading and deploying JBoss Portal. We hope your enjoy working with it as much as we
enjoy developing it!

Baci e abbracei,
The JBoss Portal Team.

Footer-container

Powered by JBoss Portal

hr. cl eaner {

cl ear: bot h;

hei ght : 1px;

margin: -1px 0 0 O;
paddi ng: 0;

bor der : none;
visibility: hidden;
}

Usage: Used to clear floatsin regionA, regionB and regionC DIV's so that footer spans bottom of page.

#f oot er- cont ai ner {
paddi ng: 10px;

text-align: center;

clear: both;

Usage: Footer region located towards the bottom of the content-container (see above screen shot). This region
spans the entire width of the page, but can be adjusted (just like regionA, regionB and regionC) to take on a cer-
tain position and width/height in the layout.

* Portlet Container Window Selectors
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.portlet-container {
paddi ng: 10px;
}

Usage: Wrapper that surrounds the portlet windows (see green border in screen shot). Currently, this selector is
used to create space (padding) between the portlets displayed in each particular region.

.portlet-titlebar-title {
col or: #656565;
font-fam ly: Verdana, Arial, Helvetica, sans-serif;
font-size: 12px;
font-wei ght: bold;
whi t e- space: nowr ap;
| i ne-hei ght: 100%
float: left;
text-indent: 5px;
paddi ng-top: 5px;
paddi ng- bott om 6px;

Usage: Class used to style the title of each portlet window. Attributes of this selector set font properties, indent-
ation and position of title.

. portl et-nopde-container {
float: right;
paddi ng-top: 4px;
whi t e- space: nowr ap;

}

Usage: Wrapper that contains the portlet window modes that display in the top right section of the portlet win-
dows.

.portlet-titlebar-left {
background-i nage: url ( images/portlet-top-left.gif );
background-repeat: no-repeat;
wi dt h: 9px;
hei ght: 29px;
m n-wi dt h: 9px;
background- position: bottom

Usage: Used to style the top left corner of the portlet window. Each portlet window consists of one table that
has 3 columns and 3 rows. This selector styles the first column (TD) in thefirst row (TR).

Screenshot:

Greetings!

td, class=portlet-titlebar-left

.portlet-titlebar-center {
background-image: url( inages/portlet-top-nmddle.gif );
background-repeat: repeat-x;
hei ght: 29px;
background- posi tion: bottom

Usage: Used to style the center section of the portlet title bar. Each portlet window consists of one table that has
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3 columns and 3 rows. This selector styles the second column (TD) in thefirst row (TR).

Screenshot:

Greetings!

td, class-portlet-titlebar-center

.portlet-titlebar-right {
background-i mage: url ( images/portlet-top-right.gif );
background-repeat: no-repeat;
wi dt h: 10px;
hei ght: 30px;
m n-w dt h: 10px;
background- position: bottomleft;

Usage: Used to style the top right corner of the portlet window. Each portlet window consists of one table that
has 3 columns and 3 rows. This selector styles the third column (TD) in the first row (TR).

Screenshot:

Greetings!

td, class=portlet-titlebar-right

.portlet-content-left {
background-i nage: url( images/portlet-left-vertical.gif );
background-repeat: repeat-y;
wi dt h: 9px;
m n-w dt h: 9px;
/*
wi dt h: 20px;
backgr ound- col or: #FFFFFF;
border-left: 1px solid #df e8ed;
*/

Usage: Used to style the left hand vertical lines that make up the portlet window. Each portlet window consists
of onetable that has 3 columns and 3 rows. This selector styles the first column (TD) in the second row (TR).

Screenshot:
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Greetings!

td, class=portlet-content-left

AcCccessoHze.

This is a basic installation of JBoss
Portal 2.6.0-GA. You may log in at
any time, using the Login link at the
top-right of this page, with the following
credentials:

userfuser or adminfadmin

If wou are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view oul
online documentation.

.portlet-content-center {
vertical -align: top;
paddi ng: O;
margi n: 0;
}
Usage: Used to style the center, content area where the portlet content is injected into the portlet window (see
below screen). Attributes for this selector control the positioning of the portlet content as well as the back-
ground and font properties. Each portlet window consists of one table that has 3 columns and 3 rows. This se-

lector styles the second column (TD) in the second row (TR).

Screenshot:
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Greetings!

Idi\.r, ::Iass=pnrtlet-:nntent-centel

AcCccessorze.

This is a basic installation of JBoss
Portal 2.6.0-GA. You may log in at
any time, using the Login link at the
top-right of this page, with the following
credentials:

userfuser or adminfadmin

If wou are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view oul
online documentation.

.portlet-body {
background- col or: #FFFFFF;
paddi ng: O;
margi n: 0;
}
Usage: An extra selector for controlling the content section of the portlet windows (see below screen). Thiswas
added to better deal with structuring the content that gets inserted/rendered in the portlet windows, specifically
if the content is causing display problemsin a portlet.

Screenshot:
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Greetings!

td, class=portlet-body

AcCccessoHze.

This is a basic installation of JBoss
Portal 2.6.0-GA. You may log in at
any time, using the Login link at the
top-right of this page, with the following
credentials:

userfuser or adminfadmin

If wou are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view oul
online documentation.

.portlet-content-right {
background-i nage: url( images/portlet-right-vertical.gif );
hei ght: 100%
background-repeat: repeat-y;
background-position: left;
wi dt h: 5px;
m n-w dt h: 5px;
paddi ng: 0;
margi n: O;
/*
wi dt h: 5px;
backgr ound- col or: #FFFFFF;
border-right: 1px solid #dfe8ed;
*/

Usage: Used to style the right hand vertical lines that make up the portlet window. Each portlet window con-
sists of one table that has 3 columns and 3 rows. This selector styles the third column (TD) in the second row
(TR).

Screenshot:
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Greetings!

td, class=portlet-content-right

AcCccessoHze.

This is a basic installation of JBoss
Portal 2.6.0-GA. You may log in at
any time, using the Login link at the
top-right of this page, with the following
credentials:

userfuser or adminfadmin

If wou are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view oul
online documentation.

.portlet-footer-left {
background-i nage: url( images/portlet-bottomleft.gif );
wi dt h: 9px;
hei ght: 4px;
background-repeat: no-repeat;
background- position: top right;
m n-w dt h: 9px;
paddi ng: 0;
margi n: O;

/*

backgr ound- col or : #FFFFFF;
border-bottom 1px solid #98b7c6;
border-left: 1px solid #df e8ed,;
hei ght : 5px;

*/

Usage: Used to style the bottom left corner of the portlet window. Each portlet window consists of one table
that has 3 columns and 3 rows. This selector styles the first column (TD) in the third row (TR).

Screenshot:
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Greetings!

td, class=portlet-footer-left

AcCccessorze.

This is a basic installation of JBoss
Portal 2.6.0-GA. You may log in at
any time, using the Login link at the
top-right of this page, with the following
credentials:

userfuser or adminfadmin

If wou are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view oul
online documentation.

C

.portlet-footer-center {
background-i nage: url ( images/portlet-bottommddle.gif );
hei ght: 4px;
background-repeat: repeat-Xx;
/* background- col or: #FFFFFF;
border-bottom 1px solid #98b7c6;
hei ght : 5px;

*/

Usage: Used to style the bottom, center of the portlet window (i.e. the bottom horizontal line in the Industrial
theme). Each portlet window consists of one table that has 3 columns and 3 rows. This selector styles the
second column (TD) in the third row (TR).

Screenshot:
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Greetings!

td, class=portlet-footer-center

AcCccessoHze.

This is a basic installation of JBoss
Portal 2.6.0-GA. You may log in at
any time, using the Login link at the
top-right of this page, with the following
credentials:

userfuser or adminfadmin

If wou are in need of guidance with
regards to navigating, configuring, or
operating the portal, please view oul
online documentation.

.portlet-footer-right {

background-i nage: url( inmages/portlet-bottomright.gif );

wi dt h: 5px;

hei ght: 4px;

background-repeat: no-repeat;

m n-wi dt h: 5px;

/*
backgr ound- col or: #FFFFFF;
border-bottom 1px solid #98b7c6;
border-right: 1px solid #df e8ed;
hei ght : 5px;

*/

Usage: Used to style the bottom right corner of the portlet window. Each portlet window consists of one table
that has 3 columns and 3 rows. This selector styles the third column (TD) in the third row (TR).

Screenshot:
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Greetings!

td, class=portlet-footer-right

AcCccessoHze.

This is a basic installation of JBoss
Portal 2.6.0-GA. You may log in at
any time, using the Login link at the
top-right of this page, with the following
credentials:

userfuser or adminfadmin
If wou are in need of guidance with
regards to navigating, configuring, or

operating the portal, please view oul
online documentation.

C

* Portlet Window Mode Selectors

. portl et-npde-maxi m zed {
background-image: url ( inmages/ico_16 _maxim ze.gif );
background-repeat: no-repeat;
wi dt h: 16px;
hei ght: 16px;
float: left;
di splay: inline;
cursor: pointer;
paddi ng-l eft: 3px;

Usage: Selector used to display the portlet maximize mode. Attributes for this selector control the display and
dimensions of the maximize icon, including the behavior of the mouse pointer when hovering the mode.

.portlet-node-m nim zed {
background-i mage: url( inmages/ico_16_mnimze.gif );
background-repeat: no-repeat;
wi dt h: 16px;
hei ght: 16px;
float: left;
di splay: inline;
cursor: pointer;
paddi ng-left: 3px;

Usage: Selector used to display the portlet minimize mode. Attributes for this selector control the display and
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dimensions of the minimize icon, including the behavior of the mouse pointer when hovering the mode.

.portlet-node-normal {
background-i nage: url( inmages/ico_16 normal.gif );
wi dt h: 16px;
hei ght: 16px;
background-repeat: no-repeat;
float: left;
di splay: inline;
cursor: pointer;
paddi ng- 1 eft: 3px;

Usage: Selector used to display the portlet normal mode (i.e. the icon that when clicked, restores the portlet to
the original, default view). Attributes for this selector control the display and dimensions of the normal icon, in-
cluding the behavior of the mouse pointer when hovering the mode.

.portlet-node-help {
background-image: url ( inmages/ico_16 help.gif );
wi dt h: 16px;
hei ght: 16px;
background-repeat: no-repeat;
float: left;
di splay: inline;
cursor: pointer;
paddi ng-left: 3px;

Usage: Selector used to display the portlet help mode. Attributes for this selector control the display and dimen-
sions of the help icon, including the behavior of the mouse pointer when hovering the mode.

.portlet-node-edit {
background-i nage: url( inmmges/ico_edit.gif );
background-repeat: no-repeat;
wi dt h: 28px;
hei ght: 16px;
float: left;
di splay: inline;
cursor: pointer;
paddi ng-left: 3px;

Usage: Selector used to display the portlet edit mode. Attributes for this selector control the display and dimen-
sions of the edit icon, including the behavior of the mouse pointer when hovering the mode.

. portl et-node-renove {
background-i nage: url( inmages/ico_16_renove.gif );
background-repeat: no-repeat;
wi dt h: 16px;
hei ght: 16px;
float: left;
di splay: inline;
cursor: pointer;
paddi ng-l eft: 3px;

Usage: Currently not available. But here is the intended use: Selector used to display the portlet remove mode.
Attributes for this selector control the display and dimensions of the remove icon, including the behavior of the
mouse pointer when hovering the mode.

. portl et-node-view {
background-i mage: url ( images/ico_cancel.gif );
background-repeat: no-repeat;
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wi dt h: 28px;

hei ght: 16px;

float: left;

di splay: inline;
cursor: pointer;
paddi ng-left: 3px;
paddi ng-ri ght: 20px;

Usage: Selector used to display the portlet view mode. Attributes for this selector control the display and di-
mensions of the view icon, including the behavior of the mouse pointer when hovering the mode.

.portlet-node-rel oad {
background-image: url( inmages/ico_16 reload.gif );
background-repeat: no-repeat;
wi dt h: 16px;
hei ght: 16px;
float: left;
di splay: inline;
cursor: pointer;
paddi ng-left: 3px;

Usage: Currently not available. But here is the intended use: Selector used to display the portlet reload mode.
Attributes for this selector control the display and dimensions of the reload icon, including the behavior of the
mouse pointer when hovering the mode.

e Copyright Selectors

.portal -copyright {
font-famly: Verdana, Arial, Helvetica, sans-serif;
font-size: 10px;
col or: #5E6D7A;

}

a. portal -copyright {
col or: #768591;
t ext - decorati on: none;

}

a. portal -copyright: hover {
col or: #bcbcbc;
t ext -decoration: underline;

Usage: The above three selectors are used to style copyright content in the portal. The portal-copyright selector
sets the font properties (color, etc.), and the a.portal-copyright/a.portal-copyright:hover selectors style any links
that are part of the copyright information.

* Table Selectors

.portlet-tabl e-header {
background-col or: #eef;
paddi ng: 0 5px 5px 5px;
font-wei ght: bol d;
col or: #656565;
font-size: 12px;
border-bottom 1px solid #d5d5d5;

Usage: Intended for styling tables (specifically, the TH or table header elements) that get rendered within a

JBoss Release 2.6.3 258



Layouts and Themes

portlet window.

.portlet-tabl e-body {

}
Usage: Intended for styling the table body element used to group rowsin atable.

.portlet-table-alternate {
background-col or: #E6E8SE5
border-bottom 1px solid #d5d5d5;

}

Usage: Used to style the background color (and possibly other attributes) for every other row within atable.

.portlet-table-selected {
col or: #000;
font-size: 12px;
background- col or: #CBD4ES;
}

Usage: Used to style text, color, etc. in a selected cell range.

.portlet-tabl e-subheader {
font - wei ght: bol d;
col or: #000;
font-size: 12px;

Usage: Used to style a subheading within atable that gets rendered in a portlet.

.portlet-table-footer {
paddi ng: 5px 5px 0 5px;
font-wei ght: bold;
col or: #656565;
font-size: 12px;
border: none;
border-top: 1px solid #d5d5d5;

Usage: Similar to portlet-table-header and portlet-table-body, this selector is used to style the table footer ele-
ment which is used to group the footer row in atable.

.portlet-table-text {

paddi ng: 3px 5px;

border-bottom 1px solid #d5d5d5;
}

Usage: Text that belongs to the table but does not fall in one of the other categories (e.g. explanatory or help

text that is associated with the table). This selector can also be modified to provide styled text that can be used
in all tables that are rendered within a portlet.

¢ FONT Sedlectors

.portlet-font {
col or: #000000;
font-famly: Verdana, Arial, Helvetica, sans-serif;
font-size: 11px;

Usage: Used to style the font properties on text used in a portlet. Typically this class is used for the display of
non-accentuated information.
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.portlet-font-dim/{
col or: #777777,

font-famly: Verdana, Arial, Helvetica, sans-serif;
font-size: 11px;

Usage: A lighter version (color-wise) of the portlet-font selector.

¢ FORM Selectors

.portlet-formlabel {
font-size: 10px;
col or: #656565;

Usage: Text used for the descriptive label of an entire form (not the label for each actual form field).

.portlet-formbutton {
font-size: 10px;
font-wei ght: bold;
col or: #FFFFFF;
background-col or: #5078aa;
border-top: 1px solid #97B7C6;
border-left: 1px solid #97B7C6;
border-bottom 1px solid #254869;
border-right: 1px solid #254869;

Usage: Used to style portlet form buttons (e.g. Submit).

.portlet-icon-Ilabel {

}
Usage: Text that appears beside a context dependent action icon.

.portlet-dlg-icon-Iabel {

}
Usage: Text that appears beside a"standard" icon (e.g Ok, or Cancel).

.portlet-formfield-I|abel {
font-famly: Verdana, Arial, Helvetica, Sans-Serif, sans-serif;
font-size: 10px;
col or: #000;
vertical -align: bottom
whi t e- space: nowr ap

Usage: Selector used to style portlet form field [abels.

.portlet-formfield {

font-fam ly: Verdana, Arial, Helvetica, Sans-Serif, sans-serif;
font-size: 10px;
col or: #000; /*margin-top: 10px;*/

Usage: Selector used to style portlet form fields (i.e. INPUT controls, SELECT elements, etc.).

*+ LINK Selectors

.portal -links:link {
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font-fam ly: Verdana, Arial,

font-size: 11lpx;
font-wei ght: bold;

col or: #242424,

t ext - decorati on: none;

}

.portal -1inks: hover {

font-fam ly: Verdana, Arial,

font-size: 11px;
font-wei ght: bold;

col or: #5699B7;

t ext - decorati on: none;

}

.portal -links:active {

font-fam ly: Verdana, Arial,

font-size: 11px;
font-wei ght: bold;

col or: #242424;

t ext - decorati on: none;

}

.portal -links:visited {

font-famly: Verdana, Arial,

font-size: 11px;
font-wei ght: bold;

col or: #242424;

t ext - decorati on: none;

Hel vetica, Sans-Serif, sans-serif;

Hel vetica, Sans-Serif, sans-serif;

Hel vetica, Sans-Serif, sans-serif;

Hel vetica, Sans-Serif, sans-serif;

Usage: The above four selectors are used to style links in the portal. Each pseudo class (i.e. hover, active, etc.)

provides adifferent link style.
MESSAGE Selectors

.portlet-nmsg-status {

font-famly: Verdana, Arial,

font-size: 12px;
font-style: normal
col or: #336699;

Hel vetica, Sans-Serif, sans-serif;

Usage: Selector used to signify the status of a current operation that takes place in the portlet (e.g. "saving res-

ults”, "step 1 of 4").

.portlet-msg-info {

font-famly: Verdana, Arial,

font-size: 12px;
font-style: italic;
col or: #000;

Usage: Selector used to signify general information in a portlet (e.g. help messages).

.portlet-nsg-error {
color: red

font-famly: Verdana, Arial,

font-size: 12px;
font-wei ght: bold;

Usage: Selector used to signify an error message in the portlet (e.g. form validation error).

Hel vetica, Sans-Serif, sans-serif;

Hel vetica, Sans-Serif, sans-serif;
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.portlet-nmsg-alert {
font-fam ly: Verdana, Arial, Helvetica, Sans-Serif, sans-serif;
font-size: 12px;
font-wei ght: bold;
col or: #821717;

Usage: Selector used to style an aert that is displayed to the user.

. portlet-nsg-success {
font-fam ly: Verdana, Arial, Helvetica, Sans-Serif, sans-serif;
font-size: 12px;
font-wei ght: bold;
col or: #359630;

Usage: Selector used to indicate successful completion of an actionin a portlet (e.g. "save successful™).

« SECTION Sdlectors

.portlet-section-header {
font-wei ght: bold;
col or: #656565;
font-size: 12px;

Usage: Table or section header.

.portlet-section-body {
col or: #656565;
}

Usage: Normal text in atable cell.

.portlet-section-alternate {
background- col or: #F2F2F2;
}

Usage: Used to style background color and text in every other table row.

.portlet-section-selected {
background- col or: #CBD4ES;
}

Usage: Used to style background and font propertiesin a selected cell range.

.portlet-section-subheader {
font-wei ght: bold;
font-size: 10px;

Usage: Used to style a subheading within a table/section that gets rendered in a portlet.

.portlet-section-footer {
font-size: 11px;
}

Usage: Used to style footer area of a section/table that gets rendered in a portlet.

.portlet-section-text {
font-size: 12px;
font-style: italic;
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Usage: Text that belongs to a section but does not fall in one of the other categories. This selector can also be

modified to provide styled text that can be used in al sections that are rendered within a portlet.

+ MENU Selectors

.portlet-menu {}

Usage: Genera menu settings such as background color, margins, etc.

.portlet-menu-item {
col or: #242424;
text-decoration: none;
font-famly: Verdana, Arial, Helvetica, sans-serif;
font-size: 12px;

Usage: Normal, unselected menu item.

.portlet-menu-item hover {
col or: #5699B7;
t ext - decorati on: none;
font-famly: Verdana, Arial, Helvetica, sans-serif;
font-size: 12px;

Usage: Used to style hover effect on anormal, unselected menu item.

.portlet-menu-itemselected {}

Usage: Appliesto selected menu items.

.portlet-nenu-itemsel ected: hover {}

Usage: Selector styles the hover effect on a selected menu item.

.portlet-nenu-cascade-item {}

Usage: Normal, unsel ected menu item that has sub-menus.

.portlet-nenu-cascade-itemsel ected {}

Usage: Selected sub-menu item.

.portlet-nmenu-description {}

Usage: Descriptive text for the menu (e.g. in a help context below the menu).

.portlet-nmenu-caption {}
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Usage: Selector used to style menu captions.

WSRP Selectors

.portlet-horizontal -separator {}

Usage: A separator bar similar to a horizontal rule, but with styling matching the page.

.portlet-nestedTitle-bar {}

Usage: Allows portlets to mimic the title bar when nesting something.

.portlet-nestedTitle {}

Usage: Allows portlets to match the textual character of thetitle on thetitle bar.

.portlet-tab {}

Usage: Support portlets having tabs in the same style as the page or other portlets.

.portlet-tab-active {}

Usage: Highlight the tab currently being shown.

.portlet-tab-selected {}

Usage: Highlight the selected tab (not yet active).

.portlet-tab-disabled {}

Usage: A tab which can not be currently activated.

.portlet-tab-area {}

Usage: Top level style for the content of atab.

24.8. Additional Ajax selectors

Since 2.6 JBoss Portal has gjax features. Those features introduce a couple of CSS selectors that enables further
customization of the visual look and feel. Indeed by default those CSS styles are provided by ajaxified layouts but
it may not fit with some themes. It is possible to redefine them in the stylesheet of the themes.
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.dyna-region {}

Usage: Denotes a dynamic region which can be subject to ajax capabilities.

. dyna-wi ndow {}

Usage: Denotes a dynamic window which can be subject to ajax capabilities.

. dyna- decoration {}

Usage: Denotes a dynamic decorator which can be subject to gjax capabilities.

.dyna-portlet {}

Usage: Denotes a dynamic content which can be subject to gjax capahilities.

.dnd- handl e {
cursor: nove

}

Usage: Denotes the handle offered by draggable windows. By default it changes the mouse shape to indicate to
the user that his mouse is hovering a draggable window.

. dnd- droppabl e {
border: red 1px dashed;
background-col or: Transparent;

}

Usage: Denotes a zone where a user can drop a window during drag and drop operations. This selector is added
and removed dynamically at runtime by the ajax framework and is not present in the generated markup.
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This section covers the ajax features provided by the portal.

25.1. Introduction

Todo

25.2. Ajaxified markup

25.2.1. Ajaxified layouts

Part of the Ajax capabilities are implemented in the layout framework which provide the structure for generating
portal pages. The good news is that the existing layout only requires afew modifications in order to be gjaxified.

We will use as example an ssimplified version of the layout JSP provided in JBoss Portal 2.6 and outline what are
the required changes that makes it an gjaxified layout:

<U@taglib uri="/WEB-|NF/thenme/portal -layout.tld" prefix="p" %
<I DOCTYPE htm PUBLIC "-//WBC//DID XHTM. 1.0 Transitional //EN'
"http://ww. w3. org/ TR xht Ml 1/ DTD/ xht ml 1-transi ti onal . dtd">
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">

<head>
<neta http-equiv="Content-Type" content="text/htm;"/>
<I-- inject the thene, default to the Renai ssance thene if

nothing is selected for the portal or the page -->
<p:theme thenmeNane="renai ssance"/>
<I-- insert header content that was possibly set by portlets on the page -->
<p: header Cont ent/ >
</ head>

<body i d="body" >
<p: region regi onName=" AJAXScripts' regionl D=" AJAXScripts'/>
<di v id="portal -container">
<div id="sizer">
<di v id="expander">
<di v id="I ogoNane" ></di v>
<tabl e border="0" cel |l paddi ng="0" cel | spaci ng="0" i d="header-contai ner">
<tr>
<td align="center" valign="top" id="header">

<l-- Uility controls -->
<p: regi on regi onNane=' dashboardnav' regi onl D=" dashboardnav' />
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<l-- pavigation tabs and such -->
<p:regi on regi onNane=' navi gati on' regi onl D=" navigation'/>
<di v i d="spacer"></di v>

</td>
</tr>
</t abl e>
<di v id="content-contai ner">
<I-- insert the content of the 'left' region of the page,
and assign the css selector id 'regi onA' -->
<p:region regi onNane='l|eft' regionl D='regi onA />
<I-- insert the content of the 'center' region of the page,
and assign the css selector id 'regionB -->

<p:regi on regi onNane='center' regionlD="regionB />
<hr cl ass="cl eaner"/>
</div>
</div>
</div>
</div>

<p: regi on regi onName=" AJAXFoot er' regi onl D=' AJAXFooter'/>

</ body>
</htm >

« <p:theme themeName="renaissance"/> should be already present as it exists since 2.4 but is even more neces-
sary asit will inject in the page the reference to the gjax stylesheet.

e <pregion regionName="AJAX Scripts' regionlD='AJAX Scripts/> should be added before any other region in
the markup of the layout.

e <p:region regionName="AJAXFooter' regionID="AJAXFooter'/> should be added after any other region in the
markup of the layout.

25.2.2. Ajaxified renderers

At runtime the portal combines the layout and the renderers in order create the markup returned to the web
browser. The most used render set is the divRenderer. Renderers only need a modification in the deployment
descriptor to indicate that they support gjax. Here is the declaration of the default divRenderer now in 2.6:

<render Set name="di vRenderer">
<set content-type="text/htm ">
<aj ax- enabl ed>t r ue</ aj ax- enabl ed>
<r egi on-render er>org. j boss. portal .thene.inpl.render.div. D vRegi onRender er
</regi on-renderer>
<wi ndow r ender er >or g. j boss. portal .t here. i npl . render. di v. Di vW ndowRender er
</ wi ndow- r ender er >
<portlet-renderer>org.jboss. portal.thene.inpl.render.div.D vPortl et Renderer
</portlet-renderer>
<decor ati on-renderer>org. j boss. portal .theme.inpl.render.div. D vDecorati onRenderer
</ decor ati on-render er >
</ set>
</ render Set >

Y ou should notice the <ajax-enabled>true</gjax-enabled> which indicates that the render set supports gjaxifica-
tion.
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25.3. Ajaxified pages

The gjaxification of the portal pages can be configured in a fine grained manner. Thanks to the portal object proper-
tiesit is possible to control which pages support gjax and which page do not support gjax. The administrator must
pay attention to the fact that property values are inherited in the object hierarchy.

25.3.1. Drag and Drop

That feature is only effective in dashboards as it requires the offer personalization of the page layout per user. By
default the feature is enabled thanks to a property set on the dashboard object. It is possible to turn off that property
if the administrator does not want to expose that feature to its user.

In the file jboss-portal .sar/conf/data/defaul t-object.xml is declared and configured the creation of the dashboard
portal:

<depl oynent >
<parent-ref/>
<i f-exists>keep</if-exists>
<cont ext >
<cont ext - name>dashboar d</ cont ext - nane>
<properties>

<property>
<nane>t henme. dyna. dnd_enabl ed</ nane>
<val ue>t rue</val ue>

</ property>

</ properties>
</ cont ext >

</ depl oyment >

The property theme.dyna.dnd_enabled is set to the value true which means that the dashboard object will provide
the drag and drop feature.

25.3.2. Partial refresh

Partial refresh is a very powerful feature which allows the portal to optimize the refreshing of portlets on a page.
When one portlet isinvoked, instead of redrawing the full page, the portal is able to detect which portlets needs to
be refreshed and will update only these portlets.
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The portal providing partial refresh

25.3.2.1. Portal objects configuration

Like with the drag and drop feature, partial page refresh is controlled via properties on portal objects. The name of
the property is theme.dyna.partial_refresh_enabled and its values can be true or false. When this property is set on
an object it is automatically inherited by the sub hierarchy located under that object. By default the drag and drop
feature is positioned on the dashboard object and not on the rest of the portal objects.

<depl oynent >
<parent-ref/>
<i f-exi st s>keep</if-exists>
<cont ext >
<cont ext - nane>dashboar d</ cont ext - name>

<properties>
<property>
<nane>t hene. dyna. parti al _refresh_enabl ed</ name>

<val ue>true</val ue>
</ property>

</ properties>

</ cont ext >
</ depl oynent >

Note

The partial page refresh feature is compatible with the Portal API. The Portal API alows programmatic up-
date of the state of portlets at runtime. For instance it is possible to modify the window state or the mode of
several portlets on a given page. When such event occurs, the portal detects the changes which occurred

and will update the portlet fragments in the page.

It is possible to change that behavior at runtime using the property editor of the management portlet. If you want to
enable partial refreshing on the default portal you should set the property to true directly on the portal and all the
pages in that portal will automatically inherit those properties.
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Portal Objects Portlet Instances Portlet Definitions Dashboards

| Add a property. | | Manage currently defined properties. |
Select predefined property. Mame Description Inherited Value Delete
I ;| Drag and drop Enable window drag and drop Mo |7 ﬁ' Delete
or Partial refresh Enable partial refresh for portlets Mo |_ ﬁ' Delete
Enter property name: -
Update
Add Property

The default portal configured for partial page refresh

25.3.2.2. Portlet configuration

By default any portlet will support partial refreshing. When does the portal performs partial page refreshing ? By
default it is enabled for action and render links with the following exceptions. In those situations, the portal will
prefer to perform afull page refresh:

» Form GET are not handled, however it should not be an issue as this situation is discouraged by the Portlet spe-
cification. It however taken in account, just in case of. Here is an example of a Java Server Page that would do
one:

<form acti on="<% render Response. creat eActi onURL() %" nethod="get">
</forme
¢ Form uploads are not handled.

* Having an interaction that deals with the MAXIMIZED window state. When a window is entering a maximized
state or leaving a maximized window state, the portal will perform afull page refresh.

It can happen that a portlet does not want to support partial refreshing, in those situations the jboss-portlet.xml can
be used to control that behavior. Since 2.6 an ajax section has been added in order to configure gjax features related
to the portlet.

<portlet>
<portl et-name>M/Port| et NoAj ax</ port| et - name>
<aj ax>
<partial -refresh>fal se</partial-refresh>
</ aj ax>

</portlet>

The usage of the partial-refresh set to the value false means that the portlet will not be subject of a partial page re-
fresh when it isinvoked. However the portlet markup can still be subject to a partial rendering.

25.3.2.3. Limitations
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Partial refreshing of portlets has limitations both on the server side (portal) and on the client side (browser).
25.3.2.3.1. Application scoped session attributes

When partial refresh is activated, the state of a page can potentially become inconsistent. for example, if some ob-
jects are shared in the application scope of the session between portlets. When one portlet update a session abject,
the other portlet won't be refreshed and will still display content based on the previous value of the object in the
sesson. To avoid that, partiadl refresh can be deactivated for certain portlets by adding
<portlet-refresh>fal se<portlet-refresh> in the jboss-portlet.xml file.

25.3.2.3.2. Non ajax interactions

The solution developed by JBoss Portal on the client side is built on top of DOM events emitted by the web
browser when the user interacts with the page. If an interaction is done without an emission of an event then JBoss
Portal will not be able to transform it into a partial refresh and it will result instead of a full refresh. This can hap-
pen with programmatic submission of forms.

<formid="<% formd %" action="<% renderResponse. createActi onURL() %" method="post">
<sel ect onclick="docunent.getEl enentByld('<% formd %').submt()">
</ sel ect >

</fornp
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Troubleshooting and FAQ

Roy Russo <roy@ boss. or g>

26.1. Troubleshooting and FAQ

Installation / Configuration

e | am seeing "ERROR [JDBCEXxceptionReporter] Table not found in statement” in the logfile on first boot. What
isthis?

* | want to do aclean install/upgrade over my existing one. What are the steps?
* Ismy database vendor/version combination supported?

« How do | forcethe Hibernate Diaect used for my database?

¢ How do I change the context-root of the portal to http://localhost:8080/?

CMS

¢ How do | change the CM S repository configuration?
*  Onreboot, the CMS is complaining about alocked repository.
* | created afilein the CMSAdmin. How do | view it?

Errors

*  When | access a specific portal-instance or page, | keep seeing "401 - not authorized" error in my browser.
* How do | disable development-mode errors on the presentation layer?

Miscellaneous

« Isthere asample portlet | can look at to learn about portlet development and JBoss Portal deployments?

| am seeing " ERROR [JDBCEXxceptionReporter] Table not found in statement” in the logfile on first boot.
What isthis?
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Ignore this error. It is used by the portal to create the initial database tables. On second boot, you should not see
them at all.

| want to do a clean install/upgrade over my existing one. What are the steps?

»  Shut down JBossAS

¢ Delete BOSS HOME/server/default/data/portal

« Deéeteal JBoss Portal tables from your database

* Start JBossAS.

Ismy database vendor /ver sion combination supported?

See Section 1.4

How do | forcethe Hibernate Dialect used for my database?
See Section 3.3

How do | change the context-root of the portal to http://localhost: 8080/?
See Section 3.2

How do | changethe CM Srepository configuration?

There are 3 supported modes. 100% DB (default), 100% Filsystem, and Mixed (Blobs on the Filesystem and
metadatain the DB). Y ou can see configuration options here: Section 21.4.3

On reboot, the CM Sis complaining about a locked repository.

This occurs when JBoss AS is improperly shutdown or the CMS Service errors on startup. To remove the lock,
shutdown JBoss, and then remove the file under BOSS HOM E/server/default/data/portal/cms/conf/.lock.

| created afilein the CMSAdmin. How do | view it?

Using the default configuration, the path to the file in the browser would be ht-
tp://localhost:8080/portal/content/path/to/file.ext. Note that all requests for cms content must be prepended with /
content and then followed by the path/to/the/file.gif asit isin your directory structure.

When | access a specific portal-instance or page, | keep seeing " 401 - not authorized" error in my browser.

You are likely not authorized to view the page or portal instance. You can either modify the security using the
Management Portlet under the Admin Tab, or secure your portlets via the object descriptor, Section 15.1

How do | disable development-mode errorson the presentation layer?
See: Section 6.3.2

Isthereasample portlet | can look at to learn about portlet development and JBoss Portal deployments?
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e Sample portlets with tutorials can be found here, Section 5.2

e Additional Portlets can be found at PortletSwap.com [1] .

[1] http://www.portletswap.com
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<?xm version="1.0" encodi ng="UTF-8" ?>

<l--

~ JBoss, a division of Red Hat ~
~ Copyright 2006, Red Hat M ddl eware, LLC, and indivi dual =
~ contributors as indicated by the @uthors tag. See the =
~ copyright.txt in the distribution for a full Iisting of =
~ individual contributors. ~
~ This is free software; you can redistribute it and/or modify it =
~ under the ternms of the GNU Lesser General Public License as =
~ publ i shed by the Free Software Foundation; either version 2.1 of =
~ the License, or (at your option) any |ater version. =
~ This software is distributed in the hope that it will be useful, =
~ but W THOUT ANY WARRANTY; w thout even the inplied warranty of =
~ MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE. See the G\U =
~ Lesser General Public License for nore details. =
~ You shoul d have received a copy of the G\U Lesser General Public =
~ License along with this software; if not, wite to the Free =
~ Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA ~
~ 02110-1301 USA, or see the FSF site: http://wwfsf.org. =

- - >

<l--

<! DOCTYPE depl oyments PUBLIC
"-//JBoss Portal//DTD Portal Object 2.6//EN
"http://ww.jboss. org/ portal /dtd/ portal -object_2 6.dtd">
-->

<l--

The depl oyenents elenment is a generic container for depl oyment el enents.
-->

<I ELEMENT depl oynents (depl oynent*) >

<l--

The deploynent is a generic container for portal object elenents. The parent-ref
child gives the nane of the parent object that the current object will use as parent.
The optional if-exists elenment define the behavior when a portal object which

an identical nanme is already child of the parent elenent. The default behavior of
the if-exist tag is to keep the existing object and not create a new object. The

| ast element is the portal object itself.

Exanpl e:

<depl oynent >
<par ent - r ef >def aul t </ parent -ref >
<page>
</ page>

</ depl oynent >
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Al'l portal objects have a common configuration which can be

1/ a listener : specifies the id of a listener is the listener registry. A listener
object is able to listen portal events which apply to the portal node hierarchy.

2/ properties : a set of generic properties owned by the portal object. Sone
properties can drive the behavior of the object.

3/ security-constraint : defines security configuration of the portal object.

-->
<! ELEMENT depl oynment (parent-ref?,if-exists?, (context|portal|page|w ndow)) >

<l--

Contains a reference to the parent object. The nam ng convention for nam ng object

is to concatenate the nanes of the path to the object and separate the nanes by a dot.
If the path is enpty then the enpty string nust be used.

Exanpl e:

<parent-ref/> the root having an enpty path

<parent-ref>defaul t</parent-ref> the object with the name default under the root
havi ng the path (default)

<parent -ref>default.default</parent-ref> the object with the path (default, default)

-->
<! ELEMENT parent-ref (#PCDATA)>

<l--

The aut horized val ues are overwite and keep. Overwrite neans that the existing
object will be destroyed and the current declaration will be used. Keep neans that
the existing object will not be destroyed and no creation hence will be done.

>
<! ELEMENT i f-exists (#PCDATA)>

<l--
A portal object of type context. A context type represent a node in the tree which
does not have a visual representation. It can exist only under the root. A context can
only have children with the portal type.
-->
<! ELEMENT cont ext (context-nane, properties?,|istener?,security-constraint?, portal*,

(di spl ay- name* | (resource-bundl e, supported-I|locale+)))>

<l --

The context nane val ue.

-->

<! ELEMENT cont ext - name (#PCDATA) >

<l--
A portal object of type portal. A portal type represents a virtual portal and can
have children of type page. In addition of the common portal object elenments it support
al so the declaration of the nbdes and the wi ndow states it supports. If no declaration
of nodes or wi ndow states is done then the default value will be respectively
(view, edit, hel p) and (normal, nm ni m zed, maxi m zed) .
-->
<! ELEMENT portal (portal-name, supported-nodes, supported-w ndow st at es?, properties?,
|i stener?, security-constraint?, page*,
(di spl ay- name* | (resource-bundl e, supported-I|ocal e+)))>

<l --

The portal nane val ue.

-->

<! ELEMENT port al - name (#PCDATA) >
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<l--
The supported nodes of a portal.

Exanpl e:

<support ed- node>
<node>vi ew</ node>
<node>edi t </ nnde>
<nmode>hel p</ node>
</ support ed- node>
-->
<! ELEMENT support ed- nodes (node*)>

<l--

A portlet node val ue.

-->

<! ELEMENT nopde (#PCDATA) >

<l--
The supported wi ndow states of a portal.

Exanpl e:

<support ed- wi ndow st at es>
<wi ndow st at e>nor mal </ wi ndow- st at e>
<wi ndow st at e>m ni m zed</ wi ndow- st at e>
<wi ndow st at e>maxi m zed</ wi ndow- st at e>
</ support ed-wi ndow- st at es>

-->
<! ELEMENT support ed-w ndow st at es (w ndow- st at e*) >

o

A wi ndow st ate val ue.

-->

<! ELEMENT wi ndow st at e (#PCDATA) >

<l--
A portal object of type page. A page type represents a page which can have children of
type page and wi ndow. The children wi ndows are the wi ndows of the page and the children
pages are the subpages of this page.
-->
<I ELEMENT page (page-nane, properties?,|istener?,security-constraint?, (page|lw ndow)*,

(di spl ay-name* | (resource-bundl e, supported-|ocale+)))>

<! ELEMENT di spl ay- name (#PCDATA) >
<I ATTLI ST di spl ay- nane

xm : | ang NMIOKEN #| MPLI ED
>

<! ELEMENT resour ce- bundl e (#PCDATA) >
<! ELEMENT supported-| ocal e (#PCDATA) >
<l--

The page nane val ue.

caD

<I ELEMENT page- nanme (#PCDATA) >

<l--
A portal object of type wi ndow A w ndow type represents a wi ndow. Beside the commbn
properties a wi ndow has a content and belong to a regi on on the page.

The instance-ref or content tags are used to define the content of the wi ndow. The
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usage of the content tag is generic and can be used to describe any kind of content.
The instance-ref is a shortcut to define a content type of portlet which points to a
portlet instance.

The regi on and hei ght defines how the wi ndow is placed in the page.

-->

<! ELEMENT wi ndow (wi ndow nane, (i nstance-ref|content), region, hei ght,
initial-w ndowstate?,initial-node?, properties?,|istener?,
(di spl ay- name* | (resource-bundl e, supported-I|ocale+)))>

& o=

The wi ndow nane val ue.

-->

<! ELEMENT wi ndow nane (#PCDATA) >

<l--
Define the content of the window as a reference to a portlet instance. The val ue
is the id of the instance.

Exanpl e:
<i nstance-ref >M/Port| et | nst ance</i nstance-ref >

caD
<I ELEMENT i nst ance-ref (#PCDATA) >

<!--
Define the content of the window in a generic manner. The content is define by
the type of the content and an URI which acts as an identificator for the content.

Exanpl e:

<cont ent >
<content-type>portlet</content-type>
<content-uri>M/Portl etlnstance</content-uri>
</ cont ent >

<cont ent >
<cont ent -t ype>cns</ cont ent -t ype>
<content-uri>/default/index.htm </content-uri>
</ cont ent >

-->
<!l ELEMENT content (content-type,content-uri)>

<l--

The content type of the w ndow.
-->

<I ELEMENT content-type (#PCDATA) >

<I--

The content URI of the wi ndow.
caD

<I ELEMENT content-uri (#PCDATA) >

<!--

The regi on the wi ndow bel ongs to.
-->

<! ELEMENT r egi on (#PCDATA) >

 =c

The wi ndow state to use when the window is first accessed
-->
<I'ELEMENT initial-w ndow state (#PCDATA)>

<l -
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The node to use when the window is first accessed
-->

<l ELEMENT initial - mode (#PCDATA) >

<l--

The hei ght of the window in the particul ar region
-->

<! ELEMENT hei ght (#PCDATA) >

<l--

Define a listener for a portal object. The value is the id of the I|istener.
-->

<! ELEMENT | i st ener (#PCDATA) >

<l--

A set of generic properties for the portal object.
-->

<! ELEMENT properties (property*)>

<l--

A generic string property.

-->

<! ELEMENT property (nane,val ue)>

<!--
A nane val ue.
-->

<! ELEMENT nane (#PCDATA) >

<l --

A val ue.

-->

<! ELEMENT val ue (#PCDATA) >

<l--
The security-constraint element is a container for policy-perm ssion el enents

Exanpl es:

<security-constraint>
<pol i cy- perm ssi on>
<rol e- name>User </ r ol e- nane>
<acti on- nane>vi ew</ act i on- name>
</ pol i cy- perni ssi on>
</security-constraint>

<security-constraint>
<pol i cy- per m ssi on>
<unchecked/ >
<acti on- nanme>vi ew</ act i on- name>
</ pol i cy- permni ssi on>
</ security-constraint>
caD
<I ELEMENT security-constraint (policy-perm ssion*)>

<!--

The policy-perm ssion element is used to secure a specific portal page based on a
user's role.

caD

<I ELEMENT pol i cy-perm ssi on (action-nanme*, unchecked?, rol e- nane*) >

<l--
The rol e-name elenent is used to define a role that this security constraint will apply to

* <rol e- nane>SOVEROLE</ r ol e- name> Access to this portal page is linmted to the defined role.
-->
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<! ELEMENT acti on- name (#PCDATA) >

<I--

The unchecked el enent is used to define (if present) that anyone can view this portal page
-->

<! ELEMENT unchecked EMPTY>

<l--
The action-name el ement is used to define the access rights given to the rol e defined.
Possi bl e val ues are:

* view - Users can view the page.
-->
<! ELEMENT r ol e- nane (#PCDATA) >
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<?xm version="1.0" encodi ng="UTF-8" ?>

<l--
~ JBoss, a division of Red Hat ~
~ Copyright 2006, Red Hat M ddl eware, LLC, and indivi dual =
~ contributors as indicated by the @uthors tag. See the =
~ copyright.txt in the distribution for a full Iisting of =
~ individual contributors. ~
~ This is free software; you can redistribute it and/or modify it =
~ under the ternms of the GNU Lesser General Public License as =
~ publ i shed by the Free Software Foundation; either version 2.1 of =
~ the License, or (at your option) any |ater version. =
~ This software is distributed in the hope that it will be useful, =
~ but W THOUT ANY WARRANTY; w thout even the inplied warranty of =
~ MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE. See the G\U =
~ Lesser General Public License for nore details. =
~ You shoul d have received a copy of the G\U Lesser General Public =
~ License along with this software; if not, wite to the Free =
~ Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA ~
~ 02110-1301 USA, or see the FSF site: http://wwfsf.org. =
-->
<l--
<! DOCTYPE depl oyments PUBLIC
"-//JBoss Portal //DTD Portlet Instances 2.6//EN
"http://ww. j boss. org/ portal /dtd/ portlet-instances_2_6.dtd">
--2>
<l--
The depl oyenments el enment is a container for deploynment el enents.
-->
<I ELEMENT depl oynents (depl oynent*) >
<l--
The deploynment is a container for an instance el enent.
-->
<! ELEMENT depl oynent (if-exists?,instance)>
<l--
The if-exists elenent is used to define action to take if instance with such nane is
al ready present. Possible values are overwite or keep . Overwite wll destroy the
exi sting object in the database and create a new one, based on the content of the
depl oyment. Keep will maintain the existing object deployment or create a new one if
it does not yet exist.

-->
<! ELEMENT i f - exi sts (#PCDATA) >

<l--
The instance elenent is used to create an instance of a portlet fromthe portlet
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application of the same war file containing the portlet-instances.xm file.
will be created and configured only if the portlet

such a nane does not already exist.
Exanpl e :

<i nst ance>

<i nstance-i d>M/Port| et | nst ance</i nstance-i d>

<portlet-ref>M/Portlet</portlet-ref>
<pr ef erences>
<pr ef er ence>
<name>abc</ name>
<val ue>def </ val ue>
</ pr ef erence>
</ pref erences>
<security-constraint>
<pol i cy- per m ssi on>
<r ol e- name>User </ r ol e- nane>
<acti on- nane>vi ew</ act i on- name>
</ pol i cy- permn ssi on>
</ security-constraint>
</instance>

-->

is present and an instance with

<I ELEMENT i nstance (instance-id, portlet-ref,display-nane*, preferences?,

security-constrai nt?, (display-nane* |

<! ELEMENT di spl ay- name (#PCDATA) >
<I ATTLI ST di spl ay- nane

xm : 1 ang NMIOKEN #1 MPLI ED
>

<I ELEMENT r esour ce- bundl e (#PCDATA) >
<! ELEMENT supported-| ocal e (#PCDATA) >

& oc

The identifier of the instance.
-->
<! ELEMENT i nstance-id (#PCDATA) >

<l -

(resource-bundl e,

The reference to the portlet which is its portlet nane.

-->
<! ELEMENT portlet-ref (#PCDATA) >

<l--

Di splay name is the string used to represent this instance

-->
<! ELEMENT di spl ay- nanme (#PCDATA) >
<I ATTLI ST di spl ay- nane

xm : | ang NMIOKEN #| MPLI ED
>

<!--

The preferences el enent configures the instance with a specific set of preferences.

-->
<! ELEMENT preferences (preference+)>

 =c

The preference configure one preference of a set of preferences.

-->
<I ELEMENT preference (nane, val ue)>

<l -

The portl et

supported-| ocal e+))) >
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A nane.
coS
<! ELEMENT nane (#PCDATA) >

<l--

A string val ue.

-->

<! ELEMENT val ue (#PCDATA) >

<l--
The security-constraint element is a container for policy-pernission el enents

Exanpl es:

<security-constraint>
<pol i cy- perm ssi on>
<rol e- nane>User </ r ol e- nane>
<acti on- name>vi ew</ act i on- name>
</ pol i cy- perni ssi on>
</ security-constraint>

<security-constraint>
<pol i cy- perm ssi on>
<unchecked/ >
<acti on- nane>vi ew</ act i on- name>
</ pol i cy- pern ssi on>
</security-constraint>
oo
<I ELEMENT security-constraint (policy-permssion*)>

<l--

The policy-perm ssion element is used to secure a specific portlet instance based on a
user's role.

-->

<! ELEMENT pol i cy- permi ssion (action-nane*, unchecked?, rol e- nane*) >

<l--
The action-nanme el enment is used to define the access rights given to the rol e defined.
Possi bl e val ues are:

* view - Users can view the page
* view ecursive - Users can view the page and child pages.
* personalize - Users are able to view AND personalize the page.
* personalizerecursive - Users are able to view AND personalize the page AND its child
pages.
-->

<l ELEMENT act i on- nane (#PCDATA) >

<l -

The unchecked el enent is used to define (if present) that anyone can view this instance
-->

<! ELEMENT unchecked EMPTY>

<!--
The rol e-name elenent is used to define a role that this security constraint will apply to

* <rol e- name>SOVEROLE</ r ol e- nane> Access to this instance is limted to the defined role.
-->

<! ELEMENT r ol e- name (#PCDATA) >
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<?xm version="1.0" encodi ng="UTF-8" ?>

<l--

~ JBoss, a division of Red Hat ~
~ Copyright 2006, Red Hat M ddl eware, LLC, and indivi dual =
~ contributors as indicated by the @uthors tag. See the =
~ copyright.txt in the distribution for a full Iisting of =
~ individual contributors. ~
~ This is free software; you can redistribute it and/or modify it =
~ under the ternms of the GNU Lesser General Public License as =
~ publ i shed by the Free Software Foundation; either version 2.1 of =
~ the License, or (at your option) any |ater version. =
~ This software is distributed in the hope that it will be useful, =
~ but W THOUT ANY WARRANTY; w thout even the inplied warranty of =
~ MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE. See the G\U =
~ Lesser General Public License for nore details. =
~ You shoul d have received a copy of the G\U Lesser General Public =
~ License along with this software; if not, wite to the Free =
~ Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA ~
~ 02110-1301 USA, or see the FSF site: http://wwfsf.org. =

- - >

<I-- The additional configuration elements of the JBoss portlet container.

<I DOCTYPE portlet-app PUBLIC
"-//JBoss Portal//DTD JBoss Portlet 2.6//EN
"http://ww.jboss. org/portal /dtd/jboss-portlet 2 6.dtd">
-->

<l--
The renotabl e el ement is used to configure the default behavior of the portlets with
respect to WBRP exposure.

For each portlet defined in portlet.xm, it is possible to configure specific
settings of the portlet container.

It is also possible to inject services in the portlet context of the application
using the service el enents.

-->

<l ELEMENT portlet-app (renotabl e?, portlet*, service*)>

<l--
Addi ti onal configuration for a portlet.

The portlet-nane defines the nane of the portlet. It nust match a portlet defined already
in portlet.xm of the same web application.

The renotabl e el enent configures the portlet exposure to WSRP. |If no value is present
then the value considered is either the value defined globally at the portlet
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application | evel or false.

The trans-attri bute val ue specifies the behavior of the portlet when it is invoked at
runtime with respect to the transacti onnal context. According to how the portlet is

i nvoked a transaction may exist or not before the portlet is invoked. Usually in the

| ocal context the portal transaction could be present. By default the value considered is
Not Supported which nmeans that the portal transaction will be suspended for the duration
of the portlet invocation

Exanpl e:

<portlet>
<portl et-name>M/Port| et </ portl et -name>
<r enot abl e>t r ue</r enot abl e>
<trans-attribute>Required</trans-attri bute>
</portlet>

-->
<I ELEMENT portlet (portlet-nane,renotable?, ajax?, session-config?,transaction?,
header-content?, portlet-info?)>

<l--

The portl et nane.

caD

<I ELEMENT portl et-nanme (#PCDATA) >

<!--

The renotabl e value is used for WSRP exposure. The accepted val ues are the
litterals true of false.

SRS

<! ELEMENT r enot abl e (#PCDATA) >

<l--

The ajax tag allows to configure the ajax capabilities of the portlet. If

the portlet is tagged as partial-refresh then the portal nay use partial page

refreshing and render only that portlet. If the portlet partial-refresh val ue

is false, then the portal will performa full page refresh when the portlet is refreshed.
-->

<! ELEMENT aj ax (partial-refresh)>

<l -

The aut horized values for the partial-refresh el enent are true or false.
-->

<I ELEMENT partial -refresh (#PCDATA) >

<l--

Addi tional portlet information
-->

<! ELEMENT portlet-info (icon?)>

<l--
Defines icons for the portlet, they can be used by the adm nistration portlet
to represent a particular portlet.

-->

<! ELEMENT icon (snmll-icon?, |arge-icon?)>

<l--

A small icon imge, usually 16x16, gif, jpg and png are usually supported.

An absolute URL or a URL starting with a '/' in the context of the webapp are accepted:
eg. http://ww. exanpl e. com i mages/ smel | | con. png

eg. /images/smalllcon. png

-->

<! ELEMENT smal | -i con (#PCDATA) >

<l--
A large icon imge, usually 32x32, gif, jpg and png are usually supported.

JBoss Release 2.6.3 285



jboss-portlet.xml DTD

An absolute URL or a URL starting with a '/' in the context of the webapp are accepted:
eg. http://ww. exanpl e. com i mages/ smel | | con. png

eg. /images/smalllcon. png

-->

<! ELEMENT | ar ge-i con (#PCDATA) >

<I--
This el enment configure the portlet session of the portlet.

The distributed el ement instructs the container to distribute the session attributes
using the portal session replication. It applies only to local portlets are not to
renote portlets. The default value is fal se.

Exanpl e:

<sessi on-confi g>
<di stri but ed>t rue</di stri but ed>
</ sessi on-confi g>

-->
<! ELEMENT session-config (distributed)>

<l--
The aut hori zed values for the distributed el enment are true or false.
-->

<l ELEMENT di stri buted (#PCDATA) >

<l--
Defines how the portlet behaves with the transactionnal context. The default val ue
i s Never

Exanpl e:

<transacti on>
<trans-attribute>Required</transacti on>

<transacti on>

-->

<! ELEMENT transaction (trans-attribute)>

<l--
The trans-attribute val ue defines the transactionnal behavior. The accepted val ues

are Required, Mandatory, Never, Supports, Not Supported and RequiresNew.
-->

<I ELEMENT trans-attribute (#PCDATA) >

<l--
Speci fy content which should be included in the portal aggregated page when the portlet

is present on that page. This setting only applies when the portlet is used in the |ocal node.
-->

<I ELEMENT header-content (link]|script|nmeta)*>

<l--

Creates a header narkup elenent for |inked resources,

see http://ww. w3. org/ TR/ ht m 401/ struct/ i nks. ht m #h-12. 3

At runtinme the href attribute value will be prefixed with the context path
of the web application

Exanpl e:
<link rel ="styl esheet" type="text/css" href="/style.css" nedi a="screen"/>
wi Il produce at runtinme the foll ow ng markup

<link rel ="styl esheet" type="text/css" href="/ny-web-application/style.css" nedi a="screen"/>
-->
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<! ATTLI ST i nk
href CDATA #| MPLI ED
rel CDATA #| MPLI ED
type CDATA #l| MPLI ED
medi a CDATA #| MPLI ED
title CDATA #l MPLI ED>

<l --

No content is allowed inside an |ink el enent.
-->

<! ELEMENT | i nk EMPTY>

<l--
Creates a header markup for scripting,
see http://ww. w3. org/ TR/ ht m 401/interact/scripts. htn

At runtinme the src attribute value will be prefixed with the context path
of the web application.

Exanpl e 1

<script type="text/javascript" src="/myscript.js"></script>

wi |l produce at runtime the foll ow ng markup

<script type="text/javascript" src="/my-web-application/nyscript.js"></script>
Exanpl e 2:

<script type="text/javascript">
function hello() {
alert('Hello');
}

</scri pt>
-->
<I ATTLI ST scri pt
src CDATA #l VPLI ED
type CDATA #| MPLI ED
| anguage CDATA #| MPLI ED>

<l--

The script header el enent can contain inline script definitions.
-->

<! ELEMENT scri pt (#PCDATA) >

<l--
Creates a header markup for adding nmeta data to a page,
see http://ww. w3. org/ TR/ ht ml 401/ struct/ gl obal . ht ml #h-7. 4. 4

Exanpl e:

<neta nane="keywords" content="jboss, portal, redhat"/>
caD
<! ATTLI ST neta

name CDATA #REQUI RED

cont ent CDATA #REQUI RED>

<l--

No content is allowed for nmeta el enent.
-->

<! ELEMENT neta EMPTY>

<l--
Decl are a service that will be injected by the portlet container as an
attribute of the portlet context.
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Exanpl e:

<servi ce>
<servi ce- nane>User Mbdul e</ servi ce- nane>
<service-cl ass>org. j boss. portal .identity. User Modul e</servi ce-cl ass>
<servi ce-ref>:servi ce=Mdul e, t ype=User </ servi ce-ref >

</ servi ce>

In the portlet it is then possible to use it by doing a | ookup on the service
nane, for exanple in the init() lifecycle method

public void init()
{

}

User Modul e user Modul e = (User Modul e) get Port | et Context ().getAttri bute("User Modul e");

-->
<!l ELEMENT service (service-nane, service-cl ass, service-ref)>

<l--

The service nane that will be used to bind the service as a portlet context attribute.
-->

<! ELEMENT servi ce- nanme (#PCDATA) >

<!--

The full qualified name of the interface that the service inplenents.
-->

<! ELEMENT servi ce-cl ass (#PCDATA) >

o=

The reference to the service. In the JMX M crokernel environment it consist of the JMX
name of the service MBean. For an MBean reference if the domain is left out, then the
current domain of the portal will be used.

-->

<! ELEMENT servi ce-ref (#PCDATA) >
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